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Preface

Oracle Internet Directory Administrator’s Guide describes the features, architecture,
and administration of Oracle Internet Directory. For information about installation,
see the installation documentation for your operating system.

This preface contains these topics:
« Audience

« Organization

» Related Documentation

« Conventions

« Documentation Accessibility
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Audience

Oracle Internet Directory Administrator’s Guide is intended for anyone who performs
administration tasks for the Oracle Internet Directory. You should be familiar with
either the UNIX operating system or the Microsoft Windows NT operating system
in order to understand the line-mode commands and examples. You can perform all
of the tasks through the line-mode commands, and you can perform most of the
tasks through Oracle Directory Manager, which is operating system-independent.

To use this document, you need some familiarity with the Lightweight Directory
Access Protocol (LDAP).

Organization

This document contains the chapters and appendixes listed in this section. Oracle
Corporation encourages you to read the conceptual and other introductory material
presented in Part | before performing installation and maintenance.

Depending on your administrative role, you may find some parts of this guide more
pertinent to the tasks you perform, as shown in Table 0-1.

Table 0—1 Pertinent Sections for Administrative Task Areas

Administrative Task Area Pertinent Sections of This Guide

Routine administration Part I: Getting Started

Part Il: Basic Directory Administration

Directory planning and deployment in Part Il Directory Security
enterprises and hosted environments Part IV Directory Deployment
Part V Directory Replication

Part VI: Oracle Internet Directory and Clusters

Part VII: Oracle Internet Directory Plug-ins

Integration between Oracle Internet Part VIII: The Oracle Directory Integration
Directory and other directories Platform
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Part I: Getting Started

Part | provides an overview of the product and its features, a conceptual foundation
necessary to configure and manage a directory.

Chapter 1, "Introduction”

This chapter provides an introduction to directories, LDAP, and Oracle Internet
Directory features.

Chapter 2, "Concepts and Architecture”

This chapter gives an overview of online directories and Lightweight Directory
Access Protocol (LDAP). Provides conceptual descriptions of directory entries,
attributes, object classes, naming contexts, schemas, distributed directories, security,
and Globalization Support. It also discusses Oracle Internet Directory architecture.

Chapter 3, "Preliminary Tasks and Information”

This chapter discusses how to prepare your directory for configuration and use. It
tells you how to start and stop OID Monitor and instances of Oracle directory
server and Oracle directory replication server. It discusses the need to reset the
default security configuration, how to upgrade from earlier releases of Oracle
Internet Directory, and how to migrate data from other LDAP-compliant
directories.

Chapter 4, "Directory Administration Tools"

This chapter explains how to use the various administration tools: Oracle Directory
Manager, command-line tools, bulk tools, Catalog Management tool, OID Database
Password Utility, replication tools, and Database Statistics Collection tool.

Part Il: Basic Directory Administration

Part 1l guides you through the tasks required to configure and maintain Oracle
Internet Directory.

Chapter 5, "Oracle Directory Server Administration"

This chapter provides instructions for managing server configuration set entries;
setting system operational attributes; managing naming contexts and password
encryption; configuring searches; managing super, guest, and proxy users; setting
debug logging levels; using audit log; viewing active server instance information;
and changing the password to an Oracle database server.
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Chapter 6, "Directory Schema Administration”

This chapter explains what a directory schema is, what an object class is, and what
an attribute is. It tells you how to manage the Oracle Internet Directory schema by
using Oracle Directory Manager and the command-line tools.

Chapter 7, "Managing Directory Entries"

This chapter explains how to search, view, add, modify and manage entries by
using Oracle Directory Manager and the command-line tools.

Chapter 8, "Globalization Support in the Directory"
This chapter discusses Globalization Support as used by Oracle Internet Directory.

Chapter 9, "Attribute Uniqueness"

This chapter explains the attribute uniqueness feature that enables applications
synchronizing with Oracle Internet Directory to use attributes other than
distinguished names as their unique keys.

Part Ill Directory Security

Part 111 tells how to secure data within the directory itself and within an enterprise
deployment of a directory.

Chapter 10, "Directory Security Concepts"

This chapter describes the security features available with Oracle Internet Directory,
and explains how to deploy the directory for administrative delegation.

Chapter 11, "Secure Sockets Layer (SSL) and the Directory"”

This chapter introduces and explains how to configure the features of Secure
Sockets Layer (SSL).

Chapter 12, "Directory Access Control"

This chapter provides an overview of access control policies and describes how to
administer directory access.

Part IV Directory Deployment

Part IV discusses important deployment considerations, including capacity
planning, high availability, and tuning.



Chapter 13, "General Deployment Considerations”

This chapter discusses general issues to consider when deploying Oracle Internet
Directory. This chapter helps you assess the requirements of a directory in an
enterprise and make effective deployment choices.

Chapter 14, "Oracle Components and Oracle Internet Directory"

Many Oracle components use Oracle Internet Directory for a variety of purposes. In
doing this, they rely on a consolidated Oracle Internet Directory schema and a
default Directory Information Tree (DIT). This chapter:

« Describes the consolidated Oracle Internet Directory schema used by various
components

« Describes a default DIT structure available when using the various Oracle
components

Chapter 15, "Directory-Based Application Security"

This chapter discusses how you can exploit the way Oracle Internet Directory stores
access control policies to secure applications in a large enterprise and in hosted
environments.

Chapter 16, "Directory Storage of User Authentication Credentials”

This chapter explains how Oracle components store application security credentials
in Oracle Internet Directory to make their administration easy for both end users
and administrators and to address a major security threat to any enterprise.

Chapter 17, "Password Policies"

This chapter discusses password policies—that is, sets of rules that govern how
passwords are used. When a user attempts to bind to the directory, the directory
server uses the password policy to ensure that the password meets the requirements
set in that policy.

Chapter 18, "Capacity Planning Considerations"

This chapter tells you how to assess applications’ directory access requirements and
ensure that the Oracle Internet Directory has adequate computer resources to
service requests at an acceptable rate.

Chapter 19, "Tuning Considerations"

This chapter gives guidelines for ensuring that the combined hardware and
software are yielding the desired levels of performance.
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Chapter 20, "High Availability And Failover Considerations"

This chapter describes the availability and failover features of various components
in the Oracle Internet Directory technology stack, and provides guidelines for
exploiting them optimally for typical directory deployment.

Part V Directory Replication
Part IV provides a detailed discussion of replication and how to manage it.

Chapter 21, "Directory Replication Concepts"”

This chapter expands on the discussion about replication in Chapter 2, "Concepts
and Architecture".

Chapter 22, "Oracle Directory Replication Server Administration”

This chapter explains how to install and initialize Oracle directory replication server
software the first time, and how to install new nodes into an environment where
that software is already installed.

Chapter 23, "Addition of a Node by Using the Database Copy Procedure”

This chapter describes an alternate method of adding a node to a replicated
directory system if the directory is very large.

Part VI: Oracle Internet Directory and Clusters
Part V1 discusses cluster support in Oracle Internet Directory.

Chapter 24, "Failover in Cluster Configurations"

This chapter explains how to increase high availability by using logical hosts—as
opposed to physical hosts—in clustered environments.

Chapter 25, "Directory Failover in an Oracle9i Real Application Clusters
Environment”

This chapter discusses the ways you can run Oracle Internet Directory in an Oracle
Real Application Clusters system.



Part VII: Oracle Internet Directory Plug-ins

Chapter 26, "Oracle Internet Directory Plug-in Framework"

This chapter describes how you can extend the capabilities of the Oracle directory
server by using plug-ins developed by either Oracle Corporation or third-party
vendors.

Part VIII: The Oracle Directory Integration Platform

Part VIl explains the concepts, architecture, and components of the Oracle Directory
Integration Platform, and tells you how to configure and use it to synchronize
multiple directories with Oracle Internet Directory.

Chapter 27, "Oracle Directory Integration Platform Concepts and
Components"

This chapter introduces the Oracle Directory Integration Platform, its components,
architecture, and administration tools.

Chapter 28, "The Oracle Directory Synchronization Service"

This chapter discusses the synchronization profiles and connectors that link Oracle
Internet Directory and connected directories.

Chapter 29, "The Oracle Directory Provisioning Integration Service"

This chapter describes the Oracle Directory Provisioning Integration Service, which
enables your applications to receive provisioning information from Oracle Internet
Directory.

Chapter 30, "Oracle Directory Integration Server Administration”

This chapter discusses Oracle directory integration server and tells you how to
configure and manage it.

Chapter 31, "Security in the Oracle Directory Integration Platform"

This chapter discusses the most important aspects of security in the Oracle
Directory Integration Platform.

Chapter 32, "Bootstrapping of a Directory in the Oracle Directory Integration
Platform"

This chapter explains some of the initial setup tasks you may need to perform as
you begin using the Oracle Directory Integration Platform.
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Chapter 33, "Synchronization with Oracle Human Resources"

If you store employee data in Oracle Internet Directory, and if you use Oracle
Human Resources to create, modify, and delete that data, then you must ensure that
the data is synchronized between the two. This chapter explains the Oracle Human
Resources agent, which enables you to do this.

Chapter 34, "Synchronization with iPlanet Directory Server"

This chapter explains how you can synchronize between Oracle Internet Directory
and an iPlanet Directory Server by using the Oracle Internet Directory integration
solution for the iPlanet Directory Server.

Chapter 35, "Synchronization with Third-Party Metadirectory Solutions"

Oracle Internet Directory uses change logs to enable synchronization with
supported third party metadirectory solutions. This chapter describes how change
log information is generated and how supporting solutions use that information. It
tells you how to enable the directory integration agents of third-party metadirectory
solutions so that they can synchronize with Oracle Internet Directory.

Part IX: Appendixes

Appendix A, "Syntax for LDIF and Command-Line Tools"

This appendix provides syntax, usage notes, and examples for LDAP Data
Interchange Format and LDAP command-line tools.

Appendix B, "The Access Control Directive Format"

This appendix describes the format (syntax) of Access Control Information
Items(ACISs).

Appendix C, "Schema Elements"
This appendix lists schema elements supported in Oracle Internet Directory.

Appendix D, "Upgrading Oracle Internet Directory"

This appendix tells you how to upgrade to Oracle Internet Directory Release 9.2
from Oracle Internet Directory release 2.1.1.

Appendix E, "Migrating Data from Other Directories"

This appendix explains the steps to migrate data from LDAP v3-compatible and
application-specific directories into Oracle Internet Directory.



Appendix F, "The LDAP Filter Definition”

This appendix, copied with permission from the Internet Engineering Task Force
(IETF), describes a directory access protocol that provides both read and update
access.

Appendix G, "Troubleshooting"
This appendix lists possible failures and error codes and their probable causes.

Related Documentation
For more information, see:

= Online help available through Oracle Directory Manager and Oracle Enterprise
Manager

« The Oracle9i Application Server and Oracle9i documentation sets, especially:
— Oracle Internet Directory Application Developer’s Guide
—  Oracle9i Database Administrator’s Guide
—  Oracle9i Application Developer’s Guide - Fundamentals
— Oracle9i Application Server Administrator’s Guide
—  Oracle9i Net Services Administrator’s Guide
— Oracle9i Real Application Clusters Administration
—  Oracle9i Replication
—  Oracle Advanced Security Administrator’s Guide
In North America, printed documentation is available for sale in the Oracle Store at
http:/oraclestore.oracle.com/
Customers in Europe, the Middle East, and Africa (EMEA) can purchase
documentation from
http:/Amww.oraclebookshop.com/
Other customers can contact their Oracle representative to purchase printed
documentation.

To download free release notes, installation documentation, white papers, or other
collateral, please visit the Oracle Technology Network (OTN). You must register
online before using OTN; registration is free and can be done at
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http:/otn.oracle.com/admin/accountimembership.html

If you already have a username and password for OTN, then you can go directly to
the documentation section of the OTN Web site at

http:/otn.oracle.comv/docs/index.htm

To access the database documentation search engine directly, please visit
http://tahiti.oracle.com

For additional information, see:

« Chadwick, David. Understanding X.500—The Directory. Thomson Computer
Press, 1996.

« Howes, Tim and Mark Smith. LDAP: Programming Directory-enabled Applications
with Lightweight Directory Access Protocol. Macmillan Technical Publishing, 1997.

« Howes, Tim, Mark Smith and Gordon Good, Understanding and Deploying LDAP
Directory Services. Macmillan Technical Publishing, 1999.

« Internet Assigned Numbers Authority home page, http://www.iana.org .
for information about object identifiers

« Internet Engineering Task Force (IETF) documentation, especially:
«  http://www.ietf.org for the IETF home page

«  http://www.ietf.org/html.charters/Idapext-charter.html
for the ldapext charter and LDAP drafts)

«  http://www.ietf.org/html.charters/Idup-charter.html for
the LDUP charter and drafts

. http://www.ietf.org/rfc/rfc2254.txt , "The String
Representation of LDAP Search Filters"

«  http://www.ietf.org/rfc/rfc1823.txt , "The LDAP Application

Program Interface"

« The OpenLDAP Community, http://www.openldap.org

Conventions

This section describes the conventions used in the text and code examples of this
documentation set. It describes:
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« Conventions in Text

« Conventions in Code Examples

« Conventions for Windows Operating Systems

Conventions in Text

We use various conventions in text to help you more quickly identify special terms.
The following table describes those conventions and provides examples of their use.

Convention Meaning Example
Bold Bold typeface indicates terms that are When you specify this clause, you create an
defined in the text or terms that appear in  index-organized table.
a glossary, or both.
Italics Italic typeface indicates book titles or Oracle9i Database Concepts
emphasis. Ensure that the recovery catalog and target
database do not reside on the same disk.
UPPERCASE Uppercase monospace typeface indicates  You can specify this clause only for a NUMBER
monospace elements supplied by the system. Such column.

(fixed-width)
font

lowercase
monospace
(fixed-width)
font

elements include parameters, privileges,
datatypes, RMAN keywords, SQL
keywords, SQL*Plus or utility commands,
packages and methods, as well as
system-supplied column names, database
objects and structures, usernames, and
roles.

Lowercase monospace typeface indicates
executables, filenames, directory names,
and sample user-supplied elements. Such
elements include computer and database
names, net service names, and connect
identifiers, as well as user-supplied
database objects and structures, column
names, packages and classes, usernames
and roles, program units, and parameter
values.

Note: Some programmatic elements use a
mixture of UPPERCASE and lowercase.
Enter these elements as shown.

You can back up the database by using the
BACKURommand.

Query the TABLE_NAMEolumn in the USER_
TABLESdata dictionary view.

Use the DBMS_STATSENERATE_STATS
procedure.

Enter sqlplus  to open SQL*Plus.
The password is specified in the orapwd file.

Back up the datafiles and control files in the
/disk1/oracle/dbs directory.

The department_id , department_name ,
and location_id columns are in the
hr.departments table.

Set the QUERY_REWRITE_ENABLED
initialization parameter to true.

Connect as oe user.

The JRepUtil  class implements these
methods.
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Convention Meaning Example
lowercase Lowercase italic monospace font You can specify the parallel_clause
Irfgrtr:os oo represents placeholders or variables. Run Uold_release .SQL where old_
(fixed- 15 icith) release refers to the release you installed
font prior to upgrading.
Conventions in Code Examples
Code examples illustrate SQL, PL/SQL, SQL*Plus, or other command-line
statements. They are displayed in a monospace (fixed-width) font and separated
from normal text as shown in this example:
SELECT usemame FROM dba_users WHERE usemame ='MIGRATE,
The following table describes typographic conventions used in code examples and
provides examples of their use.
Convention Meaning Example
(1 Brackets enclose one or more optional DECIMAL ( digits [,  precision )
items. Do not enter the brackets.
{} Braces enclose two or more items, one of  {ENABLE | DISABLE}
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which is required. Do not enter the braces.

A vertical bar represents a choice of two  {ENABLE | DISABLE}

or more options within brackets or braces. [COMPRESS|NOCOMPRESS]
Enter one of the options. Do not enter the

vertical bar.

Horizontal ellipsis points indicate either:

. That we have omitted parts of the CREATETABLE..AS  subquery ;

code that are not directly related to
the example SELECT coll , col2 ,.., coln FROM

. loyees;
« That you can repeat a portion of the emp

code



Convention

Meaning

Example

Other notation

lialics

UPPERCASE

lowercase

Vertical ellipsis points indicate that we
have omitted several lines of code not
directly related to the example.

You must enter symbols other than

brackets, braces, vertical bars, and ellipsis

points as shown.

Italicized text indicates placeholders or
variables for which you must supply
particular values.

Uppercase typeface indicates elements
supplied by the system. We show these

terms in uppercase in order to distinguish
them from terms you define. Unless terms

appear in brackets, enter them in the
order and with the spelling shown.
However, because these terms are not
case sensitive, you can enter them in
lowercase.

Lowercase typeface indicates

programmatic elements that you supply.
For example, lowercase indicates names

of tables, columns, or files.

Note: Some programmatic elements use a

mixture of UPPERCASE and lowercase.
Enter these elements as shown.

SQL> SELECT NAME FROM V$DATAFILE;
NAME

fslidbsftbs_01.dbf
fsl/dbsftbs_02.dbf

fislidbsftbs _09.dbf
9 rows selected.

acctbal NUMBER(11,2);
acct CONSTANT NUMBER(@) =3;

CONNECT SYSTEMY/stem_password
DB_NAME = database _name

SELECT last_name, employee_id FROM
employees;

SELECT *FROMUSER _TABLES;
DROP TABLE hremployees;

SELECT last_name, employee_id FROM
employees;
sqlplus hrfr

CREATE USER mjones IDENTIFIED BY ty3MU9;

Conventions for Windows Operating Systems

The following table describes conventions for Windows operating systems and

provides examples of their use.
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Convention

Meaning

Example

Choose Start >

File and directory
names

C:\>

Special characters

HOME_NAME

How to start a program.

File and directory names are not case
sensitive. The following special characters
are not allowed: left angle bracket (<),
right angle bracket (>), colon (), double
quotation marks (™), slash (/), pipe (]),
and dash (-). The special character
backslash (\) is treated as an element
separator, even when it appears in quotes.
If the file name begins with \\, then
Windows assumes it uses the Universal
Naming Convention.

Represents the Windows command
prompt of the current hard disk drive.
The escape character in a command
prompt is the caret (©). Your prompt
reflects the subdirectory in which you are
working. Referred to as the command
prompt in this manual.

The backslash (\) special character is
sometimes required as an escape
character for the double quotation mark
(") special character at the Windows
command prompt. Parentheses and the
single quotation mark (’) do not require
an escape character. Refer to your
Windows operating system
documentation for more information on
escape and special characters.

Represents the Oracle home name. The
home name can be up to 16 alphanumeric
characters. The only special character
allowed in the home name is the
underscore.

To start the Database Configuration Assistant,
choose Start > Programs > Oracle - HOME_
NAME > Configuration and Migration Tools >
Database Configuration Assistant.

cwinnt\'system32 is the same as
C\WINNT\SYSTEM32

C)oracle\oradata>

C:\>exp scottftiger TABLES=emp
QUERY=\'WHERE job="SALESMAN' and
sal<1600\!

CWimp SYSTEM/  password  FROMUSER=scott
TABLES=(emp, dept)

C\> net start Oracle HOME_NAMBNSListener
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Convention Meaning Example

ORACLE_HOME In releases prior to Oracle8i release 8.1.3, Go to the ORACLE_BASFORACLE
and ORACLE _ when you installed Oracle components, HOM¥Edbms\admin  directory.
BASE all subdirectories were located under a

top level ORACLE_HOMfirectory that by

default used one of the following names:

. C:\orant  for Windows NT
« C:orawin98  for Windows 98

This release complies with Optimal
Flexible Architecture (OFA) guidelines.
All subdirectories are not under a top
level ORACLE_HOMtirectory. There is a
top level directory called ORACLE _BASE
that by default is C:\oracle . If you
install the latest Oracle release on a
computer with no other Oracle software
installed, then the default setting for the
first Oracle home directory is
C:\oracle\ora nn, where nn is the
latest release number. The Oracle home
directory is located directly under
ORACLE _BASE

All directory path examples in this guide
follow OFA conventions.

Refer to Oracle9i Database Getting Started
for Windows for additional information
about OFA compliances and for
information about installing Oracle
products in non-OFA compliant
directories.

Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation
accessible, with good usability, to the disabled community. To that end, our
documentation includes features that make information available to users of
assistive technology. This documentation is available in HTML format, and contains
markup to facilitate access by the disabled community. Standards will continue to
evolve over time, and Oracle Corporation is actively engaged with other
market-leading technology vendors to address technical obstacles so that our
documentation can be accessible to all of our customers. For additional information,
visit the Oracle Accessibility Program Web site at
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http/Amww.oracle.com/accessibility/

Accessibility of Code Examples in Documentation JAWS, a Windows screen
reader, may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an
otherwise empty line; however, JAWS may not always read a line of text that
consists solely of a bracket or brace.

Accessibility of Links to External Web Sites in Documentation This
documentation may contain links to Web sites of other companies or organizations
that Oracle Corporation does not own or control. Oracle Corporation neither
evaluates nor makes any representations regarding the accessibility of these Web
sites.



What's New in Oracle Internet Directory?

This section provides a brief description of new features introduced with the latest
releases of Oracle Internet Directory, and points you to more information about
each one. It contains these topics:

« About Oracle Internet Directory Release 9.2
« New Features Introduced with Oracle Internet Directory Release 9.0.2
« New Features Introduced with Oracle Internet Directory Release 3.0.1

« New Features Introduced with Oracle Internet Directory Release 2.1.1
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About Oracle Internet Directory Release 9.2

This section describes an important new feature employing the capabilities of
Oracle Internet Directory. It also explains changes in Oracle Internet Directory since
Release 9.0.2.

User Migration Utility for bulk-migrating database users to Oracle Internet
Directory—This utility, released with Oracle Advanced Security release 2 (9.2),
enables you to migrate users from a local or external database to Oracle Internet
Directory. Use it to store and centrally manage thousands of users in Oracle
Internet Directory.

See Also:  The chapter about migrating local or external users to
enterprise users in Oracle Advanced Security Administrator’s Guide

Note:

« Beginning with Oracle Internet DirectoryRelease 9.2, the
Delegated Administration Service and tools built on it are
Oracle9i Application Server components. Oracle Internet
Directory no longer includes the Delegated Administration
Service for use with the Oracle9i Database Server. To
administer Web and Oracle9i Application Server applications,
Oracle Corporation recommends your using Oracle Internet
Directory as it is included with the Oracle9i Application Server.
This ensures that you have the self-management tools, such as
those based on the Delegated Administration Service, to
support your directory deployment. It also ensures that those
tools are well-integrated with your middle-tier environment.
Similarly, to develop and deploy tools based on the Delegated
Administration Service, Oracle Corporation recommends your
using the Java and security infrastructure of Oracle9i
Application Server.

« Oracle Internet Directory Release 9.2 does not include
Enterprise Manager integration for performing system
diagnostics on Oracle Internet Directory instances




New Features Introduced with Oracle Internet Directory Release 9.0.2

This section describes the new features introduced with Oracle Internet Directory
Release 9.0.2.

« Server-side entry caching—This feature reduces directory query latency for
LDAP clients. By configuring a server-side entry cache based on naming
context, identity of client, or other available parameters, Oracle Internet
Directory ensures that previously retrieved entries and their attributes are
stored in shared memory, and are thus available to subsequent data requestors.
Queries that conform to the configured parameters then need only retrieve a
small subset of data—internal globally unique identifiers (GUIDs)—for
filter-matching entries from the directory. These returned GUIDs are then used
as a fast lookup mechanism into the cached entry and attribute data, which is
then returned to the client.

See Also:  "Entry Caching" on page 19-12

= New directory integration capabilities—Oracle Internet Directory Release 9.0.2
introduces new kinds of connectivity with other applications and repositories,
both Oracle-built and otherwise. The new Oracle Directory Provisioning
Integration Service and Oracle Directory Synchronization Service are built upon
the Oracle Directory Integration Platform (introduced with Oracle Internet
Directory v2.1.1.1 in the Oracle8i Release 3 timeframe).

« Oracle Directory Provisioning Integration Service—Provisioning is the
process of granting or revoking a user's access to application resources
based on business rules. The user may be either a human end user or an
application.

The Oracle Directory Provisioning Integration Service ensures that
subscribing applications or business entities are alerted to updates in Oracle
Internet Directory for keeping local repositories in synch. It enables you to
synchronize local, application-specific information by using Oracle Internet
Directory as a source of truth.

« Oracle Directory Synchronization Service and the LDAP connector—The
Oracle Directory Synchronization Service enables near-complete leveraging
of previously-deployed infrastructure, including but not limited to ERP and
CRM systems, third-party LDAP directories, and NOS user repositories. It
enables you to synchronize information between enterprise directories and



Oracle Internet Directory. This allows for centralized administration,
thereby reducing administrative costs. It ensures that data is consistent and
up-to-date across the enterprise.

See Also:  Chapter 27, "Oracle Directory Integration Platform
Concepts and Components"

« Enterprise password policy management enhancements—You can now
construct password policies to ensure:

Expiration dates

Grace periods

Minimum password lengths

Approved password syntaxes and retry limits

Lockout of those attempting to gain illicit access to the directory service
after a certain number of failed attempts

You can now use salted SHA as a hashing algorithm. This means that you can
now select from these available hashing algorithms:

MD4—A one-way hash function that produces a 128-bit hash
MD5—An improved, and more complex, version of MD4

SHA—Secure Hash Algorithm, which produces a 160-bit hash, longer than
MDS5. The algorithm is slightly slower than MD5, but the larger message
digest makes it more secure against brute-force collision and inversion
attacks.

You can also use salted SHA. A salt is a random number added to and
stored with the hash value. It prevents pre-computed dictionary attacks by
making it extremely expensive to recover the value that was originally
hashed.

UNIX Crypt—The UNIX encryption algorithm
No Hashing



See Also:

« "Protection of User Passwords for Directory Authentication” on
page 10-7 for a conceptual discussion

« Chapter 17, "Password Policies" for instructions on setting
password hashing

Attribute uniqgueness—In the prior Oracle Internet Directory architecture, the
only way to enforce attribute uniqueness was to make an attribute a part of
your DN. This worked well with the user identifier (if used as the RDN), but it
was not always appropriate and easy to configure. Within a level of a branch of
the tree, it was guaranteed to be unique. For example, if your DN was

uid=dlin, ou=people, o=oracle , then this would be unique directly
under ou=people . However, you could have the same user identifier in
another branch—for example, uid=dlin, ou=others, o=oracle . In short,
attribute uniqueness was guaranteed only under a given branch, and only
within one level.

The applications Oracle Internet Directory synchronizes with can use attributes
other than DN as their unique keys. The ability of Oracle Internet Directory to
enforce attribute uniqueness enables all applications their own notions of "user,"
to synchronize their user base with a user repository stored in an enterprise's
Oracle Internet Directory server.

Multiple password verifier support—Oracle Internet Directory can now store
passwords for multiple applications and protocols. For example, four-digit
Personal Identification Numbers (PINs) for voicemail can sit alongside longer
alphanumeric single sign-on passwords and X.509 v3 digital certificates for the
same user. This new feature gives the application developer far greater
flexibility for directory-enabling their product stack.

See Also:  Chapter 16, "Directory Storage of User Authentication
Credentials"

Expanded proxy user capabilities—This new feature enables a developer to
exploit the power of the middle tier more effectively. Users no longer need to
establish independent, unrelated sessions with the directory. If a middle-tier
fromOracle9i Application Server or elsewhere invokes the proxy user bind
method on behalf of numerous clients in succession, then Oracle Internet
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Directory respects each client’s credential and privileges respectively, even
though the agent doing the actual binding remains unchanged throughout.

See Also:
« Chapter 10, "Directory Security Concepts"

« "Managing Super Users, Guest Users, and Proxy Users" on
page 5-20

Integration with Oracle9i Application Server components—Through the
Oracle Directory Provisioning Integration Service, Oracle Internet Directory
Release 9.0.2 serves as a central component of the Oracle9i Application Server.
Every component of Oracle9i Application Server now uses Oracle Internet
Directory for storing common cross-component metadata, such as valid user
identifiers and their passwords.

See Also:  Chapter 14, "Oracle Components and Oracle Internet
Directory"

Enterprise Manager integration—You can start, stop, and monitor Oracle
Internet Directory instances by using the standard, newly-enhanced Enterprise
Manager console. You can perform system diagnostics on running Oracle
Internet Directory instances, and generate performance graphs to determine
ongoing performance and peak load times.

See Also:  Monitoring, Debugging, and Auditing the Directory
Server on page 5-24

Oracle Directory Manager enhancements—Oracle Internet Directory’s
standalone, 100% Java administration console, Oracle Directory Manager, has
now evolved in many ways. You can use it to:

« Configure hosted subscriber domains
« Construct password policies

« Configure Oracle Directory Synchronization Service and Oracle Internet
Directory connectors and agents



In general, any directory-specific configuration or maintenance task not
available at the high-level Oracle Enterprise Manager GUI is now doable
through ODM, as well as command-line interfaces supplied with Oracle
Internet Directory.

See Also:  Chapter 4, "Directory Administration Tools"

Server-side plug-in framework—This new feature enables directory
applications to roll out advanced capabilities such as referential
integrity/cascading deletions of LDAP objects, external authentication of
directory clients, brokered access, and synchronization with external relational
tables. The plug-ins are executable before or after an LDAP command takes
place, without the traditional risks of such technologies.

See Also:  Chapter 26, "Oracle Internet Directory Plug-in
Framework"

Entry alias dereferencing—The LDAP v3 standard requires that all entries in a
directory have globally unique identifiers known as distinguished names. These
are typically fairly long and cumbersome to use, so Oracle Internet Directory
provides this new feature to automatically dereference IETF-standard alias
objects used to point to a fully-qualified LDAP distinguished name. For
example, “DavesServerl” can be used as an entry alias or pointer to the actual
directory entry named dc=serverl, dc=us, dc=oracle, dc=com . Oracle
Internet Directory stores, parses, and chases all alias references for complete
client-side transparency.

See Also:  "Dereferencing Alias Entries" on page 5-35

Delegated Administration Service enhancements

The Delegated Administration Service is a set of individual, pre-defined
services—called Delegated Administration Service units—for performing
directory operations on behalf of a user. It makes it easier to develop and
deploy administration solutions for both Oracle directory-enabled applications
and other directory-enabled applications that use Oracle Internet Directory.



Administrators can now use the Delegated Administration Service and its
accompanying console to:

« Create other regional or departmental administrators

« Grant them specific, delegated permissions to administer users for a
particular region or department

The Oracle Internet Directory Self-Service Console, a new component of the
Delegated Administration Service, enables you to flexibly administer
applications, subscribers, and end users either from a central team or through
decentralization and delegation. It provides:

« Aunified resource for directory administrators, directory service
subscribers, and end users

« Aview of an authorized end user’s personalized preferences and the ability
to update their Oracle9iAS Single Sign-On password

« An intuitive user interface for searching for people and other
directory-based resource information within Oracle Internet Directory.

You can use the Oracle Internet Directory Self-Service Console to configure the
object classes, user groups, permissions, and other elements of directory
information metadata stored in Oracle Internet Directory.

Upgrade procedures

These procedures enable you to upgrade from Oracle Internet Directory release
2.1.1. and release 3.0.1.

See Also:  Appendix D, "Upgrading Oracle Internet Directory"

New Features Introduced with Oracle Internet Directory Release 3.0.1

This section describes the new features introduced with Oracle Internet Directory
Release 3.0.1.
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Capability to run multiple Oracle Internet Directory instances on the same
host

This new feature enables you to run more than one installation of Oracle
Internet Directory on a single host. You can then replicate between them or use
this new feature as part of a failover strategy.

See Also:  "Running Multiple Installations of Oracle Internet
Directory on One Host" on page 13-12



Delegated Administration Service

This new service enables directory users to modify their own personal
data—such as addresses, phone numbers, and photos—without the
intervention of an administrator. It also enables users to search other parts of
the directory to which they have access. This frees directory administrators for
other tasks in the enterprise.

Failover in cluster configurations

This new feature enables you to increase high availability by using logical
hosts—as opposed to physical hosts—in clustered environments.

See Also:  Chapter 24, "Failover in Cluster Configurations"

Failover in an Oracle Real Application Clusters environment

Oracle9i Real Application Clusters is a computing environment that harnesses
the processing power of multiple, interconnected computers. Along with a
collection of hardware, called a cluster, it unites the processing power of each
component to become a single, robust computing environment. A cluster
comprises two or more computers, also called nodes.

You can run Oracle Internet Directory in an Oracle Real Application Clusters
system.

See Also:  Chapter 25, "Directory Failover in an Oracle9i Real
Application Clusters Environment"

Support for logical hosts—Oracle Internet Directory Release 3.0.1 enables you
to increase high availability by using logical hosts — as opposed to physical hosts
—in clustered environments. A logical host consists of one or more disk groups,
and pairs of host names and IP addresses. It is mapped to a physical host in the
cluster. This physical host services the host name and IP address of the logical
host.

In this paradigm, the directory server binds to the logical host, rather than the
physical host. It maintains this connection even if the logical host fails over to a
new physical host.
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A client connects to the directory server by using the logical host name and
address of the server. If the logical host fails over to a new physical host, then
that failover is transparent to the client.

Oracle Directory Integration Platform

This new feature enables you to synchronize various directories with Oracle
Internet Directory. It also makes it easier for third party metadirectory vendors
and developers to develop and deploy their own connectivity agents.

See Also:  Part VIII: "The Oracle Directory Integration Platform”

Password policy management
Password policy management enables you to establish and enforce rules for
how passwords are used.

See Also:

« "Password Policies" for a conceptual discussion

« Chapter 17, "Password Policies"

Performance and scalability enhancements
Upgrade procedures

These procedures enable you to upgrade from Oracle Internet Directory release
2.1.1.

See Also:  Appendix D, "Upgrading Oracle Internet Directory"

UTF8 restriction removed

The Oracle directory server and database tools are no long restricted to run on a
UTF8 database. However, there may be data loss during add, delete, modify, or
modifydn operations if the character sets of the data contained in the client

request and the directory server database repository are different and the client
data cannot be mapped to the database character set. If the database underlying
the Oracle directory server is neither AL32UTF8 nor UTF8, then be sure that all



characters in the client character set are included in the database character set,
with the same or different character codes.

New Features Introduced with Oracle Internet Directory Release 2.1.1

This section describes the new features introduced with Oracle Internet Directory
release 2.1.1.

« Attribute options, including language codes

Attribute options enable you to specify how the value for an attribute is made
available in a search or a compare operation. For example, suppose that an
employee has two addresses, one in London, the other in New York. Options
for that employee’s address attribute could allow you to store both addresses.
Users could then search for either address.

Attribute options can include language codes. For example, options for John

Doe’s givenName attribute could enable you to store his given name in both

French and Japanese. A user could then search for the name in either language.
See Also:

« Attribute Options" on page 2-7 for a conceptual discussion

« "Managing Entries with Attribute Options by Using Oracle
Directory Manager" on page 7-11

« "Managing Entries with Attribute Options by Using
Command-Line Tools" on page 7-15

« Change log purging enhancements

These enhancements enable you to specify the type of change log purging to
use: change number-based or time-based.

See Also:
« "Change Log Purging" on page 21-6 for a conceptual discussion

« "Modifying Directory Replication Server Configuration
Parameters" on page 22-13
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Enhanced support for these operational attributes:
=« creatorsName
« createTimestamp
« modifiersName
« modifyTimestamp
This enhanced support enables you to use one or more of these attributes in
searches.
See Also:

« "Kinds of Attribute Information" on page 2-5 for a conceptual
discussion

« "Example 7: Searching for All User Attributes and Specified
Operational Attributes” on page A-23 for an example of a
search operation using the createTimestamp  attribute

Migration from other LDAP-compliant directories

This new feature enables you to migrate data from other LDAP v3-compatible directories
into Oracle Internet Directory.

See Also:  Appendix E, "Migrating Data from Other Directories”

Object class explosion

Obiject class explosion enables you to add or perform an operation on an entry
without specifying the entire hierarchy of superclasses associated with that
entry.

See Also:  ""Guidelines for Adding Object Classes" on page 6-3 for
an explanation of how to use this feature when adding object
classes

OID database statistics collection tool



This tool assists in capacity planning. It helps you analyze the various database
schema objects so that you can estimate the statistics.

See Also:  "The OID Database Statistics Collection Tool" on
page A-56

« Password protection enhancements

This new feature enhances the available password protection by storing
passwords as hashed values. Storing passwords as one-way hashed
values—rather than as encrypted values—more fully secures them because a
malicious user can neither read nor decrypt them. You can select one of the
following hashing algorithms:

« MD4—A one-way hash function that produces a 128-bit hash
« MD5—An improved, and more complex, version of MD4

« SHA—Secure Hash Algorithm, which produces a 160-bit hash, longer than
MDS5. The algorithm is slightly slower than MD5, but the larger message
digest makes it more secure against brute-force collision and inversion
attacks.

«  UNIX Crypt—The UNIX encryption algorithm
« No Hashing

See Also:

« "Protection of User Passwords for Directory Authentication” on
page 10-7 for a conceptual discussion

« Chapter 17, "Password Policies" for instructions on setting
password hashing

« Replication tools
The following new replication tools are now added:
« Human intervention queue manipulation tool

This tool enables you to move changes from the human intervention queue
to either the retry queue or the purge queue.
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« OID reconciliation tool
This tool enables you to synchronize conflicting changes in a replicated
environment.
See Also:

» "Using Command-Line Tools" on page 4-12 for a brief
explanation of this tool

« "Using the Human Intervention Queue Manipulation Tool" on
page 22-31

« "Using the OID Reconciliation Tool" on page 22-32

« Replication node deletion
This new feature enables you to delete a node from a directory replication
group.

See Also:  "Deleting a Replication Node" on page 22-27

« Synchronization with multiple directories in a metadirectory environment
(release 2.1.1 only)

If you are working in a metadirectory environment, then this new feature
enables you to form a single virtual directory by synchronizing multiple directories
with Oracle Internet Directory.

Note: This feature was replaced in Release 3.0.1 by the Oracle
Directory Integration Platform. See Chapter 27, "Oracle Directory
Integration Platform Concepts and Components" for further
information.
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Upgrade procedures (release 2.1.1 only)

These new procedures enable you to upgrade from either Oracle Internet
Directory release 2.0.4.x or release 2.0.6. Not supported in release 2.1.1.1 or in
release 3.0.1.

See Also:  Appendix D, "Upgrading Oracle Internet Directory"

Ixiii



Ixiv



Part |

Getting Started

Part | explains what Oracle Internet Directory is and some of the concepts you must
know before using it. It contains these chapters:

Chapter 1, "Introduction”
Chapter 2, "Concepts and Architecture"
Chapter 3, "Preliminary Tasks and Information™

Chapter 4, "Directory Administration Tools"
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Introduction

This chapter introduces online directories, provides an overview of the Lightweight
Directory Application Protocol (LDAP) version 3, and explains some of the unique
features and benefits of Oracle Internet Directory.

This chapter contains these topics:

« What Is a Directory?

«  What Is LDAP?

« What Is Oracle Internet Directory?

« How Oracle Products Use Oracle Internet Directory
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What Is a Directory?

What Is a Directory?

Directories organize complex information, making it easy to find. They list
resources—for example, people, books in a library, or merchandise in a department
store—and give details about each one. You probably use several offline directories
everyday: a telephone book, a card catalog in a library, or a department store
catalog, to mention a few.

Enterprises with distributed computer systems use online directories for fast
searches, cost-effective management of users and security, and a central integration
point for multiple applications and services. Online directories are also becoming
critical to both e-businesses and hosted environments.

This section contains these topics:
« The Expanding Role of Online Directories

« The Problem: Too Many Special Purpose Directories

The Expanding Role of Online Directories

An online directory is a specialized database that stores and retrieves collections of
information about objects. Such information can represent any resources that
require management: employee names, titles, and security credentials; information
about partners; or information about shared network resources such as conference
rooms and printers.

Online directories can be used by a variety of users and applications, and for a
variety of purposes, including:

« Anemployee searching for corporate whitepage information, and, through a
mail client, looking up email addresses

« An application, such as a message transport agent, locating a user’s mail server
« A database application identifying user role information

Although an online directory is a database—that is, a structured collection of
data—it is not a relational database. The following table contrasts online directories
with relational databases.
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What Is a Directory?

Online Directories

Relational Databases

Primarily read-focused. Typical use involves
a relatively small number of data updates,
and a potentially large number of data
retrievals.

Designed to handle relatively simple
transactions on relatively small units of
data. For example, an application might use
a directory simply to store and retrieve an
e-mail address, a telephone number, or a
digital portrait.

Designed to be location-independent.
Directory applications expect, at all times, to
see the same information throughout the
deployment environment—regardless of
which server they are querying. If a queried
server does not store the information locally,
then it must either retrieve the information
or point the client application to it
transparently.

Designed to store information in entries.
These entries might represent any resource
customers wish to manage: employees,
e-commerce partners, conference rooms, or
shared network resources such as printers.
Associated with each entry is a number of
attributes, each of which may have one or
more values assigned. For example, typical
attributes for a person entry might include
first and last names, e-mail addresses, the
address of a preferred mail server,
passwords or other login credentials, or a
digitized portrait.

Primarily write-focused. Typical use
involves continuous recording of
transactions, with retrievals done relatively
infrequently.

Designed to handle large and diverse
transactions using many operations on
large units of data.

Typically designed to be location-specific.
While a relational database can be
distributed, it usually resides on a particular
database server.

Designed to store information as rows in
relational tables.
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What Is LDAP?

The Problem: Too Many Special Purpose Directories

According to some estimates, each of the world’s largest companies has an average
of 180 different directories, each designated for a special purpose. Add to this the
various enterprise applications, each with its own additional directory of user
names, and the actual number of special purpose directories becomes even greater.

Managing so many special purpose directories can cause problems:

High cost of administration: Administrators must maintain essentially the same
information in many different places. For example, when an enterprise hires a
new employee, administrators must create a new user identity on the network,
create a new e-mail account, add the user to the human-resources database, and
set up all applications that the employee may need—for example, user accounts
on development, testing, and production database systems. Later, if the
employee leaves the company, administrators must reverse the process to
disable all these user accounts.

Inconsistent data: Because of the large administrative overhead, it can be
difficult for multiple administrators, entering redundant information in
multiple systems, to synchronize this employee information across all systems.
The result can be inconsistent data across the enterprise.

Security issues: Each separate directory may have its own password
policy—which means that a user may struggle with a variety of user names and
passwords, each for a different system.

Today’s enterprises need a more general purpose directory infrastructure, one based
on a common standard for supporting a wide variety of applications and services.

What Is LDAP?

LDAP is a standard, extensible directory access protocol. It is a common language
that LDAP clients and servers use to communicate.

This section contains these topics:

LDAP and Simplified Directory Management
LDAP Version 3

LDAP and Simplified Directory Management

LDAP was conceived as an Internet-ready, lightweight implementation of the
International Standardization Organization (ISO) X.500 standard for directory
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LDAP Version 3

services. It requires a minimal amount of networking software on the client side,
which makes it particularly attractive for Internet-based, thin client applications.

The LDAP standard simplifies management of directory information in three ways:

« It provides all users and applications in the enterprise with a single,
well-defined, standard interface to a single, extensible directory service. This
makes it easier to rapidly develop and deploy directory-enabled applications.

« It reduces the need to enter and coordinate redundant information in multiple
services scattered across the enterprise.

« Its well-defined protocol and array of programmatic interfaces make it more
practical to deploy Internet-ready applications that leverage the directory.

The most recent version of LDAP, Version 3, was approved as a proposed Internet
Standard by the Internet Engineering Task Force (IETF) in December 1997. LDAP
Version 3 improves on LDAP Version 2 in several important areas:

« Globalization Support: LDAP Version 3 allows servers and clients to support
characters used in every language in the world.

« Knowledge references (also called referrals): LDAP Version 3 implements a
referral mechanism that allows servers to return references to other servers as a
result of a directory query. This makes it possible to distribute directories
globally by partitioning a directory information tree (DIT) across multiple
LDAP servers.

« Security: LDAP Version 3 adds a standard mechanism for supporting Simple
Authentication and Security Layer (SASL) and Transport Layer Security
(TLS), providing a comprehensive and extensible framework for data security.

« Extensibility: LDAP Version 3 enables vendors to extend existing LDAP
operations through the use of mechanisms called controls.

« Feature and schema discovery: LDAP Version 3 enables publishing information
useful to other LDAP servers and clients, such as the supported LDAP
protocols and a description of the directory schema.
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See Also:

« RFCs (Requests for Comments) 2251-2256 of the IETF, available
on the Worldwide Web at: http://www.ietf.org/rfc.html

« "Related Documentation” on page -xli for an additional list of
resources on LDAP

« Chapter 2, "Concepts and Architecture” for a conceptual
discussion of directory information trees and knowledge
references

What Is Oracle Internet Directory?

Oracle Internet Directory is a general purpose directory service that enables fast
retrieval and centralized management of information about dispersed users and
network resources. It combines Lightweight Directory Access Protocol (LDAP)
Version 3 with the high performance, scalability, robustness, and availability of
Oracle9i.

This section contains these topics:
« Architecture of the Oracle Internet Directory
« Components of the Oracle Internet Directory

« Advantages of Oracle Internet Directory

Architecture of the Oracle Internet Directory

Oracle Internet Directory runs as an application on Oracle9i. It communicates with
the database, which may or may not be on the same operating system, by using
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Oracle Net Services, Oracle’s operating system-independent database connectivity
solution. Figure 1-1 illustrates this relationship.

Figure 1-1 Oracle Internet Directory Architecture
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Components of the Oracle Internet Directory
Oracle Internet Directory includes:

« Oracle directory server, which responds to client requests for information about
people and resources, and to updates of that information, by using a multitiered
architecture directly over TCP/IP

« Oracle directory replication server, which replicates LDAP data between Oracle
directory servers
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. Directory administration tools, which include:

— Oracle Directory Manager, which simplifies directory administration
through a Java-based graphical user interface

— Avariety of command-line administration and data management tools
invoked from LDAP clients

— Tools within the web-based interface for Oracle Enterprise Manager, for
managing OID server instances. These tools enable an administrator to
monitor real-time events and statistics from a normal browser and, if
desired, to start the process of collecting future such data into a new
historical repository.

« Oracle Directory Integration Platform, including Oracle directory integration
server, which enables you to synchronize connected directories and subscribed
applications with Oracle Internet Directory. You can also use the Oracle
Directory Integration Platform to develop and deploy your own connectivity
agents.

See Also:  Part VIII, "The Oracle Directory Integration Platform"

Advantages of Oracle Internet Directory

Among its more significant benefits, Oracle Internet Directory provides scalability,
high availability, security, and tight integration with the Oracle environment.

Scalability

Oracle Internet Directory exploits the strengths of Oracle9i, enabling support for
terabytes of directory information. In addition, such technologies as shared LDAP
servers and database connection pooling enable it to support thousands of
concurrent clients with subsecond search response times.

Oracle Internet Directory also provides data management tools, such as Oracle
Directory Manager and a variety of command-line tools, for manipulating large
volumes of LDAP data.

High Availability

Oracle Internet Directory is designed to meet the needs of a variety of important
applications. For example, it supports full, multimaster replication between
directory servers: If one server in a replication community becomes unavailable,
then a user can access the data from another server. Information about changes
made to directory data on a server is stored in special tables on the Oracle9i
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database. These are replicated throughout the directory environment by Oracle9i
Replication, a robust replication mechanism.

Oracle Internet Directory also takes advantage of all the availability features of the
Oracle9i. Because directory information is stored securely in the Oracle9i database,
it is protected by Oracle’s backup capabilities. Additionally, the Oracle9i database,
running with large datastores and heavy loads, can recover from system failures
quickly.

Security

Oracle Internet Directory offers comprehensive and flexible access control. An
administrator can grant or restrict access to a specific directory object or to an entire
directory subtree. Moreover, Oracle Internet Directory implements three levels of
user authentication: anonymous, password-based, and certificate-based using
Secure Socket Layer (SSL) Version 3 for authenticated access and data privacy.

Integration with the Oracle Environment

All Oracle products use Oracle Internet Directory. Through the Oracle Directory
Integration Platform, Oracle Internet Directory provides a single point of
integration between the Oracle environment and other directories such as NOS
directories, third-party enterprise directories, and application-specific user
repositories.

How Oracle Products Use Oracle Internet Directory

Oracle Internet Directory enables Oracle components to achieve easier and more
cost-effective administration of the application environment; tighter security
through centralized security policy administration; and a single point of integration
between distributed enterprise directories. This section describes a few examples.

Easier and More Cost-Effective Administration

Oracle Net Services uses Oracle Internet Directory to store and resolve database
services and the simple names, called net service names, that can be used to
represent them. In client connect strings, net service names serve as connect
identifiers. The directory server resolves these connect identifiers to connect
descriptors, which are passed back to the client.

Introduction 1-9



How Oracle Products Use Oracle Internet Directory

Oracle Unified Messaging uses Oracle Internet Directory:

« To store and retrieve server configuration information, e-mail-specific user
preferences, and users’ recorded voice mail greetings

« Validate email recipient lists
« Represent and manage email distribution lists

« To store runtime parameters, thereby enabling Oracle Unified Messaging
administrators to easily manage distributed installations

The self-service, integrated enterprise portals that use Oracle Portal access Oracle
Internet Directory to store common user and group attributes.

Tighter Security Through Centralized Security Policy Administration

Oracle9i uses Oracle Internet Directory to store user names and passwords, and it
authenticates users by using LDAP mechanisms instead of SSL. It uses Oracle
Internet Directory to store a password verifier along with the entry of each user.

Oracle Advanced Security uses Oracle Internet Directory for:
« Central Management of user authentication credentials

Oracle Advanced Security stores a user’s database password in the directory as
an attribute of his or her user entry, instead of in each database.

« Central management of user authorizations

Oracle Advanced Security uses directory entries called enterprise roles to
determine what privileges a given enterprise user has within a given schema,
shared or owned. Enterprise roles are containers for database-specific global
roles. For example, a user might be assigned the enterprise role clerk, which
might contain the global role hrclerk and its attendant privileges on the human
resources database and the global role analyst and its attendant privileges on
the payroll database.

« Mappings to shared schemas

Oracle Advanced Security uses mappings—that is, directory entries that point
an enterprise user to shared application schema on the database instead of to an
individual account. For example, you might map several enterprise users to the
schema sales_application instead of to separate accounts in their names.

1-10 Oracle Internet Directory Administrator’s Guide



How Oracle Products Use Oracle Internet Directory

Single password authentication

In Oracle9i, Oracle Advanced Security enables enterprise users to authenticate
to multiple databases by using a single, centrally managed password. The
password is stored in the directory as an attribute of the user’s entry and is
protected by encryption and access control lists. This feature eliminates the
overhead associated with setting up Secure Sockets Layer (SSL) on clients and
frees users from having to remember multiple passwords.

Enterprise user security

The alternative to authenticating with a centrally managed password is to use
PKI-based enterprise user security through SSL. Like single password
authentication, this feature relies on a user entry in the directory. A user’s wallet
must be stored as an attribute of his or her entry.

Central storage of PKI credentials

In Oracle9i, user wallets can be stored in the directory as an attribute of the
user’s entry. This feature enables mobile users to retrieve and open their wallets
by using Enterprise Login Assistant. While the wallet is open, authentication is
transparent—that is, users can access any database on which they own or share
a schema without having to authenticate again.

Oracle9iAS Single Sign-On uses Oracle Internet Directory to store user entries. It
maps users for any partner application to user entries in Oracle Internet Directory
entries, and authenticates them by using LDAP mechanisms.

Integration of Distributed Directories

The Oracle Directory Integration Platform is a collection of interfaces and services
for integrating multiple directories by using Oracle Internet Directory as the central
directory.

The Oracle Directory Integration Platform provides these benefits:

Because all Oracle components are pre-integrated with Oracle Internet
Directory, you do not need to integrate each component with a directory
service.

You can integrate the entire Oracle environment with third-party directories
simply by integrating each third-party directory with Oracle Internet Directory.
You do not need to painstakingly integrate each application with each directory.
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Concepts and Architecture

This chapter provides conceptual descriptions of the basic elements of Oracle
Internet Directory and discusses Oracle Internet Directory architecture.

This chapter contains these topics:

Entries

Attributes

Object Classes

Naming Contexts

The Directory Schema

Security

Globalization Support

Oracle Internet Directory Architecture
Example: How Oracle Internet Directory Works
Distributed Directories

The Oracle Directory Integration Platform

See Also: "Related Documentation” on page xli for suggestions on
further reading about LDAP-compliant directories
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Entries

In a directory, each collection of information about an object is called an entry. For
example, a typical telephone directory includes entries for people, and a library
card catalog contains entries for books. Similarly, an online directory might include
entries for employees, conference rooms, e-commerce partners, or shared network
resources such as printers.

Each entry in an online directory is uniquely identified by a distinguished name
(DN). The distinguished name tells you exactly where the entry resides in the
directory hierarchy. This hierarchy is represented by a directory information tree
(DIT).

To understand the relation between a distinguished name and a directory
information tree, look at Figure 2-1.
Figure 2-1 A Directory Information Tree

root

ou=Sales ou=Server Development

cn=Anne Smith cn=Anne Smith

The DIT in Figure 2-1 diagrammatically represents entries for two employees of
Acme Corporation who are both named Anne Smith. It is structured along
geographical and organizational lines. The Anne Smith represented by the left
branch works in the Sales division in the United States, while the other works in the
Server Development division in the United Kingdom.

The Anne Smith represented by the right branch has the common name (cn) Anne
Smith. She works in an organizational unit (ou) named Server Development, in the
country (c) of Great Britain (uk), in the organization (o) Acme.

The DN for this "Anne Smith" entry is:

cn=Anne Smith,ou=Server Development,c=uk,0=acme
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Note that the conventional format of a distinguished name places the lowest DIT
component at the left, then follows it with the next highest component, moving
progressively up to the root.

Within a distinguished name, the lowest component is called the relative
distinguished name (RDN). For example, in the previous entry for Anne Smith, the
RDN is cn=Anne Smith . Similarly, the RDN for the entry immediately above
Anne Smith’s RDN is ou=Server Development , the RDN for the entry
immediately above ou=Server Development isc=uk , and so on. ADNis thus a
sequence of RDNSs separated by commas.

To locate a particular entry within the overall DIT, a client uniquely identifies that
entry by using the full DN—not simply the RDN—of that entry. For example,
within the global organization in Figure 2-1, to avoid confusion between the two
Anne Smiths, you would use each one’s full DN. (If there are potentially two
employees with the same name in the same organizational unit, you could use
additional mechanisms, such as identifying each employee with a unique
identification number.)

To make operations on entries quick and efficient, Oracle Internet Directory assigns
a unique identifier to each entry, then stores a specified number of those identifiers
in cache memory. When a user performs an operation on an entry, the directory
server looks in the cache for the entry identifier, then retrieves the corresponding
entry from the directory. This method, called entry caching, enhances Oracle
Internet Directory performance, and is especially useful in smaller and
medium-sized enterprises.

Note: In Oracle Internet Directory Release 9.2, you can use entry
caching only in the case of a single server, single instance Oracle
Internet Directory node.

See Also:  Chapter 7, "Managing Directory Entries."

In a typical telephone directory, an entry for a person contains such information
items as an address and a phone number. In an online directory, such an
information item is called an attribute. Attributes in a typical employee entry can
include, for example, a job title, an e-mail address, or a phone number.
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For example, in Figure 2-2, the entry for Anne Smith in Great Britain (uk) has
several attributes, each providing specific information about her. These are listed in
the balloon to the right of the tree, and they include emailaddrs , printername
jpegPhoto ,and app preferences . Moreover, each bullet in Figure 2-2 is also an
entry with attributes, although the attributes for each are not shown.

Figure 2-2  Attributes of the Entry for Anne Smith

cn=Anne Smith

emailaddrs=
printername=
jpegPhoto=

app preferences=

ou=Sales ou=Server Development

cn=Anne Smith cn=Anne Smith

Each attribute consists of an attribute type and one or more attribute values. The
attribute type is the kind of information that the attribute contains—for example,
jobTitle . The attribute value is the particular occurrence of information
appearing in that entry. For example, the value for the jobTitle attribute could be
manager .

This section contains these topics:

« Kinds of Attribute Information

« Single-Valued and Multivalued Attributes
« Attribute Options

« Common LDAP Attributes

« Attribute Syntax

« Attribute Matching Rules
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Kinds of Attribute Information
Attributes contain two kinds of information.

« Application Information

This information is maintained and retrieved by the directory clients and is
unimportant to the operation of the directory. A telephone number, for
example, is application information.

« Operational Information

This information pertains to the operation of the directory itself. Some
operational information is specified by the directory to control the server—for
example, the time stamp for the creation or modification of an entry, or the
name of the user who creates or modifies an entry. Other operational
information, such as access information, is defined by administrators and is
used by the directory program in its processing. Operational information is
stored in the root directory specific entry.

Any given attribute can hold either application information, or operational
information, but not both.

To enhance your ability to search for entries, Oracle Internet Directory automatically
creates several system operational attributes when you add an entry to the
directory. These include:

Attribute Description

creatorsName Name of the person creating the entry

createTimestamp Time of entry creation in UTC (Coordinated Universal Time)
modifiersName Name of person creating the entry

modifyTimestamp Time of entry creation in UTC

Moreover, when a user modifies an entry, Oracle Internet Directory automatically
updates the modifiersName and modifyTimestamp  attributes to, respectively,
the name of the person modifying the entry, and the time of the entry modification
in UTC.

See Also:  "Setting System Operational Attributes" on page 5-13
for instructions on configuring system operational attributes
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Single-Valued and Multivalued Attributes

Attributes can be either single-valued or multivalued. Single-valued attributes carry
only one value in the attribute, whereas multivalued attributes can have several. An
example of a multivalued attribute is a group membership list with names of
everyone in the group.

Common LDAP Attributes

Oracle Internet Directory implements all of the standard LDAP attributes. Table 2-1
shows some of the more common LDAP attributes.

Table 2-1 Common LDAP Attributes

Attribute Type Attribute String Description
commonName cn Common name of an entry—for example, Anne Smith
domainComponent dc The DN of the component in a Domain Name System

(DNS)—for example, dc=uk,dc=acme,dc=com

jpegPhoto jpegPhoto Photographic image in JPEG format. The path and file name
of the JPEG image you want to include as an entry
attribute—for example, /photo/audrey.jpg

organization o] Name of an organization—for example, my_company.

organizationalUnitName ou Name of a unit within an organization—for example, Server
Development

owner owner Distinguished name of the person who owns the entry, for
example, cn=Anne Smith, ou=Server Development,
o= Acme, c=uk

surname, sn sn Last name of a person—for example, Smith
telephoneNumber telephoneNumber Telephone number—for example, (650) 123-4567 or
6501234567

See Also:  Appendix C, "Schema Elements" for a list of several
proprietary attributes Oracle Internet Directory provides.

Attribute Syntax

Attribute syntax is the format of the data that can be loaded into each attribute. For
example, the syntax of the telephoneNumber  attribute might require a telephone
number to be a string of numbers containing spaces and hyphens. However, the
syntax for another attribute might require specifying whether the data has to be in
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the form of a date, or whether the data can consist of numbers only. Each attribute
must have one and only one syntax attached to it.

Oracle Internet Directory recognizes most of the syntax specified in RFC 2252,
allowing you to associate most of the syntax described in that document with an
attribute. In addition to recognizing the syntax in RFC 2252, Oracle Internet
Directory also enforces some LDAP syntax. You cannot add new syntaxes beyond
those already supported by Oracle Internet Directory.

See Also: "LDAP Syntax" on page C-7

Attribute Matching Rules

In response to most incoming client requests, the directory server performs search
and compare operations. During these operations, the directory server consults the
relevant matching rule to determine equality between the attribute value sought
and the attribute value stored. For example, matching rules associated with the
telephoneNumber  attribute could cause "(650) 123-4567" to be matched with
either "(650) 123-4567" or "6501234567" or both. When you create an attribute, you
associate a matching rule with it.

Oracle Internet Directory implements all the standard LDAP matching rules. You
cannot add new matching rules beyond those already supported by Oracle Internet
Directory.

See Also: "Matching Rules" on page C-9

Attribute Options

An attribute type can have various options that enable you to specify how the value
for that attribute is made available in a search or a compare operation. For example,
suppose that an employee has two addresses, one in London, the other in New
York. Options for that employee’s address attribute could allow you to store both
addresses.

Moreover, attribute options can include language codes. For example, options for
John Doe’s givenName attribute could enable you to store his given name in both
French and Japanese.

For clarity, we can distinguish between an attribute with an option and its base
attribute, which is the same attribute without an option. For example, in the case of
cn;lang-fr=Jean , the base attribute is cn; the French value for that base attribute
is cn;lang-fr=Jean
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An attribute with one or more options inherits the properties—for example,
matching rules and syntax— of its base attribute. To continue the previous example,
the attribute with the option cn;lang-fr=Jean inherits the properties of cn.

Note: You cannot use an attribute option within a DN. For
example, the following DN is incorrect: cn;lang-fr=Jean,
ou=sales,o=acme,c=uk

See Also:

« "Managing Entries with Attribute Options by Using Oracle
Directory Manager" on page 7-11

« "Managing Entries with Attribute Options by Using
Command-Line Tools" on page 7-15

Object Classes

An object class is a group of attributes that define the structure of an entry. When
you define a directory entry, you assign one or more object classes to it. Some of the
attributes in these object classes are mandatory, others are optional.

For example, the organizationalPerson object class includes the mandatory
attributes commonNamegcn) and surname (sn), and the optional attributes
telephoneNumber , uid , streetAddress , and userPassword . When you
define an entry by using the organizationalPerson object class, you must
specify values for commonNamecn) and surname (sn). You do not need to provide
values for telephoneNumber , uid , streetAddress , and userPassword

At installation, Oracle Internet Directory provides standard LDAP object classes, as
well as several proprietary object classes. You cannot add mandatory attributes to
the sets of attributes belonging to these predefined object classes. If a given object
class does not contain all the attributes that you want for an entry, then you can do
one of the following:

« Add optional attributes to an existing object class
« Define a new (base) object class

« Define an object subclass

See Also:  Appendix C, "Schema Elements" for a list of object
classes in the schema installed with Oracle Internet Directory
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This section contains these topics:
« Subclasses, Superclasses, and Inheritance

« Object Class Types

Subclasses, Superclasses, and Inheritance

A subclass is an object class derived from another object class. The object class from
which it is derived is called its superclass. For example, the object class
organizationalPerson is a subclass of the object class person . Conversely, the
object class person is the superclass of the object class organizationalPerson

Subclasses inherit all of the attributes belonging to their superclasses. For example,
the subclass organizationalPerson inherits the attributes of its superclass,
person . Entries may inherit the attributes defined by multiple object classes.

Note: In itself, an object class contains no values. Only an instance
of an object class—that is, an entry—contains values. When a
subclass inherits attributes from a superclass, it inherits only the
attribute framework—not the attribute values—of the superclass.

One special object class, called top , has no superclasses. It is one of the superclasses
of every structural object class in the directory, and its attributes are inherited by
every entry.

Object Class Types
There are three types of object classes:
« Abstract
«  Structural

« Auxiliary

Abstract Object Classes

An abstract object class is a virtual object class. It is used only for convenience when
specifying the highest levels of the object class hierarchy. It cannot be the only object
class for an entry. For example, the object class top is an abstract object class. It is
required as a superclass for all structural object classes, but it cannot be used alone.
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The top object class includes the mandatory attribute objectClass  as well as
several optional attributes. The optional attributes in top are:

« orclGuid —Global identification which remains constant if the entry is moved
« creatorsName —Name of the creator of the object class

« createTimestamp —Time when the object class was created

« modifiersName —Name of the last person to modify the object class

« modifyTimestamp —Time when the object class was last modified

« orclACI —access control list (ACL) directives that apply to all entries in the
subtree below the access control policy point where this attribute is defined

« orclEntryLevelACI —Access control policy pertaining to only a specific
entity—for example, a special user

See Also:  "Globalization Support" on page 2-13 for more
information on access control policies and ACLs.

Structural Object Classes

These object classes use structure rules to place restrictions on the kinds of object
classes you can create under any given object class. For example, a structure rule
might require all objects below the organization (o) object class to be
organizational units (ou). Following this rule, you could not enter person
objects directly below an organization object class. Similarly, a structure rule
might disallow you from placing an organizational unit (ou) object below a person
object.

Auxiliary Object Classes

Auxiliary object classes are groupings of attributes that expand the existing list of
attributes in an entry. For example, suppose you have defined an entry as a member
of two object classes, and you want to assign to that entry additional attributes that
do not belong to either of those two object classes. You can create a new auxiliary
object class containing the extra attributes, and then associate that auxiliary object
class with the entry. This is an alternative to redefining existing object classes.

Unlike structural object classes, auxiliary classes do not place restrictions on where
an entry may be stored.
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Note: Oracle Internet Directory does not enforce structure rules. It
therefore handles both structural and auxiliary object classes in the
same way.

See Also:  Chapter 6, "Directory Schema Administration."

Naming Contexts

A naming context is a subtree that resides entirely on one server. It must be
contiguous, that is, it must begin at an entry that serves as the top of the subtree,
and extend downward to either leaf entries or references to subordinate naming
contexts. It can range in size from a single entry to the entire DIT.

Figure 2-3 illustrates valid and invalid naming contexts. Notice that the correct ones
on the left are contiguous, and the incorrect ones on the right are not.

Figure 2-3 Valid and Invalid Naming Contexts

Correct Incorrect

e
e

Naming context

To enable users to search for specific naming contexts, you can publish those
naming contexts by using either Oracle Directory Manager or Idapmodify.

See Also:  "Managing Naming Contexts" on page 5-19 for
instructions on how to publish a naming context
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The Directory Schema

Security

The directory schema contains all information about how data is organized in the
DIT—that is, metadata such as that for an object class, an attribute, a matching
rule, and syntax. The directory schema stores this information in a special class of
entry called a subentry. Oracle Internet Directory, following LDAP Version 3
standards, holds schema definitions in the subentry called subSchemaSubentry

You can add new object classes and objects by modifying subSchemaSubentry
You cannot, however, add new matching rules and syntaxes beyond those already
supported by Oracle Internet Directory.

See Also:

« Chapter 6, "Directory Schema Administration."

« Appendix C, "Schema Elements" for a list of both standard and
proprietary schema elements installed with Oracle Internet
Directory

Oracle Internet Directory provides many powerful features for protecting
information. These include:

« Data integrity: Ensuring that data is not modified during transmission

« Data privacy: Ensuring that data is not inappropriately detected during
transmission

« Authentication: Ensuring that the identities of users, hosts, and clients are
correctly validated

« Authorization: Ensuring that a user reads or updates only the information for
which that user has privileges

« Password policies: Establishing and enforcing rules for how passwords are
defined and used

« Password protection: Ensuring the security of passwords.

More significantly, in an enterprise or hosted environment, you can use all these
features to control access to application metadata—the information governing how
applications behave and who can access them. To do this, you deploy the directory
for administrative delegation. This deployment allows, for example, a global
administrator to delegate to department administrators access to the metadata of
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applications in their departments. These department administrators can then
control access to their department applications.

See Also:  Chapter 10, "Directory Security Concepts" for a fuller
discussion of the security features of Oracle Internet Directory

Globalization Support

Oracle Internet Directory follows LDAP Version 3 internationalization (I118N)
standards. These standards require that the database storing directory data use the
UTF-8 (Unicode Transformation Format 8-bit) character set. (The Oracle character
set name is AL32UTF8.) This allows Oracle Internet Directory to store the character
data of almost any language supported by Oracle Globalization Support. Moreover,
although several different application program interfaces (APIs) are involved in
the Oracle Internet Directory implementation, Oracle Internet Directory ensures
that the correct character encoding is used with each API.

Globalization Support uses both single-byte and multibyte characters. A single-byte
character is represented by one byte of memory. ASCII text, for example, uses
single-byte characters. By contrast, a multibyte character can be represented by
more than one byte. Simplified Chinese, for example, uses multibyte characters. A
directory entry in simplified Chinese might look like this:

dn: 0=2\274\327\271\307\316\304,c=\303\300\271\372
objectclass: top

objectclass: organization
0:\274\327\271\307\316\304

where the attribute values correspond to character strings in the simplified Chinese
character set.
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By default, the main Oracle Internet Directory components—OID Monitor
(OIDMON), OID Control Utility (OIDCTL), Oracle directory server (OIDLDAPD),
Oracle directory replication server (OIDREPLD), and Oracle directory integration
server (ODISRV)—always use the UTF-8 character set (The Oracle character set
name is AL32UTF8).

Oracle Directory Manager, a Java-based tool, internally uses Unicode (UTF-16—that
is, fixed-width 16-bit Unicode). In Java, UCS-2 is the easiest way to handle
characters—including English characters. The Java client uses standard Java
packages to convert both to and from UCS-2 and UTF-8. This enables Oracle
Directory Manager to handle the LDAP Version 3 protocol using UTF-8.

See Also:

« "Oracle Internet Directory Architecture" on page 2-15 for
information on the main Oracle Internet Directory components

« Chapter 8, "Globalization Support in the Directory" for
instructions on using Globalization Support in Oracle Internet
Directory

»  Oracle9i Database Globalization Support Guide in the Oracle
Database Documentation Library for a detailed discussion of
Globalization Support

Note: The Oracle directory server and database tools are no longer
restricted to run on a UTF8 database. However, be sure that all
characters in the client character set are included in the database
character set (with same or different character codes) if the database
underlying the Oracle Internet Directory server is not AL32UTF8 or
UTF8. Otherwise, there may be data loss during LDAP add, delete,
modify, or modifydn operations if the client data cannot be mapped
to the database character set.
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Oracle Internet Directory Architecture
This section contains these topics:
« An Oracle Internet Directory Node
« An Oracle Directory Server Instance

« Configuration Set Entries

An Oracle Internet Directory Node

Figure 2-4 on page 2-16 shows the various directory server components and their
relationships running on a single node.

Oracle Net Services is used for all connections between the Oracle database server
and:

« The OID Control Utility

« The Oracle directory server instance 1 non-SSL port 389

« The Oracle directory server instance 2 SSL-enabled port 636
« The OID Monitor

LDAP is used for connections between directory server instance 1 on non-SSL port
389 and:

« Oracle Directory Manager
« Oracle directory replication server

The two Oracle directory server instances and the Oracle directory replication
server connect to OID Monitor by way of the operating system.
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Figure 2—4 A Typical Oracle Internet Directory Node
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Note: In Figure 2—4, the database is on the same node as the

directory server processes. However, because all connections with
the database are through Oracle Call Interface (OCI) and Oracle
Net Services, it is possible to use a database on a different server.
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An Oracle Internet Directory node (Figure 2—-4) includes the following major

components:

Table 2-2 Components of an Oracle Internet Directory Node

Component

Description

Oracle directory server
instance

Oracle directory
replication server

Oracle9i database

Also called either an LDAP server instance or a directory server
instance. A directory server instance services directory requests
through a single Oracle Internet Directory dispatcher process
listening at specific TCP/IP ports. There can be more than one
directory server instance on a node, each listening on different
ports.

One instance comprises one dispatcher process and one or more
server processes. By default, there is one server process for each
instance, but you can increase this number. Oracle Internet
Directory dispatcher and server processes can use multiple
threads to distribute the load.

Also called a replication server. It tracks and sends changes to
replication servers in another Oracle Internet Directory system.
There can be only one replication server on a node. You can
choose whether or not to install and use the replication server.

Stores the directory data. Oracle Corporation strongly
recommends that you dedicate a database for use by the
directory. The database can reside on the same node as the
servers or on a separate node.
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Table 2-2 (Cont.) Components of an Oracle Internet Directory Node

Component Description
OID Monitor Initiates, monitors, and terminates the LDAP server processes. If
(OIDMON) you elect to install a replication server, OID Monitor controls it.

When you issue commands through OID Control Utility
(OIDCTL) to start or stop directory server instances, your
commands are interpreted by this process.

OID Monitor executes the LDAP server instance startup and
shutdown requests that you initiate from OID Control Utility.
OID Monitor also monitors servers and restarts them if they
have stopped running for abnormal reasons.

When it starts a server instance, OID Monitor adds an entry into
the directory instance registry and updates data in a process
table. When it shuts down the directory server instance, it
deletes the registry entry as well as the data corresponding to
that particular instance from the process table. If OID Monitor
restarts a server that has stopped abnormally, it updates the
registry entry with the start time of the server.

All OID Monitor activity is logged in the file
ORACLE_HOME/Idap/log/oidmon.log . This file is on the
Oracle Internet Directory server file system.

OID Monitor checks the state of the servers through mechanisms
provided by the operating system.

OID Control Utility Communicates with OID Monitor by placing message data in

(OIDCTL) Oracle Internet Directory server tables. This message data
includes configuration parameters required to run each Oracle
directory server instance.

The Oracle directory replication server uses LDAP to communicate with an Oracle
directory (LDAP) server instance. To communicate with the database, all
components use OCIl/Oracle Net Services. Oracle Directory Manager and the
command-line tools communicate with the Oracle directory servers over LDAP.
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An Oracle Directory Server Instance

Each Oracle directory server instance, also called an LDAP server instance, looks
similar to what Figure 2-5 illustrates.

Figure 2-5 Oracle Directory Server Instance Architecture
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LDAP clients send LDAP requests to an Oracle Internet Directory
listener/dispatcher process listening for LDAP commands at its port.

The OID listener/dispatcher sends the request to the Oracle directory server which,
in turn creates server processes. Multiple server processes enable Oracle Internet
Directory to take advantage of multiple processor systems. The number of server
processes created is determined by the configuration parameter
ORCLSERVERPROCRhe default is 1 (one). A worker thread for each operation
processes the client request.

Database connections from each server process are spawned as needed, depending
on the value set for the configuration parameter ORCLMAXCQ he default value for
this parameter is 10. The server processes communicate with the data server by
way of Oracle Net Services. A Oracle Net Services Listener/Dispatcher relays the
request to the Oracle9i database server.
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Configuration Set Entries

The configuration parameters for each Oracle directory server instance are stored in
a directory entry called a configuration set entry, or configset. A configuration set
entry holds the configuration parameters for a specific instance of the directory
server. When you start an instance of a server by using the OID Control Utility, the
start-command you enter contains a reference to one of these configsets and uses
the information it contains.

The Oracle directory server is installed with a default configuration set entry
(configset0 ) so that you can run the directory server immediately. You can create
customized configuration set entries by adding new ones that change specific
parameters to meet your needs. You can view, add, and modify these entries by
using either Oracle Directory Manager or the appropriate command-line tool.

See Also:
« "Managing Server Configuration Set Entries" on page 5-2

« "Configuration Set Entry Attributes" on page C-5 for a list of
configuration set entry attributes

Example: How Oracle Internet Directory Works
This example shows you how Oracle Internet Directory processes a search request.

1. The user or client enters a search request that is conditioned by one or more of
the following options:

« SSL: The client and server can establish a session that uses SSL encryption
and authentication, or SSL encryption only. If SSL is not used, the client’s
message is sent in clear text.

« Type of user: The user can seek access to the directory either as a particular
user or as an anonymous user, depending on which of the two has the
necessary privileges to perform the desired function.

« Filters: The user can narrow the search by using one or more search filters,
including those that use the Boolean conditions "and,"” "or,"” and "not," and
those that use other operators such as "greater than, "equal to," and "less
than".

2. If the user or client issues the command by using Oracle Directory Manager,
then the latter invokes a query function in the Java Native Interface which, in
turn, invokes a function in the C API. If the user or client uses a command-line
tool, then the tool directly invokes a C function in the C API.
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3. The C API, using the LDAP protocol, sends a request to a directory server
instance to connect to the directory.

4. The directory server authenticates the user, a process called binding. The
directory server also checks the Access Control Lists (ACLSs) to verify that the
user is authorized to perform the requested search.

5. The directory server converts the search request from LDAP to Oracle Call
Interface (OCI)/Oracle Net Services and sends it to the Oracle9i database.

6. The Oracle9i database retrieves the information and passes it back through the
chain—to the directory server, then to the C API, and, finally, to the client.

Distributed Directories

Replication

Although an online directory is logically centralized, it can physically distribute its
data onto several servers. This reduces the work a single server would otherwise
have to do, and enables the directory to accommodate a larger number of entries.

A distributed directory can be either replicated or partitioned. When information is
replicated, the same naming contexts are stored by more than one server. When
information is partitioned, each directory server stores one or more unique,
non-overlapping naming contexts. In a distributed directory, some information may
be partitioned and some may be replicated.

This section contains these topics:
« Replication

« Partitioning

Replication, in which the same naming contexts are stored by more than one server,
improves performance by providing more servers to handle queries. It improves
reliability by eliminating risks associated with a single point of failure.
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Figure 2-6 shows a replicated directory.

Figure 2-6 A Replicated Directory
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Each copy of a naming context that is contained within a server is called a replica. A
directory server can hold both read-only and updatable replicas. Servers that hold
updatable replicas are called suppliers. Their changes are propagated to other
servers called consumers.
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At times, the replication process may be unable to apply a change. For example,
suppose that Supplier Node A sends the consumer a change, and, immediately after
that, Supplier Node B sends it an update to the same entry. Then, suppose that a
problem delays the transmission of the entry from Supplier Node A, but that no
such problem delays transmission of the update from Supplier Node B. The result
can be that the update from Supplier Node B arrives at the consumer ahead of the
entry it is modifying. In this case, the replication server makes a specified number
of retries to apply the change. If it fails to apply the change once that number is
reached, then it moves the change to the human intervention queue, and attempts
to apply the change at regular, less frequent intervals that you specify.

Note: This release of Oracle Internet Directory enables replication
at the level of the naming context. It does not support replication of
part of a naming context.

Also, although there are no Internet standards for directory
replication yet, such standards are being developed by the IETF.
Oracle Internet Directory replication adheres to the IETF standard
proposal for representing directory change information in change
logs.

See Also:  Chapter 21, "Directory Replication Concepts" for a more
detailed discussion of replication, including: Oracle9i Replication
architecture, change log purging, conflict resolution, and the
replication process
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Partitioning

Partitioning, in which each directory server stores one or more unique,
non-overlapping naming contexts, is another way of distributing directory
information.

Figure 2-7 shows a partitioned directory in which some naming contexts reside on
different servers.

Figure 2—7 A Partitioned Directory
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In Figure 2-7, four naming contexts reside on Server A:

« dc=acme,dc=com

.« C=UuS
« c=uk
« C=au

Two naming contexts on Server A are replicated on Server B:
« dc=acme,dc=com
« Cc=au

The directory uses one or more knowledge reference to locate information that is
requested of Server B, but that resides on Server A. It passes this information to a
client in the form of a referral.

About Knowledge References and Referrals

A knowledge reference provides the names and addresses of the various naming
contexts held in another partition. In Figure 2-7, Server B uses knowledge
references to point to the c=us and c=uk naming contexts on Server A. When
clients request from Server B the information residing on Server A, then Server B
provides them with one or more referrals to Server A. Clients can then use these
referrals to contact Server A.

Typically, each directory server contains both superior and subordinate knowledge
references. Superior knowledge references point upward in the DIT toward the root.
They tie the partitioned naming context to its parent. Subordinate knowledge
references point downward in the DIT to other partitions.

For example, in Figure 2-8, Server B holds four naming contexts, two of which are
superior to the others. These two superior naming contexts use subordinate
knowledge references to point to their subordinate naming contexts. Conversely, the
naming context on Server A has an immediate superior residing on Server B. Server
A therefore uses a superior knowledge reference to point to its parent on Server B.
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Figure 2-8 Using Knowledge References to Point to Naming Contexts
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Naming contexts that start at the top of the DIT obviously cannot have a knowledge
reference to a superior naming context.

Note: There are presently no Internet standards for enforcing the
validity of knowledge references, and Oracle Internet Directory
does not do so. It is up to the administrator to ensure consistency
among knowledge references within an enterprise network.

Oracle Corporation recommends that permission for managing
knowledge reference entries be restricted, as is the case with any
other privileged administrative function such as schema or access
control.
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Kinds of Referrals

There are two kinds of referrals:

Smart referral

Returned to the client when the knowledge reference entry is in the scope of the
search. It points the client to the server that stores the requested information.

For example, suppose that:

« Server A holds the naming context
ou=server development,c=us,o=acme , and has a knowledge
reference to Server B

« Server B holds the naming context ou=sales,c=us,o=acme

When a client sends a request to Server A for information in
ou=sales,c=us,o=acme , Server A provides the user with a referral to Server
B.

Default referral

Returned when the base object is not in the directory, and the operation is
performed in a naming context on another server. A default referral typically
sends the client to a server that has more knowledge about the directory
partitioning arrangement.

For example, suppose that Server A holds:
« The naming context c=us,o=acme

« A knowledge reference to Server PQR that has more knowledge about the
overall directory partitioning arrangement

Now suppose that a client requests information on c=uk,o=acme . When
Server A finds that it does not have the c=uk,0=acme naming context, it
provides the client with a referral to Server PQR. From there, the client can find
the server holding the requested naming context.

See Also:  "Managing Knowledge References and Referrals" on
page 7-20

Concepts and Architecture 2-27



The Oracle Directory Integration Platform

The Oracle Directory Integration Platform

The Oracle Directory Integration Platform enables you to synchronize various
directories with Oracle Internet Directory. It also makes it easier for third party
metadirectory vendors and developers to develop and deploy their own
connectivity agents.

This section contains these topics:
« About Metadirectories

« About the Oracle Directory Integration Platform Environment

About Metadirectories

Enterprises today often deploy multiple directories to store information for
applications such as ERP systems, database applications, messaging systems, and
Network Operating Systems (NOS). Managing so many different directories has
many drawbacks, including:

« Increased cost—Multiple administrators must maintain essentially the same
information in many different places.

« Inconsistent data—Updated information in one directory is not available to all
the other directories.

A metadirectory solves these problems by synchronizing information between all
enterprise directories, forming one virtual directory. It centralizes administration,
thereby reducing administrative costs, and ensures that data is consistent and
up-to-date across the enterprise.

For example, in a metadirectory environment, you can create a global directory
entry for each employee. You can populate this entry with data from various
synchronized directories—for example, Human Resources applications, messaging
systems, or NOS databases. Users can then access this global entry, knowing that
the data it contains is up-to-date and synchronized with each connected directory.

You can also ensure that the synchronization process respects all existing data
ownership policies. For example, you can grant to only the Human Resources
department the privilege to change the value of an employee’s salary attribute.
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About the Oracle Directory Integration Platform Environment

The Oracle Directory Integration Platform enables an enterprise to integrate its
applications and other directories with Oracle Internet Directory. This platform
provides all the interfaces and infrastructure necessary to keep the data in Oracle
Internet Directory consistent with the data in enterprise applications and connected
directories.

For example, an enterprise might want employee records in its HR database to be
synchronized with Oracle Internet Directory. In addition, the enterprise may deploy
certain LDAP-enabled applications (such as Oracle9iAS Portal) that need to be
notified whenever changes are applied to Oracle Internet Directory. This service is
called provisioning, and the Oracle Directory Integration Platform provides such
applications with the necessary notifications.

Based on the nature of integration, the Oracle Directory Integration Platform
provides two distinct services:

« The synchronization integration service, which keeps connected directories
consistent with the central Oracle Internet Directory

« The provisioning integration service, which sends notifications to target
applications periodically to reflect changes made to a user’s status or
information

See Also:  Part VIII: "The Oracle Directory Integration Platform"

Oracle Components and Oracle Internet Directory
Oracle Internet Directory enables Oracle components to:

« Maintain for each user a single, global identity across the application
environment

« Store and administer configuration information for components in a central
place

There are two general types of environment:

« Hosted—In a hosted environment, one enterprise—for example, an application
service provider—makes Oracle components available to multiple other
enterprises and stores information for them. In such hosted environments, the
enterprise performing the hosting is called the default subscriber, and the
enterprises that are hosted are called subscribers. A global administrator
performs activities that span the entire directory. Another type of
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administrator—called a delegated administrator—may exercise roles in specific
subscriber domains, or for specific applications.

« Non-hosted—In a non-hosted environment, in which there are no subscribers,
the enterprise installing Oracle Internet Directory for use with Oracle
components is called the default subscriber.

To make it easy for you to start using Oracle components that use Oracle Internet
Directory, Oracle Universal Installer creates a default schema and directory
information tree (DIT) during Oracle Internet Directory installation. This default
DIT framework is the same for both hosted and non-hosted environments. It is
flexible; you can modify it to suit the needs of your deployment.

During Oracle Internet Directory installation, the Oracle Universal Installer creates:

« Base schema elements—that is, attributes and object classes—some of which are
defined by the Internet Engineering Task Force (IETF), and some of which are
specific to Oracle components

« The root Oracle context, a directory container of information common to all
Oracle components in the entire site

« Default subscriber Oracle context containing information common to all Oracle
components in the subscriber’s subtree

« Subscriber Oracle context containing information common to all Oracle
components in the subscriber’s subtree

« A default password policy for each subscriber. This password policy will then
apply to all users in the subscriber user base.

See Also:

Chapter 14, "Oracle Components and Oracle Internet Directory" for
a fuller discussion of the way Oracle components use Oracle
Internet Directory and the default schema and DIT

"Task 3: Reset the Default Security Configuration™ on page 3-10 for
a discussion of the security configuration—including that for an
environment with Oracle components—installed with Oracle
Internet Directory
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Preliminary Tasks and Information

Before configuring and using Oracle Internet Directory, you must perform the tasks
described in this chapter. This chapter also lists the locations of the log files of the
various Oracle Internet Directory components.

This section contains these topics:

Task 1: Start the OID Monitor

Task 2: Start a Server Instance

Task 3: Reset the Default Security Configuration

Task 4: Reset the Default Password for the Database
Task 5: Run the OID Database Statistics Collection Tool

Log File Locations
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Task 1: Start the OID Monitor

The OID Monitor must be running to process commands to start and stop the
server.

Note: Although you can start the directory server without using
OID Monitor and the OID Control Utility, Oracle Corporation
recommends that you use them. This way, if the directory server
unexpectedly terminates, then OID Monitor automatically restarts
it.

This section contains these topics:
« Starting the OID Monitor
« Stopping the OID Monitor

Starting the OID Monitor
To start the OID Monitor:

1. Set the following environment variables:
« ORACLE_HOME
« ORACLE_SID or a proper TNS CONNECT string

« NLS_LANG (APPROPRIATE_LANGUAGE.AL32UTF8). The default
language set at installation is AMERICAN_AMERICA.

2. At the system prompt, type:

odmon[connect= net senice name ][sleep=  seconds ]start

Argument Description

connect=net_service_name Specifies the net service name of the database to which you want
to connect. This is the network service name set in the
tnsnames.ora file. This argument is optional.

sleep=seconds Specifies number of seconds after which the OID Monitor
should check for new requests from OID Control and for
requests to restart any servers that may have stopped. The
default sleep time is 10 seconds. This argument is optional.

start Starts the OID Monitor process
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For example:
oidmon connect=dbs1 sleep=15 start

Stopping the OID Monitor
To stop the OID Monitor daemon, at the system prompt, type:

oidmon[connect= net_senice name  ]stop

Argument Description

connect=net_service_name Specifies net service name of the database to which you want to
connect. This is the net service name set in the thsnames.ora

file.
stop Stops the OID Monitor process
For example:
oidmon connect=dbsl stop

Task 2: Start a Server Instance

Once the OID Monitor is running, start a server instance by using the OID Control
Utility.

Note: you can run multiple instances if the directory server on the
same machine. For example, you can run one server in SSL mode
and another in non-SSL mode. However, all directory server
instances using a given database server MUST run on the same
computer. For example, you cannot run two directory servers—one
on Computer A and another on Computer B—against a database
server on Computer C. You can, however, run both directory
servers on Computer A against a database server on Computer B.

Note: The value for the instance flag in the OID Control Utility
should always be greater than or equal to one.
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This section contains these topics:

« Starting an Oracle Directory Server Instance

« Stopping an Oracle Directory Server Instance

« Starting an Oracle Directory Replication Server Instance
« Stopping an Oracle Directory Replication Server Instance
« Restarting Directory Server Instances

« Troubleshooting Directory Server Instance Startup

Starting an Oracle Directory Server Instance
The syntax for starting an Oracle directory server instance is:

oidctl connect= D |
[configset=" configset_number
worker_threads_per_server

of server processes ] start

net_senice name  server=oididapd instance=
1{fiags='-p
-debug debug level

server_instance_number
port number  -work  maximum_number_of
4 change logging  '-server number_

Argument

Description

connect= net_service_name

If you already have a thsnames.ora file configured,
this is the net service name specified in that file, located
in ORACLE_HOME/network/admin

server=oidldapd

Type of server to start (valid values are OIDLDAPD
and OIDREPLD). This is not case-sensitive.

instance= server_instance_ Instance number of the server to start. Should be a
number number between 1 and 1000.

configset=  configset_ Configset number used to start the server. This defaults
number to configset0  if not set. This should be a number

between 0 and 1000.

-p port_number

Specifies a port number during server instance startup.
The default port number is 389.

-work  maximum_number_of
worker_threads_per_server

Specifies the maximum number of worker threads for
this server

-debug debug_level

Specifies a debug level during Oracle directory server
instance startup
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Argument Description

-l change_logging Turns replication change logging on and off. To turn it
off, enter -l false . To turn it on, do any one of the
following:

« omitthe-l flag
« entersimply -l
« enter-ltrue

Turning off change logging for a given node by
specifying -I false has two drawbacks: it prevents
replication of updates on that node to other nodes in
the DRG, and it prevents application provisioning and
synchronization of connected directories, because those
two services require an active change log. The default,
TRUE, permits replication, provisioning, and
synchronization.

-server  number_of_server_ Specifies the number of server processes to start on this
processes port
start Starts the server specified in the server argument.

For example, to start a directory server instance whose net service name is dbs1,
using configsetb,at port 12000, with a debug level of 1024, an instance number 3,
and in which change logging is turned off, type at the system prompt:

oidctl connect=dbs1 server=oididapd instance=3 configset=5 flags="p 12000
-debug 1024 ' start

When starting and stopping an Oracle directory server instance, the server name
and instance number are mandatory, as are the commands start  or stop . All
other arguments are optional.

All keyword value pairs within the flags arguments must be separated by a single
space.

Single quotes are mandatory around the flags.

The configset identifier defaults to zero (configset0 ) if not set.
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Note: If you choose to use a port other than the default port (389
for non-secure usage or 636 for secure usage), you must tell the
clients which port to use to locate the Oracle Internet Directory. If
you use the default ports, clients can connect to the Oracle Internet
Directory without referencing a port in their connect requests.

Stopping an Oracle Directory Server Instance

OID Monitor must be running whenever you start or stop directory server
instances.

At the system prompt, type:

oidctl connect= net senvice name  server=OIDLDAPD instance= server_instance  _number
stop

For example:

oidctl connect=dbs1 server=oidldapd instance=3 stop
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Starting an Oracle Directory Replication Server Instance

The syntax for starting the Oracle directory replication server is:

oidctl connect= net_senice name  server=oidrepld instance= senver_instance_number

[configset= configset number  ]flags= directory server_port_number d debug_
level -h directory server host name -m [true | false}-z fransaction_size 'start
Argument Description

connect= net_
service_name

If you already have a tnsnames.ora  file configured, then this is
the name specified in that file, which is located in ORACLE_
HOME/network/admin

server=oidrepld

Type of server to start (valid values are OIDLDAPD and
OIDREPLD). This is not case-sensitive.

instance= server_
instance_number

Instance number of the server to start. Should be a number between
1 and 1000.

configset=
set_number

config

Configset number used to start the server. The default is
configset0 . This should be a number between 0 and 1000.

-p directory
server_port_
number

Port number that the replication server uses to connect to the
directory on TCP port directory_server_port_number. If you do not
specify this option, the tool connects to the default port (389).

-d debug_level

Specifies a debug level during replication server instance startup

-h directory
server_host_name

Specifies the directory_server_host_name to which the replication
server connects, rather than to the default host, that is, your local
computer. Directory_server_host_name can be a computer name or an
IP address. (Replication server only)

-m|[ true | false ]

Turns conflict resolution on and off. Valid values are true and
false . The default is true. (Replication server only)

-z transaction_
size

Specifies the number of changes applied in each replication update
cycle. If you do not specify this, the number is determined by the
Oracle directory server sizelimit parameter, which has a default
setting of 1024. You can configure this latter setting.

start

Starts the server specified in the server argument.

For example, to start the replication server with an instance=1, at port 12000, with
debugging set to 1024, type at the system prompt:

oidctl connect=dbs1 server=oidrepld instance=1 flags=-p 12000 -h eastsun11 d

1024 start
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When starting and stopping an Oracle directory replication server, the -h flag,
which specifies the host name, is mandatory. All other flags are optional.

All keyword value pairs within the flags arguments must be separated by a single
space.

Single quotes are mandatory around the flags.

The configset identifier defaults to zero (configset0 ) if not set.

Note: If you choose to use a port other than the default port (389
for non-secure usage or 636 for secure usage), you must tell the
clients which port to use to locate the Oracle Internet Directory. If
you use the default ports, clients can connect to the Oracle Internet
Directory without referencing a port in their connect requests.

Stopping an Oracle Directory Replication Server Instance

OID Monitor must be running whenever you start or stop directory server
instances.

At the system prompt, type:

oidctl connect= net senice name  server=OIDREPLD instance=server_instance_number
stop

For example:

oidctl connect=dbs1 server=oidrepld instance=1 stop

Restarting Directory Server Instances

If you use OID Monitor and the OID Control utility, then you can both stop and
restart the directory server in one command, namely, restart . This is useful when
you want to refresh the server cache immediately, rather than at the next scheduled
time. When the directory server restarts, it maintains the same parameters it had
before it stopped. You cannot override these original parameters by entering new
ones in the restart command.

To restart a directory server instance, at the system prompt, type:

oidctl connect= net_senice name  server={oididapd|oidrepld} instance= sener_
instance_number  restart
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OID Monitor must be running whenever you start, stop, or restart directory server
instances.

If you try to contact a server that is down, you receive from the SDK the error
message 81—LDAP_SERVER_DOWN

If you change a configuration set entry that is referenced by an active server
instance, you must stop that instance and restart it to effect the changed value in the
configuration set entry on that server instance. You can either issue the STOP
command followed by the START command, or you can use the RESTART
command. RESTART both stops and restarts the server instance.

For example, suppose that Oracle directory server instancel is started, using
configset3, and with the net service name dbsl. Further, suppose that, while
instancel is running, you change one of the attributes in configset3. To enable the
change in configset3 to take effect on instancel, you enter the following command:

oidctl connect=dbs1 server=oididapd instance=1 restart
If there are more than one instance of the Oracle directory server running on that

node using configset3, then you can restart all the instances at once by using the
following command syntax:

oidctl connect=dbs1 server=oididapd restart

Note that this command restarts all the instances running on the node, whether they
are using configset3 or not.

Important Note: ~ During the restart process, clients cannot access
the Oracle directory server instance. However, the process takes
only a few seconds to execute.

Troubleshooting Directory Server Instance Startup

If the directory server fails to start, you can override all user-specified configuration
parameters to start the directory server and then return the configuration sets to a
workable state by using the hard coded default parameters. Use this option only if
the LDAP server fails to come up with default configset(configset=0 ).

To start the directory server by using its hard-coded default parameters instead of
the configuration parameters stored in the directory, type at the system prompt:

oidctl connect=net_senvice_name server=oididapd instance=1 flags=-p port_number
£
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The -f option in the flags starts the server with hard-coded configuration values,
overriding any defined configuration sets except for the values in configsetO

To see debug log files generated by the OID Control Utility, navigate to SORACLE
HOMHdap/log

Task 3: Reset the Default Security Configuration

Oracle Internet Directory is installed with a default security configuration described
later in this section. At the very beginning, you need to modify this default
configuration to the needs of your environment, ensuring that each user receives
the appropriate authorization.

Oracle Corporation specifically recommends that you control access to the subentry
subSchemaSubEntry and its children because these objects contain information
about the directory.

Moreover, when you load directory entries, you are creating a hierarchy of directory
entries. You must therefore establish:

« Permissions to load entries into this hierarchy

« Directory access for clients that need read, modify, and write access to the
directory entries

Default Access Policies

When you first install Oracle Internet Directory, the default configuration
establishes the following policies at various points in the directory information tree.

Default Access Policy At the Root DSE
« Everyone has browse entry permissions

= The user security administration group and the user (self) have complete access

to their own userpkcs12 , orcluserpkcs12hint , userpassword
orclpassword , and orclpasswordverifier attributes but not to those of
others

« The user (self) has complete access to the user’s own orclpassword , and
orclpasswordverifier attribute but not to those of others
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Everyone has search, read, and compare access for all attributes except the
userpkcsl2 , orcluserpkcsl12hint , userpassword , orclpassword , and
orclpasswordverifier attributes

Default Access Policy At the Users Container in the Default Subscriber Naming
Context
The users container is cn=users,o=oracle,dc=com

The Subscriber DAS Create User Group is
cn=oracledascreateuser,cn=groups,cn=oraclecontext,
distinguished_name_of_subscriber . Members of this group have
permission to browse and add entries of the object class orcluser

The Subscriber DAS Delete User Group is
cn=oracledasdeleteuser,cn=groups,cn=oraclecontext,
distinguished_name_of_subscriber . Members of this group have
permission to browse and delete entries of the object class orcluser

The Subscriber DAS Edit User Group is
cn=oracledasedituser,cn=groups,cn=oraclecontext,
distinguished_name_of_subscriber . Members of this group have
permission to browse entries of object class orcluser

The Subscriber DAS Edit User Group has complete access to all attributes,
including userpassword , in entries of the object class orcluser . The user
(self) has complete access to the user’s own attributes. Other users have only
read permission on the attributes.

The Authentication Services Group is
cn=authenticationServices,cn=groups,cn=oraclecontext,
distinguished_name_of_subscriber . Members of this group have
compare permission on userpassword , while other users have no
permissions.

The Verifier Services Group has read, search, and compare permission on
authpassword and orclpasswordverifier . The user (self) has complete
access to the user’s own verifier attributes, while others have no access to them.

Default Access Policy At the Groups Container in the Default Subscriber Naming
Context

The groups container is cn=groups, distinguished _name_of

subscriber ,cn=OracleContext
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« The Subscriber DAS Create User Group has permission to browse and add
entries of object class orclgroup

« A hidden group entry of object class orclgroup  can be added, deleted, or
browsed only by the owner of that entry. Others have no permissions. Only the
owner has permissions to read, search, write, and compare attributes of such an
entry.

« The owner of a public group entry of object class orclgroup  can browse, add,
and delete that entry. That entry can also be browsed by these groups:

« DAS Create User Group
« DAS Edit User Group
« DAS Delete User Group

Only the owner and the DAS Edit User Group have permission to read, search,
write, and compare the attributes of such an entry.

Default Access Policy for the Oracle Context Administrators

The Oracle Context Administrators container is
cn=0OracleContextAdmins,cn=groups,cn=0racleContext,
distinguished_name_of_subscriber

Members of the Oracle Context Administrators Group have complete
administrative privileges over a specific Oracle Context. The have complete access
to the Oracle Context in which the group exists.

Default Access Policy for Oracle9 i Application Server Administrators

The Oracle9i Application Server Administrators container is
cn=IASAdmins,cn=groups,cn=0OracleContext, distinguished_name_of
subscriber

Members of the Oracle9i Application Server Administrators Group have complete
administrative privileges over the Oracle9i Application Server product node in a
given Oracle Context. In addition, they have permission to:

« Create application entity objects under individual products

« Proxy to these application entities
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Task 5: Run the OID Database Statistics Collection Tool

See Also:

Chapter 2, "Concepts and Architecture” for an introduction to
security features of Oracle Internet Directory, and to the default
DIT for Oracle components using Oracle Internet Directory

Chapter 4, "Directory Administration Tools" for information
about the administration tools you use to configure security

Chapter 12, "Directory Access Control" for a detailed
explanation of access control options and instructions for
setting up security

Chapter 14, "Oracle Components and Oracle Internet Directory"
for a detailed explanation of the Oracle Context schema

Appendix C, "Schema Elements" for syntax and usage notes for
the command-line tools

Task 4: Reset the Default Password for the Database

Oracle Internet Directory uses a password when connecting to an Oracle database.
The default for this password when you install Oracle Internet Directory is ODS
You can change this password by using the OID Database Password Utility.

See Also: "The OID Database Password Utility" on page A-56 for
syntax and usage notes

Task 5: Run the OID Database Statistics Collection Tool

If you load data into the directory by any means other than the bulkload tool
(bulkload.sh), then you must run the OID Database Statistics Collection tool after
loading. Statistics collection is essential for the Oracle Optimizer to choose an
optimal plan in executing the queries corresponding to the LDAP operations. You
can run OID Database Statistics Collection tool at any time, without shutting down
any of the OID daemons.
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Note: To run this tool on the Windows operating system, you
need one of the following UNIX emulation utilities:

« Cygwin 1.0.Visit: http://sources.redhat.com/cygwin/

« MKS Toolkit 5.1 or 6.0. Visit:
http://www.datafocus.com/products/

See Also:  "The OID Database Statistics Collection Tool" on

page A-56

Log File Locations

The Oracle Internet Directory components output their log and trace information to
log files in the ORACLE_HOME environment. Table 3-1 lists each component and
the location of its corresponding log file.

Table 3-1 Log File Locations

Component Log File Name

Bulk Loader (bulkload.sh) $ORACLE_HOME/Idap/log/install.log

Catalog Management Tool $ORACLE_HOME/Idap/log/catalog.log

(catalog.sh)

Directory integration agent $ORACLE_HOME/Idap/odi/log/ where

AgentName is the name of the agent

$ORACLE_HOME/Idap/log/odisrv XXlog where XXis

AgentName .err

Directory integration

server (odisrv)

Directory replication
server (oidrepld)

Directory server
(oidldapd)

LDAP dispatcher
(oidldapd)

OID Monitor (oidmon)

Replication setup
(Idaprepl.sh)

Oracle directory integration server instance number

$ORACLE_HOME/Idap/log/oidrepld00.log

$ORACLE_HOME/Idap/log/oidldapdXXs
pid is the server process identifier

$ORACLE_HOME/Idap/log/oidldapd
the server instance number

$ORACLE_HOME/Idap/log/oidmon.log
$ORACLE_HOME/Idap/admin/logs/ldaprepl.log

pid .log where

XXlog where XXis
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Directory Administration Tools

This chapter introduces the various administration tools of Oracle Internet
Directory. It discusses the online administration tool, called Oracle Directory
Manager, and tells you how to launch it, navigate through it, and connect to
directory servers with it. It also introduces the command-line tools for Idap, bulk,
and catalog operations.

This chapter contains these topics:
« Using Oracle Directory Manager
« Using Command-Line Tools

« Routine Administration at a Glance
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Using Oracle Directory Manager

Oracle Directory Manager is a Java-based tool for administering Oracle Internet
Directory. This section describes some of its basic features. More specific
instructions are found in sections throughout this book that explain how to perform
various tasks.

This section contains these topics:

» Starting Oracle Directory Manager

» Connecting to a Directory Server

« Navigating Oracle Directory Manager

« Connecting to Additional Directory Servers by Using Oracle Directory Manager
« Disconnecting from a Directory Server by Using Oracle Directory Manager

« Performing Administration Tasks by Using Oracle Directory Manager

Note: You cannot use Oracle Directory Manager to administer
LDAP directories other than Oracle Internet Directory.

Starting Oracle Directory Manager
Before you can launch Oracle Directory Manager, you must have a directory server

instance running.
See Also:

« Chapter 3, "Preliminary Tasks and Information" for instructions
on starting a server instance

« "Oracle Internet Directory Architecture" on page 2-15 for a
conceptual explanation of directory server instances

4-2 Oracle Internet Directory Administrator's Guide



Using Oracle Directory Manager

To start Oracle Directory Manager, follow the instructions for your operating
system:

Operating System Instructions

Windows NT From the Start menu, click Programs > ORACLE_HOME > Oracle
Internet Directory > Oracle Directory Manager

UNIX If you have not set the path, then navigate to ORACLE_HOME/bin.
Type at the system prompt:

oidadmin

The first time you start Oracle Directory Manager, an alert tells you that you must
connect to a server. Click OK. The Directory Server Connection dialog box appears.

Connecting to a Directory Server
To connect to a directory server:

1. Inthe Directory Server Connection dialog box, type the name and port number
of an available server.

The default port is 389. You can change the port if you wish. However, if you
have an Oracle directory server running on a port that is not the default, then be
sure that any clients that use that server are informed of the correct port.

Click OK. The Oracle Directory Manager Connect dialog box appears.

2. Ineach field of the Credentials tab page, type the information specific to this
server instance as described in the next table.
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Field Description

User The first time you log in, do so either as the super user or anonymously. If
you intend to configure SSL features during this session, login as the super
user.

If you are logging in as the super user, in the User box, type cn=orcladmin
If you are logging in anonymously, leave the User box empty.

If you have already set up the user’s entry by using LDAP command-line
tools, you can enter that user’s entry in one of two ways:

«  Browse and select that entry by using the button to the right of the User
field

= Type the distinguished name (DN) for that user’s entry by using the
correct format, for example,

cn=Susie Brown,ou=HR,0=acme,c=us

Password If you are logging in as the super user and you specified a password for the
super user during installation, in the Password box, type the password you
specified. Otherwise, type the default password, namely, welcome . After
you are logged into Oracle Directory Manager and have connected to a
directory server, you should change this password to protect the directory.

If you are logging in anonymously, leave the Password box empty.

If you want to login as a specific directory user, enter the corresponding
password.

See Also: "Managing Super Users, Guest Users, and Proxy Users" on
page 5-20 for instructions on how to change the password
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Field Description
Server From the Server list, select the host containing the directory server to which
you want to connect.
If you are already connected to a directory server, and you want to connect
to one on a different host:
1. Click the button to the right of the Server field. The Select Directory
Servers dialog box displays a list of available servers.
2. Select a server.
3. Click OK.
To add a directory server to the list:
1. Inthe Select Directory Servers dialog box, click Add. The Directory
Server Connection dialog box appears.
2. Inthe Server field, type the name of the directory server you want to
add.
3. Inthe Port field, type the port number for the server you want to add.
4. Click OK. The added directory appears in the list in the Select Directory
Server dialog box.
To modify a directory server on the list:
1. Select the directory server you want to modify.
2. Click Edit. The Directory Server Connection dialog box appears.
3. Modify the Server and Port fields, then click OK. The modifications for
that server appear in the list in the Select Directory Server dialog box.
Port The default port (389) appears in this field. If there is more than one

directory server instance on the same host, each directory server instance has
a different port, and that port number appears in this field when you select
the directory server instance.

To change this port number:

1. Click the button to the right of the Server field.

2. Inthe Select Directory Server dialog box, select the directory server.
3. Click Edit. The Directory Server Connection dialog box appears.
4

In the Directory Server Connection dialog box, in the Port field, enter
the new port number, then click Ok.
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Field Description

SSL Enabled Selecting this check box causes all commands you issue by using Oracle
Directory Manager to be sent over Secure Sockets Layer (SSL).

You can connect to a directory server either with or without SSL. If you
connect by using SSL, then Oracle Directory Manager becomes an SSL client.

You can connect in this way if both of the following two conditions are met:

«  The server to which you are connecting uses SSL. If that server does not
use SSL, and you select this check box, then authentication will fail.

«  You have already created a wallet containing a certificate and a list of
trusted certificates.

See Also:

« Chapter 11, "Secure Sockets Layer (SSL) and the Directory" for
instructions on enabling SSL

« "Entries" on page 2-2 for instructions on formatting
distinguished names

« "Configuring SSL Parameters" on page 11-3 for information
about changing ports and their impact on security

« Oracle Advanced Security Administrator’s Guide for instructions
on creating a wallet by using Oracle Wallet Manager when
using SSL

3. If you selected the SSL Enabled check box on the Credentials tab, then select the
SSL tab.
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4. Enter the requested data in the fields as described in the next table.

Field

Description

SSL Location

The client wallet used in two-way authentication. If the client
wallet is on the local machine, then type the wallet path and file
name by using this syntax:

file: absolute_path_name

If the wallet is on another machine, then link to that location and
enter the linked path and file name of the wallet.

SSL Password

The password to open the user’s wallet

SSL Authentication

Select the authentication level:

No SSL Authentication—Neither the client nor the server
authenticates itself to the other. No certificates are sent or
exchanged. If you selected the SSL Enabled check box on the
Credentials tab, and choose this option, then only SSL
encryption/decryption will be used.

SSL Client and Server Authentication—Two-way
authentication. Both client and server send certificates to each
other.

SSL Server Authentication—One-way authentication. Only the
directory server authenticates itself to the client by sending its
certificate to the client.

5. Click Login. Oracle Directory Manager appears.
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Navigating Oracle Directory Manager

This section provides an overview of Oracle Directory Manager, and explains the
items in the menu bar and the buttons on the toolbar.

Overview of Oracle Directory Manager

Like the directory itself, the navigator pane (left side of the double window
interface) has a tree-like structure. When Oracle Directory Manager first opens, the
navigator pane shows only one tree item, Oracle Internet Directory Servers. By
clicking the plus sign(+) next to the tree item, subcomponents of that tree item
appear.

In the right pane, some windows contain buttons labeled Apply and OK. If you
press Apply, the changes you have made are committed, and the window remains
available for more changes. If you press OK, the changes you have made are
committed, and the window closes.

Similarly, some windows have buttons that are labeled Revert and Cancel. If you
press Revert, then the changes you have made in that window do not take effect,
the original values reappear in the fields, and the window stays open for further
work. If you press Cancel, the changes you have made in that window do not take
effect, and the window closes.

The Oracle Directory Manager Menu Bar

The next table lists and describes the menus you can access by using the menu bar.
Menu items become enabled or disabled depending on the pane or tab page you are

displaying.
Menu Menu Items
File Create—Adds an object

Create Like—Adds a new object by using the object selected in the navigator
pane as a template

Connect—Connects to a directory server selected in the navigator pane

Disconnect—Disconnects from a directory server selected in the navigator
pane

Exit—Exits Oracle Directory Manager

Edit Edit—Modifies an object
Remove—Removes a selected object

Find Object Classes—Searches for an object class
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Menu Menu Items

View Refresh—Updates data stored in memory to reflect changes in the database
Tear-Off—Generates a secondary dialog containing the fields and values
displayed in Oracle Directory Manager’s right pane. This is useful when
comparing two pieces of information.

Operations Create Object Class—Displays the New Object Class dialog box that you use
to add a new object class
Create Attribute—Displays the New Attribute Type dialog box that you use to
add a new attribute to an entry
Create Access Ctrl Point—Displays the New Access Control Point dialog box
that you use to add a new access control policy point.
Create Entry—Displays the New Entry dialog box that you use to add a new
directory entry
Refresh Entry—Updates data for entries stored in memory to reflect changes
in the database
Refresh Subtree Entries—Updates the children of entries stored in memory to
reflect changes in the database
Drop Index—Removes an index from an attribute. When you select this item,
an alert asks you to confirm that you want to drop the index.
Search ACPs—Enables you to configure ACP searches
User Preferences—Displays a dialog box that enables you to:
«  Configure the display of entry search results
«  Establish whether ACPs are displayed whenever Oracle Directory

Manager runs, or only as the result of a search
Help Contents—Displays the Contents tab page of the Help navigator

Search for Help On...—Displays the Help Search dialog box that you use to
search for words in the online help guide

About Oracle Internet Directory—Displays Oracle Internet Directory version
information
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The Oracle Directory Manager Toolbar

Figure 4-1 and Table 4-1 together illustrate and describe the Oracle Internet
Directory toolbar, starting at the left. Buttons become enabled or disabled
depending on the pane or tab page you are displaying in Oracle Directory Manager.

Figure 4-1 Oracle Directory Manager Toolbar
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Table 4-1  Oracle Directory Manager Toolbar

Button Purpose

1 Connect/Disconnect—Connects to or disconnect from a directory server selected
in the navigator pane

2 Refresh—Updates data for objects other than entries that are stored in memory to
reflect changes in the database

Create—Adds a new object
Create Like—Adds a new object by using another object as a template

Edit—Modifies an object

o o1 AW

Find Object Classes or Attributes—Searches for either an object class or an
attribute, depending on the context. If, in the navigator pane, you navigate to
Oracle Internet Directory > directory_server_instance > Server Management >
Object Classes, then this button searches for an object class. If you navigate to
Oracle Internet Directory > directory_server_instance > Server Management >
Attributes, this button searches for attributes.

7 Delete—Removes an object

8 Refresh Entry—Updates data for entries stored in memory to reflect changes in
the database

9 Refresh SubTree Entries—Updates the children of entries stored in memory to
reflect changes in the database

10 Drop Index—Removes an index from an attribute. When you click this button, an
alert asks you to confirm that you want to drop the index.

11 Search—Enables you to configure ACP searches
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Table 4-1 (Cont.) Oracle Directory Manager Toolbar

Button Purpose

12 User Preferences—Enables you to configure the display of ACPs in the navigator
pane, as well as entries in a search operation

13 Help—Displays the Help system

Connecting to Additional Directory Servers by Using Oracle Directory Manager

You can connect to more than one directory server at a time, and then view and
modify the data, schema, and security for each directory server. If you do this, then
each server is listed in the navigator pane under Oracle Internet Directory Servers.

To connect to an additional directory server:
1. Inthe navigator pane, select Oracle Internet Directory Servers.
2. Inthe right pane, click New.

3. Follow the login procedures described in "Connecting to a Directory Server" on
page 4-3.

Disconnecting from a Directory Server by Using Oracle Directory Manager

To disconnect from a directory server by using Oracle Directory Manager, choose
File > Disconnect. Also, when you exit Oracle Directory Manager, connections
between all directory servers and the directory are automatically disconnected.

All connection information is stored in the user’s home directory in the file
osdadmin.ini

When you restart Oracle Directory Manager, all previously connected server
connections appear in the Directory Server Login dialog box.

Performing Administration Tasks by Using Oracle Directory Manager

You can perform most of the Oracle Internet Directory administrative tasks through
Oracle Directory Manager. Tasks that you cannot perform through Oracle Directory
Manager involve running processes, such as starting and stopping the OID Monitor
(oidmon) process and starting and stopping server instances. To perform tasks that
you cannot perform with Oracle Directory Manager, use the appropriate LDAP
command-line tool.
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The following table lists the task areas managed by Oracle Directory Manager and
where to find instructions for using it in each area.

Task Area Instructions

Schema administration "Managing Object Classes by Using Oracle Directory Manager"
on page 6-6

"Managing Attributes by Using Oracle Directory Manager" on
page 6-17

Entries management "Managing Entries by Using Oracle Directory Manager" on
page 7-2

ACP administration "Managing Access Control by Using Oracle Directory Manager™"
on page 12-12

Managing Access Control by Using Command-Line Tools on

page 12-44
Partitioning and Chapter 22, "Oracle Directory Replication Server
replication Administration"

Using Command-Line Tools

Oracle Internet Directory provides several types of command-line tools for
manipulating directory entries and attributes—for example:

« LDAP tools, for altering objects in text files written in the LDAP Data
Interchange Format (LDIF)

« Bulktools, for creating or managing large numbers of directory entries by using
data from other applications

« A catalog management tool, for making existing attributes indexable
« Various tools to help you synchronize multiple directories in your enterprise

Many of the command-line tools act on objects that are in text files written in the
LDAP Data Interchange Format (LDIF).

See Also:  "LDAP Data Interchange Format (LDIF) Syntax" on
page A-2 for information on formatting an LDIF file
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Table 4-2 lists and describes the various command-line tools, and points you to
more information about each one.

Table 4-2  Oracle Internet Directory Command-Line Tools

Tool Description More Information

Starting, Stopping, and Monitoring Oracle Internet Directory Servers

OID Control Utility  OID Control Utility is a command-line tool for "Oracle Internet Directory
(OIDCTL) starting and stopping the server. The commands are  Architecture” on page 2-15 for a
interpreted and executed by the OID Monitor process. conceptual description

"The OID Control Utility" on
page A-5 for syntax and usage

notes
OID Monitor Use this tool to initiate, monitor, and terminate the "Oracle Internet Directory
(OIDMON) LDAP server processes. If you elect to install a Architecture” on page 2-15 for a

replication server, OID Monitor controls it. When you conceptual description

issue commands through OID Control Utility " P

(OIDCTL) to start or stop directory server instances, fThe OID Monitor” on page A-4
. . or syntax and usage notes

your commands are interpreted by this process.

Managing Entries

Idapadd Use this tool to add entries one at a time. "ldapadd Syntax" on page A-11
ldapaddmt Use this tool to add several entries concurrently by "ldapaddmt Syntax" on
using this shared-server tool. page A-13
Idapbind Use this tool to authenticate user/client to a directory "ldapbind Syntax" on page A-15
server.
Idapdelete Use this tool to delete entries. "ldapdelete Syntax" on
page A-16
ldapmoddn Use this tool to modify the DN or RDN of an entry, "ldapmoddn Syntax" on

rename an entry or a subtree, or move an entry or a page A-18
subtree under a new parent.

Idapsearch Use this tool to search for directory entries. "ldapsearch Syntax" on
page A-20
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Table 4-2 (Cont.) Oracle Internet Directory Command-Line Tools

Tool Description

More Information

Managing Attributes

Catalog Oracle Internet Directory uses indexes to make
Management Tool attributes available for searches. When Oracle Internet
(catalog.sh) Directory is installed, the entry cn=catalogs lists

available attributes that can be used in a search. Only
those attributes that have an equality matching rule
can be indexed.

If you want to use additional attributes in search
filters, you must add them to the catalog entry. You
can do this at the time you create the attribute by
using Oracle Directory Manager. However, if the
attribute already exists, then you can index it only by
using the Catalog Management tool.

"The Catalog Management Tool"
on page A-25 for syntax and
usage notes

"Indexing an Attribute by Using
Command-Line Tools" on
page 6-30

"Indexing an Attribute by Using
Oracle Directory Manager" on
page 6-27

Idapcompare Use this tool to see whether an entry contains a
specified attribute value.

Idapmodify Use this tool to create, update, and delete attribute
data for an entry.

Idapmodifymt Use this tool to modify several entries concurrently
by using this shared-server tool.

Performing Bulk Operations

bulkdelete Use this tool to delete a subtree efficiently

bulkload Use this tool to load large number of entries to Oracle
Internet Directory through LDIF files

bulkmodify Use this tool to modify a large number of existing
entries efficiently

Idifwrite Use this tool to copy data from the directory
information base into an LDIF file that can be read by
any LDAP-compliant directory server. You can use
Idifwrite in conjunction with bulkload. You can also
use ldifwrite to back up information from all or part
of a directory.

4-14 Oracle Internet Directory Administrator's Guide

"ldapcompare Syntax" on
page A-26

"ldapmodify Syntax" on
page A-28

"ldapmodifymt Syntax" on
page A-33

"bulkdelete Syntax" on
page A-35

"bulkload Syntax" on page A-36

"ldapmodify Syntax" on
page A-28

"Idifwrite Syntax" on page A-40



Using Command-Line Tools

Table 4-2 (Cont.) Oracle Internet Directory Command-Line Tools

Tool

Description

More Information

Managing Replication

OID Reconciliation
Tool

Human Intervention
Queue Manipulation
Tool

When a replication conflict arises, Oracle directory
replication server places the change in the retry queue
and tries to apply it from there for a specified number
of times. If it fails after that specified number, then the
replication server puts the change in the human
intervention queue. From there, the replication server
repeats the change application process at less frequent
intervals while awaiting your action.

At this point, you need to:

1. Examine the change in the human intervention
queues

2. Reconcile the conflicting changes on the
consumer with those on the supplier by using the
OID Reconciliation Tool

3. Place the change either back into the retry queue
or into the purge queue

Once you have reconciled conflicting changes by
using the OID Reconciliation Tool, the Human
Intervention Queue Manipulation Tool enables you to
move them from the human intervention queue to
either the retry queue or the purge queue. Moving the
change to the purge queue means that there are no
further attempts to re-apply the change log entry.

"Using the OID Reconciliation
Tool" on page 22-32

"The OID Reconciliation Tool" on
page A-45 for syntax and an
explanation of how OID
Reconciliation Tool works

"Using the Human Intervention
Queue Manipulation Tool" on
page 22-31

"The Human Intervention Queue
Manipulation Tool" on
page A-42

Managing Synchronization and Provisioning

Provisioning
Subscription Tool

oidmuplf.sh

oidmcrep.sh

oidmdelp

stopodis

Use this tool to administer provisioning profile entries
in the directory, including creating, disabling,
enabling, deleting, monitoring, and clearing errors

Use this tool to load mapping and configuration
information when you are synchronizing directories.

Use this tool to create a synchronization profile

Use this tool to deregister a synchronization profile

In a client-only installation where the monitor and
oidctl tools are not available, you can start the
directory integration server without the oidctl tool

"The Provisioning Subscription
Tool" on page A-53

"The oidmuplf.sh Tool" on
page A-48

"The oidmcrep.sh Tool" on
page A-49

"The oidmdelp.sh Tool" on
page A-50

"The stopodis.sh Tool" on
page A-51
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Table 4-2 (Cont.) Oracle Internet Directory Command-Line Tools

Tool Description

More Information

schemasync Use this tool to synchronize schema
elements—namely attributes and object
classes—between an Oracle directory server and
third-party LDAP directories

"The schemasync Tool" on
page A-52

Migrating from Application-Specific Repositories

OID Migration Tool  Use this tool to migrate data from
application-specific repositories into Oracle
Internet Directory.

"The OID Migration Tool" on
page A-58

Monitoring Database Statistics

OID Database Use this tool to analyze the various database ods
Statistics Collection  schema objects to estimate the statistics. You must run
Tool (oidstats.sh) this utility whenever there are significant changes in

directory data—including the initial load of data into
the directory.

If you load data into the directory by any means other
than the bulkload tool (bulkload.sh), then you must
run the OID Database Statistics Collection tool after
loading. Statistics collection is essential for the Oracle
Optimizer to choose an optimal plan in executing the
queries corresponding to the LDAP operations. You
can run OID Database Statistics Collection tool at any
time, without shutting down any of the OID
daemons.

"The OID Database Statistics
Collection Tool" on page A-56

Changing the Database Password

OID Database Oracle Internet Directory uses a password when
Password Utility connecting to an Oracle database. The default for this
(oidpasswd) password when you install Oracle Internet Directory

is ODS. You can change this password by using the
OID Database Password Ultility.

"The OID Database Password
Utility" on page A-56

Note: To run shell script tools on the Windows operating system,
you need one of the following UNIX emulation utilities:

Cygwin 1.0. Visit: http://sources.redhat.com/cygwin/

MKS Toolkit 5.1 or 6.0. Visit:
http://www.datafocus.com/products/
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Routine Administration at a Glance

Oracle Internet Directory routine administration tasks are described throughout this
manual. The following table points you to the information you need for some of the

more common tasks.

Task

Information

Managing Attributes

Add, modify, or delete an attribute by using
command-line tools

Add, modify, or delete an attribute by using the
Oracle Directory Manager

"Managing Attributes by Using Command-Line Tools"
on page 6-29

"Managing Attributes by Using Oracle Directory
Manager" on page 6-17

Managing Entries

Add, modify, or delete a directory entry by using
command-line tools

Add, modify, or delete a directory entry by using
Oracle Directory Manager

Import bulk data files

View Directory Information Tree (DIT) hierarchy of
entries

"Managing Entries by Using Command-Line Tools" on
page 7-13

"Managing Entries by Using Oracle Directory Manager"
on page 7-2

"bulkload Syntax" on page A-36

"LDAP Data Interchange Format (LDIF) Syntax" on
page A-2

"Managing Entries by Using Oracle Directory Manager”
on page 7-2

Managing Object Classes

Add, modify, or delete object classes by using
command-line tools

Add, modify, or delete object classes by using Oracle
Directory Manager

"Managing Object Classes by Using Command-Line
Tools" on page 6-14

"Managing Object Classes by Using Oracle Directory
Manager" on page 6-6

Managing Replication

Set up replication

Resolve replication change conflicts

Move replication changes from human intervention
gueue to either the retry queue or the purge queue

Chapter 22, "Oracle Directory Replication Server
Administration”

"Resolving Conflicts Manually" on page 22-30

"Using the Human Intervention Queue Manipulation
Tool" on page 22-31

Managing Security
Set up an Access Control Policy Point (ACP)

Chapter 12, "Directory Access Control"
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Task

Information

Set up SSL

Chapter 11, "Secure Sockets Layer (SSL) and the
Directory"

Managing Servers

Configure server instance parameters by using
command-line tools

Configure server instance parameters by using
Oracle Directory Manager

Connect to a directory by using Oracle Directory
Manager

Start the directory server processes
Stop the directory server processes

View system operational attributes

"Managing Server Configuration Set Entries by Using
Command-Line Tools" on page 5-11

"Managing Server Configuration Set Entries by Using
Oracle Directory Manager" on page 5-4

"Connecting to a Directory Server" on page 4-3

"Connecting to Additional Directory Servers by Using
Oracle Directory Manager" on page 4-11

Chapter 3, "Preliminary Tasks and Information”
Chapter 3, "Preliminary Tasks and Information”

"Setting System Operational Attributes by Using Oracle
Directory Manager" on page 5-14
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Basic Directory Administration

This part guides you through the tasks to configure and maintain Oracle Internet
Directory. This part contains these chapters:

« Chapter 5, "Oracle Directory Server Administration”
« Chapter 6, "Directory Schema Administration™

« Chapter 7, "Managing Directory Entries"

« Chapter 8, "Globalization Support in the Directory"
« Chapter 9, "Attribute Uniqueness”






5

Oracle Directory Server Administration

This chapter explains how to manage an Oracle directory server by using Oracle
Directory Manager and command-line tools.

This chapter contains these topics:
« Managing Server Configuration Set Entries
« Setting System Operational Attributes
« Managing Naming Contexts
« Managing Super Users, Guest Users, and Proxy Users
« Configuring Searches
« Monitoring, Debugging, and Auditing the Directory Server
« Viewing Active Server Instance Information
« Changing the Password to an Oracle Database Server

« Dereferencing Alias Entries

See Also:  Chapter 3, "Preliminary Tasks and Information" for
instructions on starting and stopping directory server instances
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Managing Server Configuration Set Entries

When you start an Oracle directory server by using the OID Control Utility, that
start message refers to a configuration set entry containing server parameters. You
can add, modify, and delete configuration set entries by using either Oracle
Directory Manager or the appropriate command-line tool.

Note: you can run multiple instances if the directory server on the
same machine. For example, you can run one server in SSL mode
and another in non-SSL mode. However, all directory server
instances using a given database server MUST run on the same
computer. For example, you cannot run two directory servers—one
on Computer A and another on Computer B—against a database
server on Computer C. You can, however, run both directory
servers on Computer A against a database server on Computer B.

See Also:

« "Configuration Set Entries" on page 2-20 for a conceptual
overview of configuration set entries

« "Task 2: Start a Server Instance" on page 3-3 for instructions on
how to start the server by using OID Control Utility

This section contains these topics:
« Preliminary Considerations for Managing Configuration Set Entries
« Managing Server Configuration Set Entries by Using Oracle Directory Manager

= Managing Server Configuration Set Entries by Using Command-Line Tools

Preliminary Considerations for Managing Configuration Set Entries

Although you can change values in the default configuration set, namely,
configset0 , all of your changes will be carried over to every new configuration
set entry that you create. This is because configset0  values are used as the
template for all new configuration set entries.

When you want to change values that should not always be in effect for every
instance of the server that you run, it is better to create new configuration set
entries. Note that this applies to the Oracle directory server instances only. The
Oracle replication directory server supports only one configuration set.
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You may want to establish a separate instance of a directory server with different
values. If you do not want those values to be exercised by all users, set up a new
configuration set entry and run a separate server instance pointing to that
configuration set entry for groups with special needs.

Figure 5-1 shows three separate directory server instances, each with a different
value.

Figure 5-1 Directory Entry Hierarchy Showing Multiple Configuration Set Entries

root DSE

cn=subConfigSubEntry

cn=osdldapd cn=osdrepld

) cn=configset0

cn=configset0  cn=configsetl Replication

Non-SSL

Figure 5-1 shows:

« An Oracle directory server (cn=osdldap ) with:

— One instance listening on the default port and using configset0  with SSL
set to off

— Asecond instance listening on the SSL port and using configsetl  with
SSL set to on

« Avreplication server instance (cn=osdrepld ) using configsetO

See Also:

« Chapter 11, "Secure Sockets Layer (SSL) and the Directory" for
information about configuration parameters for SSL

« Chapter 22, "Oracle Directory Replication Server
Administration" for information about configuration
parameters for replication

« "Configuration Set Entry Attributes" on page C-5 for a list and
descriptions of the entire set of attributes that are used to
configure an instance of a directory server
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Managing Server Configuration Set Entries by Using Oracle Directory Manager

You can use Oracle Directory Manager to view, add, modify, and delete
configuration set entries.

Important Note: ~ You cannot change the parameters for an active
instance directly; you must change the parameters in a
configuration set entry and save it. After the configuration set entry
is saved, use the OID Control Utility restart command to stop
current Oracle directory server instances and restart them.

You can change a configuration set entry and start fresh instances
that use the new parameters. The changes will not affect the older
instances that are still running, however, unless they have been
restarted.

For information on restarting directory server instances, see "Task 3:
Reset the Default Security Configuration" on page 3-10.

Viewing Configuration Set Entries by Using Oracle Directory Manager
To view configuration set entries:

1. Inthe navigator pane, expand Oracle Internet Directory Servers > directory
server instance > Server Management, then select Directory Server or Replication
Server. The parameters of the active instance appear in the right pane.

2. Choose a specific instance in the right pane. A Server Process dialog box
appears.

You can see all the parameters for the instance by selecting the tabs across the
top of the dialog box. However, you cannot change them in this dialog box. To
change them, you must change the configuration set entry on which they are
based.

See Also:  "Modifying Configuration Set Entries by Using Oracle
Directory Manager" on page 5-9
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Adding Configuration Set Entries by Using Oracle Directory Manager
The first time you add a configuration set entry, you can:

« Use the default configuration set as a template, then copy from the ones you
create to make subsequent configuration sets

« Add a configuration set entry without copying from an existing one
Adding a Configuration Set Entry by Copying from the Default Configuration Set Entry To
add configuration set entries by copying the default configuration set entry:

1. Inthe navigator pane, expand Oracle Internet Directory Servers > directory
server instance > Server Management > Directory Server, then select Default
Configuration Set.

2. On the toolbar, click the Create Like button. The Configuration Sets dialog box
displays the General tab.

3. Fill in the fields with the information described in the following table:

Field Description

Max. Number of DB Type the number of concurrent database connections a single
Connections directory server process can have. The default is ten.

Number of Child Type the number of server processes a single instance can spawn.
Processes The default is one.

Set Type the number of the configuration set entry. The default

configuration set is 0. There can be as many different configuration
sets as needed. The same configuration set can be used by more than
one instance if the parameter needs of the multiple instances are the
same. The set number is not modifiable.

4. Select the SSL Settings tab and fill in the fields with the information described in
this table:

Field Description

SSL Enable Set 0 for only non-secure operation; default port is 839, changeable
below.
Set 1 for only SSL authentication; default port is 636, changeable
below.

Set 2 for both non-secure operation and SSL authentication.

Oracle Directory Server Administration 5-5



Managing Server Configuration Set Entries

Field Description

SSL Authentication  Choose one of the following:

. No SSL Authentication—Neither the client nor the server
authenticates itself to the other. No certificates are sent or
exchanged. In this case, SSL encryption/decryption only is used.

. SSL Client and Server Authentication—Both client and server
authenticate themselves to each other and send certificates to
each other.

«  SSL Server Authentication—Only the directory server
authenticates itself to the client. The directory server sends the
client a certificate verifying that the server is authentic.

SSL Wallet URL Type the location of the server-side SSL wallet. If you elect to change
the location of the wallet, you must change this parameter. You must
set the wallet location on both the client and the server. For example,
on UNIX, you could set this parameter as follows:

flezhome/my_dirfmy_wallet

On Windows NT, you could set this parameter as follows:
file:C:\my_dinmy_wallet

SSL Wallet Password Type the password for the server-side wallet. This password was set
during creation of the wallet. If you change the password, you must
change this parameter.

SSL Wallet Confirm  Retype the new password in this field when you change the

Password password.

SSL Port The default SSL port is 636. You can change the SSL port.
Non-SSL Port The default non-SSL port is 839. You can change the non-SSL port.
5. Click Apply.

Note: Remember: The changes will not affect the active directory
server instance until you restart it. See "Restarting Directory Server
Instances" on page 3-8.
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See Also:

« Oracle Advanced Security Administrator’s Guide for instructions
on using the Oracle Wallet Manager to set the location of the
Oracle Wallet and the Oracle Wallet password

« "Setting Debug Logging Levels by Using the OID Control
Utility" on page 5-25

Adding a Configuration Set Entry Without Copying from an Existing One To create a new
configuration set entry without copying from a previous configuration set entry:

1. Inthe navigator pane, expand Oracle Internet Directory Servers > directory
server instance > Server Management > Directory Server, then select Default
Configuration Set.

2. On the toolbar, click Create. A Configuration Sets dialog box displays the
General tab page. Fill in the fields as described in this table:

Field Description

Max. Number of DB Type the number of concurrent database connections a single
Connections directory server process can have. The default is ten.

Number of Child Type the number of server processes a single instance can spawn.
Processes The default is one.

Set Type the number of the configuration set entry. The default

configuration set is 0. There can be as many different configuration
sets as needed. The same configuration set can be used by more than
one instance if the parameter needs of the multiple instances are the
same. The set number is not modifiable.
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3. Select the SSL Settings tab and fill in the fields with the information described
in this table:

Field Description

SSL Enable Select to enable SSL authentication. If you do not select this check
box, SSL is not enabled, and you do not need to set any other
parameters on this page.

SSL Authentication  Choose one of the following:

. No SSL Authentication—Neither the client nor the server
authenticates itself to the other. No certificates are sent or
exchanged. In this case, SSL encryption/decryption only is used.

« SSL Client and Server Authentication—Both client and server
authenticate themselves to each other and send certificates to
each other.

«  SSL Server Authentication—Only the directory server
authenticates itself to the client. The directory server sends the
client a certificate verifying that the server is authentic.

SSL Wallet URL Type the location of the server-side SSL wallet. If you elect to change
the location of the wallet, you must change this parameter. You must
set the wallet location on both the client and the server. For example,
on UNIX, you could set this parameter as follows:

flezhome/my_dirfmy_wallet

On Windows NT, you could set this parameter as follows:
file:C:\my_dinmy_wallet

SSL Wallet Password Type the password for the server-side wallet. This password was set
during creation of the wallet. If you change the password, you must
change this parameter.

SSL Wallet Confirm  Retype the new password in this field when you change the

Password password.
SSL Port The default SSL port is 636. You can change the SSL port.
4. Click Ok.
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Modifying Configuration Set Entries by Using Oracle Directory Manager
To modify configuration set entries:

1. Inthe navigator pane, expand Oracle Internet Directory Servers > directory
server instance > Server Management > Directory Server, then select the
configuration set entry you want to modify. The configuration set appears in the
group of tab pages in the right pane.

Modify the values in the fields for the General tab as described in this table:

Field

Description

Max. Number of DB
Connections

Type the number of concurrent database connections a single
directory server process can have. The default is ten.

Number of Child
Processes

Type the number of server processes a single instance can spawn.
The default is one.

Set

Type the number of the configuration set entry. The default
configuration set is 0. There can be as many different configuration
sets as needed. The same configuration set can be used by more than
one instance if the parameter needs of the multiple instances are the
same. The set number is not modifiable.

You can change any of the values. Press Apply to save the changes.

2. Select the SSL Settings tab. Modify the fields as described in the following table.

Field

Description

SSL Enable

Select to enable SSL authentication. If you do not select this check
box, SSL is not enabled, and you do not need to set any other
parameters on this page.

SSL Authentication

Choose one of the following:

. No SSL Authentication—Neither the client nor the server
authenticates itself to the other. No certificates are sent or
exchanged. In this case, SSL encryption/decryption only is used.

. SSL Client and Server Authentication—Both client and server
authenticate themselves to each other and send certificates to
each other.

«  SSL Server Authentication—Only the directory server
authenticates itself to the client. The directory server sends the
client a certificate verifying that the server is authentic.
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Field Description

SSL Wallet URL Type the location of the server-side SSL wallet. If you elect to change
the location of the wallet, you must change this parameter. You must
set the wallet location on both the client and the server. For example,
on UNIX, you could set this parameter as follows:

filezhome/my_dirimy_wallet

On Windows NT, you could set this parameter as follows:
fle:CAmy_dinmy_wallet

SSL Wallet Password Type the password for the server-side wallet. This password was set
during creation of the wallet. If you change the password, you must
change this parameter.

SSL Wallet Confirm  Retype the new password in this field when you change the
Password password.

SSL Port The default SSL port is 636. You can change the SSL port.

3. Once you are satisfied with the parameters you have set for the new
configuration set entry, click Apply.

4. Restart the server instance for the command to take effect.

Note: Remember: The changes will not affect the active directory
server instance until you restart it. See "Restarting Directory Server
Instances" on page 3-8.

See Also:  Oracle Advanced Security Administrator’s Guide for
instructions on using the Oracle Wallet Manager to set the location
of the Oracle Wallet and the Oracle Wallet password.

Deleting Configuration Set Entries by Using Oracle Directory Manager
To delete configuration set entries:

1. Inthe navigator pane, expand Server Management > Directory Server.
2. Inthe navigator pane, select the configuration set entry you want to delete.
3. Click Delete on the toolbar.
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Note: Remember: The changes will not affect the active directory
server instance until you restart it. See "Restarting Directory Server
Instances" on page 3-8.

Managing Server Configuration Set Entries by Using Command-Line Tools

Although changing configuration set entries by using Oracle Directory Manager is
desirable, it can sometimes be more convenient to use the available command-line
tools—for example, when you want to make the same set of changes across multiple
Oracle directory servers.

When you add or modify configuration set entries by using the command-line tools,
the input file for adding a new configuration set entry should be written in LDAP
Data Interchange Format (LDIF). It should contain only the attributes and values
that differ from the installed defaults. The directory server uses the attribute values
that you establish in the new configuration set entry to override its own existing
values for these attributes.

See Also: "LDAP Data Interchange Format (LDIF) Syntax" on
page A-2 for information on LDIF

Adding Configuration Set Entries by Using Idapadd

If you are adding a new Oracle directory server instance, you can either use an
existing configuration set entry, or add a new one for the new instance.

To add a new configuration set entry, create an input file, and then load the input
file with ldapadd. Follow these steps:

1. Create the input file in a text editor.

Input files must use LDIF format. When you create the input file, you need to
define or include only those attributes that differ from the current values in that
configuration set entry.
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In this example, the parameter configset2  is the RDN, or local name, of the
new entry, the wallet location is: /[HOME/test/wallet , and the password is
welcome .

dn:cn=configset 2, en=osdldapd, cn=subconfigsubentry
cniconfigset 2
objectclass:orciConfigSet
objectclass:orclLDAPSubConfig
objectclass:top
orclsslauthentication:1
orclsslenable:1

orclsslport5000

orclssiversion:3
orclssiwalletpasswd:welcome
orclssiwalleturifile/HOMEAestvallet

Run lIdapadd with an input file.

At the system prompt, type the command to add the input file. If the previous
example shown were given the file name newconfigs , the ldapadd command
would look something like this:

ldapadd[ ogptions ]-f newconfigs
See Also:
« "LDAP Data Interchange Format (LDIF) Syntax" on page A-2

« "ldapadd Syntax" on page A-11 for a detailed list of options
available with this command

« "Configuration Set Entry Attributes" on page C-5 for a
description of configuration set entry attributes

Modifying and Deleting Configuration Set Entries by Using Idapmodify

To modify or delete an existing configuration set entry, create an input file
containing only the attributes that you want to change, and then load the input file
with the Idapmodify command. Follow these steps:

1.

Create the input file.

When you create the input file, define or include only those attributes that differ
from the installed defaults.

Input files must have LDIF format.
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In the next example, the parameter
cn=configset2,cn=o0sdldapd,cn=subconfigsubentry is the DN, or
local name, of an existing configuration set entry. This example shows how to
modify the ORCLSSLPORT parameter to 7000.

dn:cn=configset 2 cn=osdldapd,cn=subconfigsubentry
changetype: modify
replace: orclssiport
orclsslport: 7000
2. Run Idapmodify referencing the input file.

Type the command to reference the input file at the system prompt. For
example, if the input file were named configfile , your ldapmodify
command would look something like the command shown that follows:

ldapmodify[  options ] -f configfile
See Also:
« "LDAP Data Interchange Format (LDIF) Syntax" on page A-2

« "ldapmodify Syntax" on page A-28 for a more detailed
discussion of Idapmodify, and a list of its options

« "Configuration Set Entry Attributes" on page C-5 for a
description of configuration set entry attributes

Setting System Operational Attributes

An operational attribute—as opposed to an application attribute—pertains to the
operation of the directory itself. Some operational information is specified by the
directory to control the server—for example, the time stamp for an entry. Other
operational information, such as access information, is defined by administrators
and is used by the directory program in its processing. You must have superuser
privileges to set system operational attributes.

This section contains these topics:
« Setting System Operational Attributes by Using Oracle Directory Manager
« Setting System Operational Attributes by Using Idapmodify

See Also:  "Kinds of Attribute Information" on page 2-5
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Setting System Operational Attributes by Using Oracle Directory Manager

You can view and set some of the operational attributes for each Oracle directory
server to which you are connected by using Oracle Directory Manager. To do this,
in the navigator pane, expand Oracle Internet Directory Servers, then select a server.
System operational attributes appear in the right pane.

The next table describes the fields displayed in Oracle Directory Manager for each
system operational attribute.

Field

Description

Default Value

Modifiable?

DIP Repository

Used by the directory replication
server, and indicates whether
change logs are to be generated in
the consumer node for the Oracle
directory integration server to
consume.

FALSE

Yes

Enable Match DN
Processing

If the base DN of a search request is
not found, then the directory server
returns the nearest DN that matches
the specified base DN. Whether the
directory server tries to find the
nearest match DN is controlled by
this attribute. If set to 1, then match
DN processing is enabled. If set to
0, then match DN processing is
disabled.

Yes

Indexed Attribute
Locations

DN for the file containing all
indexed attributes

cn=catalogs

Replication Log Location

DN of the entry holding the change
log in this server

cn=changelog

Replication Status
Location

DN of the entry holding the change
status in this server

cn=changestatus

Process Instance Location

DN of the entry holding the
Instance Registry in this server

cn=subregistrysubentry

No

Replication Agreements

DN of the entry holding the
replication agreement

cn=orclareplagreements

No

Configuration Set Location

DN of the entry holding the top of
the naming context in this server

cn=subconfigsubentry

No

Schema Definition
Location

DN of the schema

cn=subschemasubentry
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Field

Description

Default Value

Modifiable?

Supported Control List

Extension information for any
LDAP operation. The control types
supported by Oracle Internet
Directory are listed as values of the
supportedcontrol attribute in
the root DSE. Each control type has
an associated object identifier
defined by the LDAP standard.The
values of the supportedcontrol
attribute are standard object

identifiers assigned to control types.

manageDSACtrl

No

Password Encryption

Hash algorithm for encrypting the
password. Options are:

. MD4
« MD5
« Noencryption
« SHA
«  UNIX Crypt

MD4

Yes

Enable Statistics Gathering

Indicates whether you want to

enable or disable the Oracle Internet

Directory Server Manageability
framework. To enable, set thisto 1.
To disable, set it to 0.

0

Yes

Enable Anonymous Bind

Indicator of whether anonymous
binds are allowed or not. If set to 1,
then anonymous binds are allowed.
If set to 0 (zero), then they are not
allowed.

1

Yes

Server Mode

Indicator of whether data can be
written to the server. You can
change this value to either
Read/Write or Read Only. Change
the default to Read Only during
replication process.

Read/Write

Choices are
Read/Write
and
Read-Only

Supported LDAP Version

LDAP version that Oracle Internet
Directory supports

LDAP Version 2
LDAP Version 3

Yes

Server Operation Time
Limit

Maximum amount of time, in
seconds, allowed for a search to be
completed

3600

Yes
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Field Description Default Value

Modifiable?

Query Entry Return Limit  Maximum number of entries to be 1000
returned by a search

Yes

Upgrade in Progress Reserved for upgrade FALSE

No

Statistics Collection Specify how often you want to 60
Interval gather sample statistics—that is, the
number of minutes in the interval.
Set this to 1 or more minutes.

Yes

Entry Cache Size in Bytes  Specify the maximum number of 100M
bytes of RAM that the entry cache
can use.

Yes

Maximum Entries in Entry Specify the maximum number of 25,000
Cache entries that can be present in the
entry cache.

Yes

Enable Entry Cache Specify whether entry caching is 1
enabled. The value for enabled is 1;
the value for disabled is O.

Yes

Enable Group Cache The cache of privilege groupsand 1
ACL groups in the directory server.
Using this cache improves the
performance of access control
evaluation for users when privilege
and ACP groups are used in ACI.

Use the group cache when a
privilege group membership does
not change frequently. If a privilege
group membership does change
frequently, then it is best to turn off
the group cache. This is because, in
such a case, computing a group
cache increases overhead.

Yes

Directory Version The version or release of Oracle 2.1.1.0.0
Internet Directory that you are
using

No
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Setting System Operational Attributes by Using Idapmodify

The modifiable system operational attributes are:

Attribute

Description Default

namingContexts

Topmost DNs for the naming contexts none
contained in this server. You must have

super user privileges to publish a DN

as a naming context.

orclCryptoScheme Hash algorithm for encrypting the MD4
password. Options are:
. MD4
. MD5
« Noencryption
. SHA
«  UNIX Crypt
orclSizeLimit Maximum number of entries to be 1000

returned by a search

orclServerMode

Specification as to whether data can Read/Write
be written to the server. Change the

default to Read-Only during

replication process.

orclTimeLimit

Maximum amount of time, in seconds, 3600
allowed for a search to be completed

orclecacheenabled

Specification as to whether entry 1
caching is enabled. The value for

enabled is 1; the value for disabled is

0.

orclecachemaxsize

Maximum number of bytes of RAM 100M
that the entry cache can use.

orclecachemaxentries

Maximum number of entries thatcan 25,000
be present in the entry cache.

orcIDIPRepository

Used by the directory replication FALSE
server, and indicates whether change

logs are to be generated in the

consumer node for the Oracle

directory integration server to

consume.
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Attribute

Description Default

orclEnableGroupCache

The cache of privilege groupsand ACL 1
groups in the directory server. Using

this cache improves the performance

of access control evaluation for users
when privilege and ACP groups are

used in ACI.

Use the group cache when a privilege
group membership does not change
frequently. If a privilege group
membership does change frequently,
then it is best to turn off the group
cache. This is because, in such a case,
computing a group cache increases
overhead.

orclMatchDNEnabled

If the base DN of a search request is 1
not found, then the directory server
returns the nearest DN that matches

the specified base DN. Whether the
directory server tries to find the

nearest match DN is controlled by this
attribute. If set to 1, then match DN
processing is enabled. If set to 0, then
match DN processing is disabled.

Orclanonymousbindsflag

Specification as to whether 1
anonymous binds are allowed or not.

If set to 1, then anonymous binds are
allowed. If set to 0 (zero), then they are
not allowed.

orclStatsPeriodicity

Specification as to how often you 60
want to gather sample statistics—that

is, the number of minutes in the

interval. Set this to 1 or more minutes.

orclStatsFlag

Indicates whether you want to enable 0
or disable the Oracle Internet Directory
Server Manageability framework. To
enable, set this to 1. To disable, set it to

0.

Note: Entry caching is automatically disabled in multiserver OID

instances, irrespective of the value of orclecacheenabled.
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See Also:  "ldapmodify Syntax” on page A-28 for a more detailed
discussion of Idapmodify, and a list of its options

Managing Naming Contexts

To enable users to search for specific naming contexts, you can publish those
naming contexts. To do this, you specify the topmost entry of each naming context
as a value of the namingContexts  attribute in the root DSE.

For example, suppose you have a DIT with three major naming contexts, the
topmost entries of which are c=uk , c=us , and c=de . If these entries are specified as
values in the namingContexts  attribute, then a user, by specifying the appropriate
filter, can find information about them by searching the root DSE. The user can then
focus the search—for example, by concentrating on the c=de naming context in
particular.

To publish a naming context, you can use either Oracle Directory Manager or
Idapmodify. The namingContexts  attribute is multi-valued, so you can specify
multiple naming contexts.

To search for published naming contexts, perform a base search on the root DSE
with objectClass  =* specified as a search filter. The retrieved information
includes those entries specified inWthe namingContexts  attribute.

Before you publish a naming context, be sure that;

= You are a directory administrator with the necessary access to the root DSE
= The topmost entry of that naming context exists in the directory

This section contains these topics:

= Publishing Naming Contexts by Using Oracle Directory Manager

= Publishing Naming Contexts by Using Idapmodify

Publishing Naming Contexts by Using Oracle Directory Manager

1. Inthe navigator pane, expand Oracle Internet Directory Servers and select the
directory server on which you want to specify a naming context. The
corresponding tab pages for that directory server appear in the right pane.
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2. Inthe System Operational Attributes tab page, in the Naming Contexts field,
enter the topmost DN of the naming context you want to publish. You can also
click Browse to open a search window.

3. Click Apply.

Publishing Naming Contexts by Using Idapmodify
The following example input file specifies the entry c=uk as a naming context.

dn:

changetype: modify
add: namingcontexts
namingcontexts: c=uk

Managing Super Users, Guest Users, and Proxy Users

A super user is a special directory administrator who typically has full access to
directory information. The default user name of the super user is orcladmin ; the
default password is welcome . Oracle Corporation recommends that you change the
password immediately.

A guest user is one who is not an anonymous user, and, at the same time, does not
have a specific user entry. The default user name for a guest user is guest ; the
default password is guest .

A proxy user, as described in "Indirect Authentication" on page 10-5, is typically
used in an environment with a middle tier such as a firewall or a RADIUS server.
The default user name for a proxy user is proxy ; the default password is proxy .

You can administer user names and passwords for the super, guest, and proxy users
by using either Oracle Directory Manager or Idapmodify.

Note: Itis possible to log on to the Oracle Directory Manager
without giving a user name or password. If you do this, you have
the privileges specified for an anonymous user. Anonymous users
should have very limited privileges.

See Also:  Chapter 12, "Directory Access Control" for information
on how to set access rights
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This section contains these topics:

« Managing Super, Guest, and Proxy Users by Using Oracle Directory Manager

« Managing Super, Guest, and Proxy Users by Using Idapmodify

Managing Super, Guest, and Proxy Users by Using Oracle Directory Manager

Note: The passwords for superusers, guest users, and proxy users
are encrypted by default. You cannot modify them to send them in

the clear.

To set a user name or password for a super user, a guest user, or a proxy user by
using Oracle Directory Manager:

1. Inthe navigator pane, expand Oracle Internet Directory Servers.

2. Select a server. The group of tab pages for that server appear in the right pane.

3. Select the System Passwords tab. This page displays the current user names and
passwords for each type of user. Note that passwords are not displayed in the

password fields.

The next table lists and describes the fields in the System Passwords tab page.

Field

Description

Super User Name

Type the super user name. The default is orcladmin

Super User Password

Type the super user password. The default is welcome . You should
change this password immediately.

Guest Login Name

Type the guest login name. Guests have privileges determined by
the access control policy pointin the directory. The default is
guest .

Guest Login Password

Type the guest login password. The default is guest .

Proxy Login Name

Type the proxy login name. Proxy users have privileges determined
by the ACPs in the directory. The default is proxy .

Proxy Login Password

Type the proxy login password. The default is proxy . You should
change this password immediately.
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4. Edit the appropriate field in the System Passwords tab page. To save your
changes, click Apply.

Managing Super, Guest, and Proxy Users by Using Idapmodify

To set or modify a user name or password for a superuser, a guest user, or a proxy
user, use ldapmodify to modify the appropriate attribute:

User Name/Password  Attribute

Super user name orclsuname

Super user password orclsupassword

Guest user name orclguname

Guest user password orclgupassword

Proxy user name orclprname

Proxy user password orclprpassword

For example, to change the password of the super user to superuserpassword
use Ildapmodify to modify the directory-specific entry (DSE) by using an LDIF file
containing the following:

dn:

changetype:modify
replace:orclsupassword
orclsupassword:superuserpassword

See Also:  "ldapmodify Syntax” on page A-28 for Idapmodify
syntax and usage notes.

Configuring Searches

You can set the maximum number of entries returned in searches, as well as the
maximum amount of time, in seconds, for searches to be completed. You can do
both of these by using either Oracle Directory Manager or Idapmodify.

This section contains these topics:
« Configuring Searches by Using Oracle Directory Manager

« Configuring Searches by Using Idapmodify
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Configuring Searches by Using Oracle Directory Manager

You can use Oracle Directory Manager to set the maximum number of retries
returned in searches and the maximum amount of time to allow for searches.

Setting the Maximum Number of Entries Returned in Searches by Using Oracle
Directory Manager

1.

In the navigator pane, expand Oracle Internet Directory Servers and select a
directory server instance. The group of tab pages for that server appear in the
right pane.

In the System Operational Attributes tab page, in the Query Entry Return Limit
field, enter the maximum number of entries to be returned by a search. The
default is 1000.

Click Apply.

Setting the Maximum Amount of Time For Searches by Using Oracle Directory
Manager

1.

In the navigator pane, expand Oracle Internet Directory Servers and select a
directory server instance. The group of tab pages for that server appear in the
right pane.

In the System Operational Attributes tab page, in the Server Operation Time
Limit, enter the maximum number of seconds for a search to be completed. The
default is 3600.

Click Apply.
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Configuring Searches by Using Idapmodify

You can use ldamodify to set the maximum number of retries returned in searches
and the maximum amount of time to allow for searches.

Setting the Maximum Number of Entries Returned in Searches by Using
ldapmodify

The following example changes the maximum number of entries to be returned in
searches to 500.

Idapmodify -h myhaost -p 389 -v <<EOF
dn:

changetype: modify

replace: orclsizelimit

orclsizelimit: 500

EOF

Setting the Maximum Amount of Time For Searches by Using Idapmodify
The following example changes the maximum amount of time for a search to 2400.

Idapmodify -h myhost -p 389 -v <<EOF
dn:

changetype: modify

replace: orclimelimit

orcltimelimit: 2400

EOF

See Also:  "ldapmodify Syntax" on page A-28

Monitoring, Debugging, and Auditing the Directory Server
This section contains these topics:
« Setting Debug Logging Levels
« Using the Audit Log
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Setting Debug Logging Levels

You can set debug logging levels by using either Oracle Directory Manager or the
OID Control Utility.

This section contains these topics:
« Setting Debug Logging Levels by Using Oracle Directory Manager
« Setting Debug Logging Levels by Using the OID Control Utility

Setting Debug Logging Levels by Using Oracle Directory Manager
To set the debug logging level:

1. Inthe navigator pane, expand Oracle Internet Directory Servers and select a
server instance. The group of tab pages for that server appear in the right pane.

2. Select the Debug Flags tab.

Ordinarily, you can leave the check boxes on this tab page unselected. However,
to generate a log for a specific problem, use this tab page to specify the debug
logging level.

Setting Debug Logging Levels by Using the OID Control Utility

To set debug logging levels by using the OID Control Utility, restart the Oracle
directory server using the -debug flag for an LDAP server, and the -d flag for the
replication server. Use the debug level number based on Table 5-1.

Because debug levels are additive, you need to sum together the numbers
representing the functions that you want to activate, and use that sum in the
command-line option.

By default, debug logging is turned off. To turn it on, modify the directory-specific
entry (DSE) attribute orcldebugflag to the level you want. You can configure
debug levels to one of the following levels.

To see debug log files generated by the OID Control Utility, navigate to $ORACLE _
HOM#Adap/log
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Table 5-1 provides the complete list of debug logging levels.

Table 5-1 Debug Logging Levels

Logging Level Value Provides Information Regarding

1 Trace function calls
2 Debug packet handling
4 Heavy trace debugging (more information than level 1)
8 Connection management, related to network activities
16 Packets sent and received between server and client
32 Search filter processing
64 Configuration file processing
128 Access control list processing
256 Log of operations and results for each connection
512 Log of entries sent
1024 Log of communication with the back-end—that is, with the
database
2048 Entry parsing
4096 Schema-related operations
32768 Replication-specific operations
65535 All possible debugging operations/data

For example, to trace function calls (1) and active connection management (8), enter
9 as the debug level (8 + 1 = 9) as follows:

oidct server=oidldapd instance=1 flags="-debug 9’ restart

oidct server=oidrepld instance=1 flags=-h my_host -p 389 -d 9 restart

This example restarts both the Oracle directory server as well as the Oracle
directory replication server with the debugging flags.

Using the Audit Log

The audit log records critical events on the Oracle directory server that are
important from both a security and an operational point of view. Because the log
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generation depends on events on the directory server, you cannot create audit log
entries. Only the directory server itself can create them.

The audit log is made up of regular directory entries, one entry for each event. You
can query the audit log by using Idapsearch, and you can view the audit log entries
by using Oracle Directory Manager.

By default, audit logging is disabled. To enable it, modify the directory-specific
entry (DSE) attribute orclauditlevel to the level you want. You can configure
audit levels to audit only selected events.

See Also:

« "Auditable Events" on page 5-29 for a listing of audit levels

« "Setting the Audit Level" on page 5-30 for instructions on
specifying the audit level

« "Searching for Audit Log Entries by Using Oracle Directory
Manager" on page 5-32

« "Searching for Audit Log Entries by Using Idapsearch" on
page 5-34

« "ldapdelete Syntax" on page A-16

Structure of Audit Log Entries

Each audit log entry contains the orclAuditoc object class. Like all other
structural object classes, orclAuditoc inherits from top . Its attributes include:

Attribute Description

orclsequence Used to create the name of the entry. The name is generated using a
database sequence.

orcleventtype Specifies the type of event that occurred. This is a cataloged
attribute.

orcleventtime Specifies the time at which the event occurred. This is formatted in

UTC (Coordinated Universal Time). UTC is indicated by a z at
the end of the value. For example, orcleventtime:
199811281010z

orcluserdn Specifies the identity of the user who logged into the Oracle
directory server to perform the operation. This attribute is
cataloged.
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Attribute Description

orclopresult Specifies the outcome of the operation. It states either SUCCESS if
the operation succeeds, or the reason why the operation failed.

orclauditmessage Specifies the textual message. This attribute is not cataloged.

objectclass Contains the preset values top and orclauditoc

Note that the audit log entries do not become part of a regular search result set even
though the search filter can satisfy the query criteria. For example, a search with the
condition objectclass=top does not yield results from the auditlog entries. Only
a search with cn=auditlog  as the base of the search can find audit log entries.

Note: By default, the attributes orcleventtype and

orcluserdn  are indexed at installation of Oracle Internet
Directory. If you drop the indexes from these attributes, you cannot
search for them. To re-create the index for these attributes, use the
Catalog Management tool. See "Indexing an Attribute by Using
Command-Line Tools" on page 6-30.

See Also:

« "The Catalog Management Tool" on page A-25 for information
about cataloged attributes

« "Object Class Types" on page 2-9 for a description of top
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Position of Audit Log Entries in the DIT

The audit log container is part of the DSE. It holds its entries as children, organized
according to the orclsequence  attribute. See Figure 5-2.

Figure 5-2 Sample Audit Log in DSE

DSE

cn=auditlog

orclsequence=1 orclsequence=2

orclsequence: 1

orcleventtime: 199811281010z

orclauditmessage: Adding Attribute: (1.2.32.43.3.NAME 'myattr' SYNTAX '1.2.3.4.5.6.7")
orcleopresult: Invalid syntax.

orcluserdn: cn=orcladmin

objectclass: top

objectclass: orclauditoc

Auditable Events

Table 5-2 shows the auditable events and their audit levels. The third column,
Audit Levels, contains hexidecimal values. You can audit more than one event by
adding their corresponding values found in this column.

Table 5-2  Auditable Events

Event Description Audit Levels

Superuser login Super user bind to the server (successes or  0x0001
failures)

Schema element Addition of a new schema element 0x0002

add/replace (successes or failures)

Schema element Deletion of a schema (successes or failures) 0x0004

delete

Bind Unsuccessful bind cases 0x0008

Access violation Access denied by access control policy  0x0010
point

directory-specific Changes to a DSE (successes or failures) 0x0020

entry (DSE)

modification
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Table 5-2 (Cont.) Auditable Events

Event Description Audit Levels

Replication login Replication server authentication 0x0040
(successes or failures)

ACL modification Changes to an access control list (ACL) 0x0080

User password Modification of user password attribute 0x0100
modification
Add Idapadd operation (successes or failures) 0x0200
Delete Idapdelete operation (successes or failures) 0x0400
Modify Idapmodify operation (successes or 0x0800
failures)
ModifyDN ldapModifyDN operation (successes or 0x1000
failures)
Setting the Audit Level
The setting for the DSE attribute orclauditlevel indicates the current audit

level. You can enable or disable the events described in the previous section. A
value of 0 for this attribute, which is the default, disables auditing.

You can set the audit level by using either Oracle Directory Manager or Idapmodify.
This section describes both methods.

Setting the Audit Level by Using Oracle Directory Manager To set the audit level by using
Oracle Directory Manager:

1. Inthe navigator pane, expand Oracle Internet Directory Servers and select the
directory server instance.

2. Inthe right pane, select the Audit Mask Levels tab page.
3. Select the check box for the audit level you want to use.
4. Click Apply.

Both successful and unsuccessful events are entered into the audit log if they are
selected, except:

« Bind, which logs only unsuccessful bind attempts

« Access Violation, which logs only events in which access is denied by an ACP.
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Restart the directory server instance after any changes are made to
orclauditlevel for the changes to take effect.

See Also:  "Restarting Directory Server Instances" on page 3-8 for
instructions on how to restart the directory server

See Also: "Auditable Events" on page 5-29 for a description of
each audit level

Setting the Audit Level by Using Idapmodify ~ To audit more than one event, add the
values of their the audit masks. For example, suppose you want to audit the
following three events:

Event Audit Level Value
Schema element delete 0x0004 4
DSE modification 0x0020 32
Add 0x0200 512
Total 548

The total value of the audit levels is 548. The Idapmodify command would therefore
look something like this:

Idapmodify 4p port -h host << EOF
dn:

changetype:modify

replace: orclauditievel
orclauditievel: 548

EOF

Restart the directory server instance after any changes are made to
orclauditlevel for the changes to take effect.

See Also:  "Restarting Directory Server Instances" on page 3-8 for
instructions on how to restart the directory server

Searching for Audit Log Entries

You can search for audit log entries by using either Oracle Directory Manager or
Idapsearch.
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Searching for Audit Log Entries by Using Oracle Directory Manager

To use Oracle Directory Manager to view audit log entries:

1.

In the navigator pane, expand Oracle Internet Directory Servers > directory_
server_instance, and select Audit Log Management. The corresponding right
pane appears.

In the Max Results (entries) field, type the maximum number of entries you
want your search to retrieve. The default is 200. The directory server retrieves
the number you specify, up to 1000.

In the Max Search Time (seconds) box, type the maximum number of seconds
for the duration of your search. The value you enter here must be at least that of
the default, namely, 25. The directory server searches for the amount of time
you specify, up to one hour.

In the Search Criteria box, use the lists and text fields on the search criteria bar
to focus your search.

a. From the list at the left end of the search criteria bar, select an attribute of
the entry for which you want to search. Because not all attributes are used
in every entry, be sure that the attribute you specify actually corresponds to
one in the entry for which you are searching. Otherwise, the search fails.

b. From the list in the middle of the search criteria bar, select a filter. Options
are:

Filter Description

Begins With Searches by using only the first few characters of the attribute’s value.

Ends With Searches for an entry by using only the last few characters of the

specified attribute’s value.

Contains Searches for an entry in which the attribute you specified includes, but

is not necessarily limited to, the value you enter.

Exact Match Searches for an entry whose specified attribute is the same as the value

you enter.

Greater or Equal  Searches for an entry in which the specified attribute is numerically or

alphabetically greater than or equal to the value you enter.

Less or Equal Searches for entries in which the specified attribute is numerically or

alphabetically less than or equal to the value you enter.
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Filter Description

Present Determines if an entry with the specified attribute is present at that

level of the tree. You do not need to enter a value to use this
relationship.

c. Inthe text box at the right end of the search criteria bar, type the value for
the attribute you just selected. For example, if the attribute you selected was

cn, you could type the particular common name you want to find.

To further refine your search, use the buttons in the Search Criteria box to
enhance the search criteria bar.

Button Description

New Creates a new search criteria bar in the Search Criteria field. This button is

enabled only when the Search Criteria field is empty.

And

Creates another search criteria bar in the Search Criteria field. Matches all

entries with one specified attribute with those that also have another specified

attribute. For example, cn=Baldwins And title=Laborer retrieves all
Baldwins who are also laborers.

Or

Creates another search criteria bar in the Search Criteria field. Matches all
entries with either one specified attribute or another. For example,

titte=Laborer Or title=Foreman retrieves all employees who are either

laborers or foremen.

Not

Negates the criterion in the selected search criteria bar and retrieves all entries

that do not have the specified criterion. For example, cn=Frank And Not
titte=Laborer retrieves all persons named Frank who are not laborers.

Dele

te Deletes a selected search criteria bar

Click Search. The results of your search appear in the Distinguished Name box.

To view the properties of a particular audit log entry, select it in the
Distinguished Name box, then click View Properties. The Audit Log Entry
dialog box displays the properties for the audit log entry you selected.

See Also:  "Configuring Searches" on page 5-22 for instructions on
setting the number of entries to display in searches, and to set the
time limit for searches
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Searching for Audit Log Entries by Using |dapsearch The DN for the audit log container
is cn=auditlog . To search for audit log entries, perform a subtree or one-level
search, with the container object cn=auditlog  as the base of the search.

See: "ldapsearch Syntax" on page A-20

Purging the Audit Log

You can use bulkdelete to purge audit log objects under the container
cn=auditlog . Run the following command:

bulkdelete.sh -connect net senice name  -base "cn=auditiog"

Viewing Active Server Instance Information

To view information about any active directory server instance—including type,
instance number, debug level, host name, and configuration parameters—use
Oracle Directory Manager. To do this:

1. Inthe navigator pane, expand Oracle Internet Directory Servers and select a
directory server. The group of tab pages for that directory server instance
appear in the right pane.

2. Select the Server Management tab. This displays basic information—namely,
type, instance number, debug level, and host name—for all active directory
server instances.

3. To see configuration parameters for a particular directory server instance, select
the directory server instance, then click View Properties. The Server Process
dialog box displays configuration parameters for the directory server instance
you selected. Note that you cannot change configuration parameters in this
dialog box. To change them, you must change the configuration set entry on
which they are based.

See Also:  "Managing Server Configuration Set Entries by Using
Oracle Directory Manager" on page 5-4 for instructions on changing
configuration set entries

Changing the Password to an Oracle Database Server

The Oracle Internet Directory uses a password when connecting to an Oracle
database. The default for this password when you install Oracle Internet Directory
is ODS. You can change this password by using the OID Database Password
Utility.
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See Also:  "The OID Database Password Utility" on page A-56

Dereferencing Alias Entries

This section explains concepts about dereferencing alias entries, the usage model,
and includes a list of messages.

This section contains these topics:
«  Concepts for Dereferencing Alias Entries
« Using Alias Entry Dereferencing

= Success and Error Messages

Concepts for Dereferencing Alias Entries

Alias entries in the LDAP directory enable one entry to point to another entry, so
you can devise structures that are not strictly hierarchical. Alias entries perform a
function like symbolic links in the UNIX file system or shortcuts in the Windows
95/NT file system.

In Figure 5-3, the ou=uk sales,ou=global sales,o=oracle,c=us entry is
an alias entry pointing to the ou=sales,o=oracle,c=uk entry. The pointer (like
all information) is held as an attribute, the aliased object name attribute of the alias
entry. Alias entries have special object class alias to distinguish them from object
entries in a directory.

Alias Objectclass Definition
(255.6.1 NAME "alias’ SUP top STRUCTURAL MUST aliasedObjectName)

Aliased Objectname Definition

(2.4.5.1 NAME "aliasedOhjectName" EQUALITY distinguishedNmameMatch SYNTAX
1.36.1.4.1.1466.115.121.1.12 SINGLE-VALUE)
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Figure 5-3 Alias Entries Example

Root

c=uk @ MyCompany

>{=oracle

‘ou=sales \. ou=marketing

o=oracle

ou=Global
Sales

ou=st

Alias Entry ° cn=James ® cn=Adams

ou=UK sales
Anyone referencing ou=uk sales,ou=global sales,o=oracle,c=us is
automatically rerouted to the real entry ou=sales,o=oracle,c=uk by the LDAP

server. This process is called alias dereferencing.

Using Alias Entry Dereferencing
This section contains these topics:

« Adding an Alias Entry
« Searching the Base

« Searching One-Level

« Searching a Subtree

« Modifying Alias Entries

Adding an Alias Entry

Use the following LDIF to create a normal entry and an alias entry pointing to the
real entry. When you add the information in the steps, the tree in Figure 5-4 is the
result.

1. Create a sample.Idif file with the following entries:

dn: c=us
cus
objectclass: country
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dn: o=oracle, c=us
o: oracle
objectclass:organization

dn: ou=Areal, c=us

objectclass: alias
aliasedObjectName: o=oracle, c=us

dn: cn=John Doe, o=oracle, c=us
cn: John Doe
objectclass: person

dn: cn=President, o=oracle, c=us

objectclass: alias
aliasObjectName: cn=John Doe, o=oracle, c=us

2. Add entries to the directory using the following command:

Idapadd -p <port>-h <host> -f sample.Idif

Note: When you add an alias entry whose parent is an alias entry,
the LDAP server will return an error.

See Also:  Entry Alias Dereferencing Messages on page 5-41 for
error messages

Figure 5-4 Resulting Tree when Creating the sample.ldif File

c=US

ou=Areal A® o=MyCompany

cn=President ( A® cn=John Doe
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In Figure 5-4, the letter A represents an alias entry, where:
« ou=Areal isan alias pointing to o=oracle

« cn=President isan alias pointing to cn=John Doe

Searching the Base
A base search finds the top-most level of the alias entry you specify.

For example, perform a base search of "ou=Areal,c=us"  with a filter of

"objectclass=*" with the -deref option LDAP_DEREF_FINDINGas follows:
Idapsearch -p <port> -h <host> -b "ou=Areal,c=us" -afind -s base
“objectclass=*’

The directory server, during the base search, looks up the base specified in the
search request and returns it to the user if located. If the base is an alias entry and,
as in the example, -a find  is specified in the search request,then the LDAP server
automatically dereferences the alias entry and returns the dereferenced entry.
Therefore, the search dereferences ou=Areal,c=us (which is an alias entry) and
o=oracle,c=us is returned.

Searching One-Level
A one-level search finds only the child to the base level you specify.

In each search you specify, there are flags you can set. The search is performed
based on the flag you specify.

The flags are as follows:

Flag Content

LDAP_DEREF_NEVER -a never
LDAP_DEREF_FINDING -a find

By default, the dereference flag in Idapsearch is LDAP_DEREF_NEVERhat is, -a
never ) and thus the LDAP server does not perform any dereferencing for alias
entries.
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For example, perform a one-level search of "ou=Areal,c=us"  with a filter of
"objectclass=*" with the -deref  option set to LDAP_DEREF_FINDING (-a
find) as follows:

ldapsearch -p <port> -h <host>-b "ou=Areal,c=us" -afind-sone
"objectclass=*"

The search operation is performed by the LDAP server in two steps.
1. The LDAP server searches for the base that is specified in the search request.

2. When the LDAP server locates the base, then it looks up all one-level entries
under this base and returns entries that match the filter criteria.

In the example, -a find  is specified in the search request, thus the LDAP server
automatically dereferences while looking up the base (the first step), but does not
dereference alias entries that are one level under the base. Therefore, the search
dereferences ou=Areal,c=us (which is an alias entry) and then looks up one-level
entries under o=oracle,c=us . One of the one-level entries is
cn=President,o=oracle,c=us that is not dereferenced and is returned as is.

Thus, the search returns cn=President,o=oracle,c=us and cn=John
Doe,o=oracle,c=us

Searching a Subtree
A subtree search finds the base, children, grand children, (the family tree).

In each search you specify, there are flags you can set. The search is performed
based on the flag you specify.

The flags are as follows:

Flag Content

LDAP_DEREF_NEVER -a never
LDAP_DEREF_FINDING -a find

By default, the dereference flag in Idapsearch is LDAP_DEREF_NEVERhat is, -a
never ) and thus the LDAP server does not perform any dereferencing for alias
entries.

For example, perform a subtree search of "ou=Areal,c=us"  with a filter of
"objectclass=*" with the -deref option LDAP_DEREF_FINDINGas follows:

ldapsearch -p <port> -h <host> -b "ou=Areal,c=us" -a find -s one "objectclass=*"'
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The search operation is performed by the LDAP server in two steps.
1. The LDAP server searches for the base that is specified in the search request.

2. When the LDAP server locates the base, then it looks up all entries under this
base and returns entries that match the filter criteria.

In the example, -a find  is specified in the search request, thus the LDAP server
automatically dereferences while looking up the base (the first step), but does not
dereference alias entries that are under the base. Therefore, the search dereferences
ou=Areal,c=us (which is an alias entry) and then looks up entries under
o=oracle,c=us . One of the entries is cn=President,o=oracle,c=us that is
not dereferenced and is returned as is.

Thus, the search returns the following:
« O=oracle,c=us
« cn=john doe,o=oracle,c=us

« cn=President,o=oracle,c=us

Modifying Alias Entries
You can modify alias entries.
For example, create a sample.ldif file with following entries;

dn: cn=President, o=oracle, c=us

changetype : modify
replace: aliasObjectName
aliasObjectName: cn=XYZ, o=oracle, c=us

Modify the alias entry using the following command:
Idapmodify -p <port>-h <host> -f sample.Idif
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Success and Error Messages

The following messages are returned when encountering the alias issue in the

description column.

Table 5-3  Entry Alias Dereferencing Messages

Message

Description

Alias Problem

Alias Dereferencing
Problem

No Such Object

Invalid DN Syntax

Success

Insufficient Access Rights

The error message returns to the client when either of the
following occur:

An alias was dereferenced, but it did not point to an entry in
the DIT.

The user tries to add an alias entry whose parent is an alias.

The error message returns to the client when the user is not
allowed to dereference an alias because of access control issues.

The error message returns to the client when the server is not
able to find the base DN specified in the search request.

When adding or modifying an alias entry, if the value specified
for aliasedObjectName  has invalid DN syntax, then the
LDAP server returns an invalidDNSyntax error message to
the client.

The LDAP server returns a success message when the client
operation successfully completes.

When the dereferenced target does exist but does not match the
filter specified in the search request, the server returns a
success message with no matched entry.

The error message returns if the user does not have access to
the dereferenced entry.
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6

Directory Schema Administration

This chapter explains how to administer the Oracle Internet Directory object classes
and attributes.

This chapter contains these topics:

« About the Directory Schema

« About Object Class Management

« Managing Object Classes by Using Oracle Directory Manager
« Managing Obiject Classes by Using Command-Line Tools

« About Attribute Management

« Managing Attributes by Using Oracle Directory Manager

« Managing Attributes by Using Command-Line Tools

« Viewing Matching Rules

« Viewing Syntaxes
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About the Directory Schema
A directory schema does the following:
« Contains rules about the kinds of objects you can store in the directory

« Contains rules for how directory servers and clients treat information during
operations such as a search

« Helps to maintain the integrity and quality of the data stored in the directory
« Reduces duplication of data

« Provides a predictable way for directory-enabled applications to access and
modify directory objects

The directory schema contains all information about how data is organized in the
DIT. It includes attribute types, and the syntaxes and matching rules that apply to
them. It also contains the various groupings of attributes, called object classes.

This chapter discusses each of these elements.

See Also:  "The Directory Schema" on page 2-12

About Object Class Management

This section explains how to add and modify an object class. Oracle Corporation
recommends that you understand the basic concepts of directory components
before attempting to add to or modify the base schema in the directory.

See Also:

« "Object Classes" on page 2-8 for a conceptual overview of object
classes

« Appendix C, "Schema Elements" for a list of schema
components installed with Oracle Internet Directory
This section contains these topics:
« Guidelines for Adding Object Classes
« Guidelines for Modifying Object Classes

« Guidelines for Deleting Object Classes
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Guidelines for Adding Object Classes

When you add directory entries, you select object classes for those entries. The
attributes of an entry are determined by the object classes to which that entry is
assigned.

Entries must be loaded in a top-down sequence. When you add an entry, all of its
parent entries must already exist in the directory. Similarly, when you add entries
that reference object classes and attributes, those referenced object classes and
attributes must already exist in the directory schema. In most cases this will not be a
problem since the directory server is delivered with a full set of standard directory
objects.

Note: Every schema object in the Oracle Internet Directory has
certain limitations. For example, some objects cannot be changed.
These limitations are explained as constraints and rules in this
chapter.

The attributes that entries inherit from an object class may be either mandatory or
optional. Optional attributes need not be present in the directory entry.

You can specify for any object class whether an attribute is mandatory or optional;
however, the characteristic you specify is binding only for that object class. If you
place the attribute in another object class, you can again specify whether the
attribute is mandatory or optional for that object class. You can:

« Select from existing standard object classes

« Add a new, non-standard object class and assign it existing attributes
« Modify an existing object class, assigning it a different set of attributes
» Add and modify existing attributes

See Also: "About Attribute Management" on page 6-15

Administrators typically assign object classes to entries based on the attributes
present in that object class. However, a superclass lets you take advantage of
inheritance—that is, the object classes selected for an entry have a hierarchy of
superclasses from which they inherit mandatory and optional attributes. By default,
all object classes inherit from the top object class.

When you add or perform an operation on an entry, you do not need to specify the
entire hierarchy of superclasses associated with that entry. This feature, called object
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class explosion, enables you to specify only the leaf object classes. Oracle Internet
Directory resolves the hierarchy for the leaf object classes and enforces the
information model constraints. For example, the inetOrgPerson  object class has
top , person and organizationalPerson as its superclasses. When you create
an entry for a person entry, you need to specify only inetOrgPerson  as the object
class. Oracle Internet Directory then enforces the schema constraints defined by the
respective superclasses, namely, top , person , and organizationalPerson

When you add object classes, keep the following guidelines in mind:
« Every structural object class must have top as a superclass.

« The name and the object identifier of an object class must be unique across all
the schema components.

« Schema components referred to in the object class, such as superclasses, must
already exist.

« The superclass of an abstract object class must be abstract also.

« Itis possible to redefine mandatory attributes in a superclass into optional
attributes in the new object class. Conversely, optional attributes in a superclass
can be redefined into mandatory attributes in the new object class.

See Also:  "Subclasses, Superclasses, and Inheritance" on page 2-9
for a conceptual discussion of these terms

Guidelines for Modifying Object Classes

This section discusses the types of modifications you can make to an existing object
class. You can perform modifications through Oracle Directory Manager and
through the command-line tools.

You can make these changes to an object class:

« Change a mandatory attribute into an optional attribute
« Add optional attributes

« Add additional superclasses

« Convert abstract object classes into structural or auxiliary object classes unless the
abstract object class is a superclass to another abstract object class

When you modify object classes, keep these guidelines in mind:

= You cannot modify an object class that is part of the standard LDAP schema.
You can, however, modify user-defined object classes. Also, if existing object
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classes do not have the attributes you need, you can create an auxiliary object
class and associate the needed attributes with it.

You cannot add additional mandatory attributes to an existing object class.
You cannot modify object classes in the base schema.
You cannot remove attributes or superclasses from an existing object class.
You cannot convert structural object classes to other object class types.
You should not modify an object class if there are entries already associated
with it.

See Also:

« "Managing Object Classes by Using Oracle Directory Manager"
on page 6-6

« "Managing Object Classes by Using Command-Line Tools" on
page 6-14

Guidelines for Deleting Object Classes
There are also some limitations on deleting object classes:

You cannot delete object classes from the base schema.

You can delete object classes that are not in the base schema as long as they are
not directly or indirectly referenced by other schema components. For example,
there may be some directory entries referring to these object classes. Deleting
these object classes renders these entries inaccessible.

Note: Oracle Internet Directory does not enforce these rules. They
are provided here as guidelines.
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Managing Object Classes by Using Oracle Directory Manager

This section contains these topics:

Searching for Object Classes by Using Oracle Directory Manager
Viewing Properties of Object Classes by Using Oracle Directory Manager
Adding Object Classes by Using Oracle Directory Manager

Modifying Object Classes by Using Oracle Directory Manager

Deleting Object Classes by Using Oracle Directory Manager

Searching for Object Classes by Using Oracle Directory Manager
You can specify your search for an object class by:

Selecting an object class property, for example, a name or an object identifier
Entering a value for the property you selected

Selecting a search filter specifying the relationship between the object class
property you selected and the value you entered, for example, Begins With or
Exactly Matches

This section provides more details on how to enter an object class search.

To search for an object class:

1.

In the navigator pane, select Schema Management. The Schema Management
tab pages appear in the right pane.

Click the Find Obiject Classes button at the lower right of the right pane, or,
from the menu bar, click Edit > Find Object Classes. The Find: Object Classes
dialog box appears.
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3. Inthe menu farthest to the left on the search criteria bar, select the property of
the object class for which you want to search. Options are:

Option Description

Name Name of the object class for which you are searching. For example,
the phrase Name Exact Match subAcl gives you the subAcl
object class.

Object ID Obiject Identifier for the object class for which you are searching.
For example, the phrase Object ID Begins With 2.5.2 gives
you a list of object classes whose object identifiers begin with 2.5.2.

Description Word in the description field. For example, the phrase
Description Contains Shoe gives you a list of object classes
with the word shoe in the description column.

Type Type of object class for which you are searching, whether abstract,
structural, or auxiliary

Superclass Class from which the object class for which you are searching is

derived

Mandatory Attributes

Mandatory attributes of the object class for which you are
searching. For example, the phrase Mandatory Attributes

Contains cn  gives you a list of all object classes in which the cn
attribute is mandatory.

Optional Attributes

Optional attributes of the object class for which you are searching

Note: Not all attributes are used in every object class. Be sure that
the attribute you specify actually corresponds to one in the object
class for which you are looking. Otherwise, the search will fail.

4. Inthe menu in the middle of the search criteria bar, select the filter you want to
use for your search. Options are:

Filter Description

Begins With Searches by using only the first few characters of the property of the
object class for which you are searching. For example, the phrase Type
Begins With aux gives you a list of all of the auxiliary object classes.
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Filter

Description

Ends With

Searches by using only the last few characters of the property of the
object class for which you are searching. For example, the phrase Type
Ends With ral gives you a list of all of the structural object classes.

Contains

Searches for object classes in which the property you selected includes,
but is not necessarily limited to, the value you enter. For example, the
phrase Optional Attributes Contains cn gives you a list of all
object classes in which cn is an optional attribute.

Exact Match

Searches for an object class in which the property you selected is exactly
the same as the value you enter. For example, the phrase Super Class
Exact Match person gives you a list of all object classes that have
person as their superclass.

Greater Or Equal

Searches for an object class in which the property you selected is
numerically or alphabetically greater than or equal to the value you
enter. For example, the phrase Name Greater or Equal orcl gives
you a list of object classes from those beginning with the letters orcl to
those beginning with letters at the end of the alphabet.

Less or Equal

Searches for an object class in which the property you selected is
numerically or alphabetically less than or equal to the value you enter.
For example, the phrase Name Less or Equal orcl gives you a list
of object classes from those beginning with the letters orcl to those at
the beginning of the alphabet.

Not Null

Searches for all object classes in which the property you selected is
present. For example, the phrase Mandatory Attributes Not

Null gives you a list of all object classes which contain mandatory
attributes.

5. In the text box at the right end of the search criteria bar, type the value of the
property of the object class for which you are searching. For example, to search
for all object classes in which the name of the object class begins with the letters
orcl , type those letters in the text box at the right end of the search criteria bar.
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6. Below the Search Criteria field are five buttons described in the next table. Use
these buttons to further refine your search.

Button Description

New Creates a new search criteria bar in the Search Criteria field. This button is
enabled only when the search criteria bar has been deleted.

And Creates another search criteria bar in the Search Criteria field. Matches all object
classes having one specified criterion with those that also have another specified
criterion.

Or Creates another search criteria bar in the Search Criteria field. Matches all object

classes with either one specified attribute or another.

Not Negates the criterion in the selected search criteria bar and retrieves all object
classes that do not have the specified criterion.

Delete Deletes a selected search criteria bar

7. Click Search. The results of your search appear in the window at the lower
portion of the Find:Object Class dialog box.

Viewing Properties of Object Classes by Using Oracle Directory Manager
To view all object classes in the schema:

1. Inthe navigator pane, expand Schema Management. The tabs in the Schema
Management pane display the components of the schema:

« Obiject classes
« Attributes
«  Syntaxes
« Matching Rules
2. Inthe right pane, select the Object Classes tab page.

To examine an individual object class and its attributes, in the Object Classes tab
page, click the object class. The properties of the selected object class appear in
the Object Class dialog box.
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In the Object Class dialog box:

«  Obiject classes from which attributes may be inherited are listed in the Super
Class box

« Mandatory attributes are listed in the Mandatory Attributes box
« Optional attributes are listed in the Optional Attributes box

Each box indicates whether the attributes are indexed so that they can be used
in a search expression.

Adding Object Classes by Using Oracle Directory Manager

To add object classes by using Oracle Directory Manager:

1.

In the navigator pane, expand Oracle Internet Directory Servers > directory
server, then select Schema Management.

Choose one of the following methods:

« Inthe right pane, select the Object Classes tab and click the Create button in
the toolbar.

« Click the Create button at the bottom of the right pane.
« From Operations menu, select Create Object Class.
The New Obiject Class dialog box appears.

Alternatively, select an object class that is similar to one you would like to
create, and then click Create Like. A dialog box appears; it includes the
attributes of the selected object class. You can create the new obiject class using
the selected one as a template.
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3. Enter the information in the fields described in the following table:

Field Description

Name Enter the name of the object class you are creating.

Object ID Enter the object identifier. This is a standardized numerical
sequence based on IETF standards. It must be unique, and should
comply with the system established within your organization.
Normally it is derived from the identifier assigned by registration
agencies, such as ANSI or ISO.

Description Use this optional field for your information only.

Type Specify the type of object class: Abstract, Structural, Auxiliary,
None.

Super Class Specify the class(es) from which to derive this object class. This

object class will inherit all the attributes of the superclass(es) you
select. Every structural object class must have top as one of its
superclasses. Clicking Add displays the Super Class Selector dialog
box from which you can select the superclass(es) you want to add.

Mandatory Attributes

Specify the attributes for which values must be entered. Clicking
Add displays the Mandatory Attributes Selector dialog box from
which you can select the mandatory attributes you want to add.

Optional Attributes

Specify the attributes for which values are not required. Clicking
Add displays the Optional Attributes Selector dialog box from
which you can select the optional attributes you want to add.

4. Click OK.

See Also:

« "Object Class Types" on page 2-9

= "Subclasses, Superclasses, and Inheritance" on page 2-9

« Oracle Directory Manager online help for further details about
adding object classes
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Modifying Object Classes by Using Oracle Directory Manager

To modify an object class:

1. Inthe navigator pane, select Schema Management, then select the Object
Classes tab.

2. Inthe Object Classes tab page, double-click the object class you want to modify.
The Object Class dialog box appears.

3. Modify or add the information in the fields described in the following table.

Field Description
Name Enter the name of the object class you are creating.
Object ID Enter the object identifier. This is a standardized numerical

sequence based on IETF standards. It must be unique, and should
comply with the system established within your organization.
Normally it is derived from the identifier assigned by registration
agencies, such as ANSI or ISO.

Description Use this optional field for your information only.

Type Specify the type of object class: Abstract, Structural, Auxiliary,
None.

Super Class Specify the class(es) from which to derive this object class. This

object class will inherit all the attributes of the superclass(es) you
select. Every structural object class must have top as one of its
superclasses. Clicking Add displays the Super Class Selector dialog
box from which you can select the superclass(es) you want to add.

Mandatory Attributes Specify the attributes for which values must be entered. Clicking
Add displays the Mandatory Attributes Selector dialog box from
which you can select the mandatory attributes you want to add.

Optional Attributes Specify the attributes for which values are not required. Clicking
Add displays the Optional Attributes Selector dialog box from
which you can select the optional attributes you want to add.

4. Click OK.

See Also:
« "Object Class Types" on page 2-9

« "Subclasses, Superclasses, and Inheritance" on page 2-9
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Deleting Object Classes by Using Oracle Directory Manager

Caution:  Oracle Corporation recommends that you not delete
object classes from the schema.

Should you decide to delete an object class, be careful not to delete
one that is in use or that you might want to use in the future. If you
delete an object class that is referenced by any entries, those entries
then become inaccessible.

Note: You can add attributes to an auxiliary object class or a
user-defined structural object class.

See Also: Example: Adding a New Attribute to an Auxiliary or
User-Defined Object Class on page 6-15 for an example of adding
attributes to an auxiliary object class

To delete an object class by using Oracle Directory Manager:

1.
2.

In the navigator pane, select Schema Management.

In the right pane, select the Object Classes tab and select the object class you
want to delete.

Click Delete.
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Managing Object Classes by Using Command-Line Tools

You can use command-line tools to add or modify existing object classes in the
directory schema. The command-line tools enable you to use input files.
Furthermore, the commands can be batched together in scripts.

To add or modify schema components, use Idapmodify.
See: "ldapmodify Syntax" on page A-28

This section contains these examples:
« Example: Adding a New Object Class
« Example: Adding a New Attribute to an Auxiliary or User-Defined Object Class

Example: Adding a New Object Class

In this example, an LDIF input file, new_object_class.Idi , contains data
similar to this:

dn: cn=subschemasubentry

changetype: modify

add: objectclasses

objectdlasses: ( 1.2.34.5 NAME 'myobjclass’ SUP top STRUCTURAL MUST (cn$
sn) MAY ( telephonenumber $ givenname $ myattr ) )

Be sure to leave the mandatory space between the opening and closing parentheses
and the object identifier.
To load the file, enter this command:

Idapmodify -h myhost -p 389 -f new_object_class.Idi

This example adds the structural object class named myobjclass , giving it an
object identifier of 1.2.3.4.5 | specifying top as its superclass, requiring cn and
sn as mandatory attributes, and allowing telephonenumber , givenname , and
myattr as optional attributes. Note that all the attributes mentioned must exist
prior to the execution of the command.

To create an abstract object class, follow the previous example, replacing the word
STRUCTURALvith the word ABSTRACT
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Example: Adding a New Attribute to an Auxiliary or User-Defined Object Class

To add a new attribute to either an auxiliary object class or a user-defined structural
object class, use Idapmodify. This example deletes the old object class definition and
adds the new definition in a compound modify operation. The change is committed
by the Oracle directory server in one transaction. Existing data is not affected. The
input file should be as follows:

dn: cn=subschemasubentry
changetype: modify

delete: objectclasses
objectclasses: old value

add: objectclasses
objectclasses: new value

For example, to add the attribute changes to the existing object class country , the
input file would be:

dn: cn=subschemasubentry

changetype: modify

delete: objectclasses

objectclasses: (2.5.6.2 NAME 'country’ SUP top STRUCTURAL MUST ¢ MAY
('searchGuide $ description ) )

add: objectclasses
objectclasses: (2.5.6.2 NAME 'country’ SUP top STRUCTURAL MUST ¢ MAY
(searchGuide $ description $changes) )

About Attribute Management
This section contains these topics:
« Rules for Adding Attributes
« Rules for Modifying Attributes
« Rules for Deleting Attributes

You need to understand attributes from a conceptual standpoint before attempting
operations involving attributes.

In most cases, the attributes available in the base schema will suit the needs of your
organization. However, if you decide to use an attribute not available in the base
schema, you can add a new attribute or modify an existing one.
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By default, attributes are multi-valued. You can specify an attribute as single-valued
by using either Oracle Directory Manager or command-line tools.

See Also:  "Attributes" on page 2-3 for a conceptual discussion of
attributes

Rules for Adding Attributes

The rules for adding attributes are:

« The name and the object identifier of an attribute must be unique across all the
schema components.

« Syntax and matching rules must agree.

« Any super attributes must already exist.

Rules for Modifying Attributes

The rules for modifying attributes are:

« The name and the object identifier of an attribute must be unique across all the
schema components.

« The syntax of an attribute cannot be modified.

« Asingle-valued attribute can be made into multi-valued, but a multi-valued
attribute cannot be made single-valued.

« You cannot modify or delete base schema attributes.

Rules for Deleting Attributes

The rules for deleting attributes are:

= You can delete only user-defined attributes. Do not delete attributes from the
base schema.

= You can delete any attribute that is not referenced directly or indirectly by some
other schema component.

If you delete an attribute that is referenced by any entry, that entry will no
longer be available for directory operations.
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Managing Attributes by Using Oracle Directory Manager

This section contains these topics:

Viewing All Directory Attributes by Using Oracle Directory Manager
Searching for Attributes by Using Oracle Directory Manager

Adding an Attribute by Using Oracle Directory Manager

Modifying an Attribute by Using Oracle Directory Manager

Deleting an Attribute by Using Oracle Directory Manager

Indexing an Attribute by Using Oracle Directory Manager

See Also:

« "Attribute Options" on page 2-7 for information about attribute
options

« "Managing Entries with Attribute Options by Using Oracle
Directory Manager" on page 7-11 and "Managing Entries with
Attribute Options by Using Command-Line Tools" on page 7-15
for instructions on adding and deleting attribute options and
for searching for entries containing attribute options

Viewing All Directory Attributes by Using Oracle Directory Manager

To view attributes by using Oracle Directory Manager:

1. Inthe navigator pane, expand Oracle Internet Directory Servers > directory
server instance, then select Schema Management.

2. Inthe right pane, select the Attributes tab. This tab page displays a table
containing the attribute properties. The following table describes each column
of the table in the Attributes tab page.

Column Description

Name The standardized attribute type names

Indexed Check boxes indicating whether attributes are indexed

Object ID Standardized object identifier for each attribute

Description Words describing various attributes

Syntax The standardized rules for data entry applicable to each attribute type
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Column Description

Size Maximum size allowed for each object

Usage Standards specifying how the attribute can be used. There are four options:
userApplications , directoryOperation ,
distributedOperation , and dSAOperation

Ordering Standards specifying how precedence is established for values

Equality Standards specifying how equality is determined in compare and search
operations

Substring Used for regular expression matching

Single Value Indicates attribute types that contain a maximum of one value

Super Super attribute for each attribute

See Also:  "Viewing Attributes for a Specific Entry by Using
Oracle Directory Manager" on page 7-6 for instructions about how
to view attributes for a specific entry

Searching for Attributes by Using Oracle Directory Manager
To search for attributes by using Oracle Directory Manager:

1. Inthe navigator pane, select Schema Management. The Schema Management
tab pages appear in the right pane.

2. Select the Attributes tab page.

3. Click the Find Attributes button in the lower right corner. The Find Attributes
dialog box appears

4. Inthe menu at the left end of the search criteria bar, select the property of the
attributes for which you want to search. Options are:

Field Description

Name Name of the attribute for which you are searching

Indexed List of indexed attributes

Object ID Obiject Identifier for the attribute for which you are searching. For example,
the phrase Object ID Begins With 2.5.2 gives you a list of

attributes whose object identifiers begin with 2.5.2

Description Words in the description column of attributes
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Field Description

Syntax The standardized rules for data entry applicable to this attribute type. Use
this to narrow your search to attributes using a particular syntax.

Size Maximum size allowed for this object

Usage Standards specifying how the attribute can be used. You narrow your
search by entering one of the following options: userApplications ,
directoryOperation , distributedOperation , and dSAOperation

Ordering Standards specifying how precedence is established for values

Equality Standards specifying how equality is determined in compare and search
operations

Substring Used for regular expression matching

Single Value Indicator that this attribute type contains a maximum of one value

Super Super attribute for the attribute for which you are searching

5. Inthe menu in the middle of the search criteria bar, select the filter you want to
use for your search. Options are:

Option Description

Begins With Searches by using only the first few characters of the property’s value.
For example, the phrase Syntax Begins With 1.3 gives you a list
of all attributes in which the first few numbers of the syntax identifier
are 1.3.

Ends With Searches by using only the last few characters of the property’s value.
For example, the phrase Name Ends With License gives you a list
of all attributes with that ending, such as carLicense

Contains Searches for attributes that include the property with the value you

enter. For example, the phrase Ordering Contains time gives you
a list of all attributes with the word time in the Ordering column.

Exact Match

Searches for a value that is exactly the same as that found in the
attribute property you specified. For example, the phrase Equality
Exact Match caselgnoreMatch gives you a list of all attributes
that have the caselgnoreMatch ~ matching rule.
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Option

Description

Greater or Equal

Searches for an attribute that has a property that is numerically or
alphabetically greater than or equal to the value you enter. For
example, the phrase Name Greater or Equal orcl gives you a list
of attributes from those beginning with orcl to those beginning with
letters at the end of the alphabet.

Less or Equal

Searches for an attribute that has a property that is numerically or
alphabetically less than or equal to the value you enter. For example,
the phrase Name Less or Equal orcl gives you a list of attributes
from those beginning with orcl to those beginning with letters at the
start of the alphabet.

Not Null

Searches for all attributes in which the attribute property you selected
is present. For example, the phrase Description Not Null gives
you a list of all attributes which have text in the description field.

6. In the text box at the right end of the search criteria bar, type part or all of the
value of the attribute for which you want to search. For example, to search for
all attributes whose names begin with the letters orcl , you would type those
letters in the text box at the right end of the search criteria bar and create the
phrase Name Begins With orcl

7. Beneath the Search Criteria field are five buttons described in the following
table. Use these buttons to further refine your search.

Button Description

New Creates a new search criteria bar in the Search Criteria field. This button is
enabled only when the Search Criteria field is empty.

And Creates another search criteria bar in the Search Criteria field. Matches all
attributes with one specified property with those that also have another
specified property.

Or Creates another search criteria bar in the Search Criteria field. Matches all
attributes with either one specified property or another.

Not Negates the criteria in the selected search criteria bar and matches all attributes
that do not have the property specified.

Delete Deletes a selected search criteria bar
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8. Click Search. The results of your search appear in the window at the lower
portion of the Find: Attributes dialog box.

Adding an Attribute by Using Oracle Directory Manager

You can add a completely new attribute, or copy from an existing one.

Tip: Because equality, syntax, and matching rules are numerous
and complex, it may be simpler to copy these characteristics from a
similar existing attribute.

Adding a New Attribute by Using Oracle Directory Manager
To add a new attribute:

1. Inthe navigator pane, expand Oracle Internet Directory Servers > directory
server, then select Schema Management.

2. Do one of the following:

« Inthe right pane, select the Attributes tab, then click the Create button in
the toolbar.

« Inthe right pane, select the Attributes tab, then click the Create button at
the bottom of the Attributes tab page.

« From the Operation menu, select Create Attribute. The New Attribute Type
dialog box appears. It contains two tab pages—General and
Advanced—uwith fields in which you either enter values or select from
menus.

3. Inthe General tab, enter values in each of the fields as described in the
following table:

Field Description
Name Type the name for this attribute.
Object ID Type the Object ID for this attribute. The Object ID is a standardized

numerical sequence based on IETF standards. It must be unique. Normally
this is derived from the identifier assigned by registration agencies, such as
ANSI or ISO.

For an explanation of the standard identifiers, see the current LDAP
standards available through the IETF Web site.

Description This optional field is for your information only.
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Field Description
Syntax Type the standardized rules for data entry applicable to this attribute type.
Size Type the maximum size allowed for this object.

Single Value Select this check box to indicate that this attribute type contains a
maximum of one value.

4. Select the Advanced tab. Enter values in each of the fields as described in the
following table.

Field Description

Indexed Select to add this attribute to the index, thereby making it available for use in
a search. Only those attributes that have an equality matching rule can be
indexed.

Usage Specify standards for how the attribute can be used. Options are:

« userApplications

Attributes whose values must be entered by the user, for example,
telephoneNumber

« directoryOperation

Attributes whose values are entered by the directory server, for example,
creatorName or timeStamp

« distributedOperation
« dSAOperation

Attributes used for the internal operation of the server, for example,
orclUpdateSchedule

Ordering Specify standards for how precedence is established for values

Equality Specify standards for how equality is determined in compare and search
operations

Substring  Specify regular expression matching
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Field Description

Super Add the super attribute for this attribute. To do this:

1. Click the Add button next to this field. The Super Attribute Selector
appears.

2. Select the super attribute and click Select.
3. Repeat as needed.
To delete a super attribute from the Super field, select it, then click Delete.

5.

Click OK.

Note: To use this attribute, remember to declare it to be part of the
attribute set for an object class. You do this by selecting Schema
Management in the navigator pane, then, in the right pane,
selecting the Object Classes tab page. For further instructions, see
"Guidelines for Modifying Object Classes" on page 6-4.

Creating a New Attribute from an Existing One by Using Oracle Directory
Manager
To add an attribute by copying an existing attribute:

1.

2
3.
4

In the navigator pane, select Schema Management.
In the right pane, select the Attributes tab.
In the Attributes tab page, select the attribute you want to copy.

Click the Create Like button at the bottom of the right pane. The New Attribute
Type dialog box for that attribute appears. This dialog box contains two tab
pages—General and Advanced—uwith fields in which you enter values either by
typing or selecting from menus.

Select the General tab and enter values in each of the fields as described in the
following table. You must always change the DN to that of the new attribute.
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Field Description
Name Type the name for this attribute.
Object ID Type the Object ID for this attribute. The Object ID is a standardized

numerical sequence based on IETF standards. It must be unique. Normally
this is derived from the identifier assigned by registration agencies, such as
ANSI or ISO.

For an explanation of the standard identifiers, see the current LDAP
standards available through the IETF Web site.

Description This optional field is for your information only.

Syntax Type the standardized rules for data entry applicable to this attribute type.

Size Type the maximum size allowed for this object.

Single Value Select this check box to indicate that this attribute type contains a
maximum of one value.

6. Select the Advanced tab and enter values in each of the fields as described in
the following table.

Field Description

Indexed Select to add this attribute to the index, thereby making it available for use in
a search. Only those attributes that have an equality matching rule can be
indexed.

Usage Specify standards for how the attribute can be used. Options are:

« userApplications

Attributes whose values must be entered by the user, for example,
telephoneNumber

« directoryOperation

Attributes whose values are entered by the directory server, for example,
creatorName or timeStamp

« distributedOperation
« dSAOperation

Attributes used for the internal operation of the server, for example,
orclUpdateSchedule

Ordering Specify standards for how precedence is established for values
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Description

Specify standards for how equality is determined in compare and search
operations

Specify regular expression matching

Add the super attribute for this attribute. To do this:

Click the Add button next to this field. The Super Attribute Selector
appears.

Select the super attribute and click Select.
Repeat as needed.

To delete a super attribute from the Super field, select it, then click Delete.

Field
Equality
Substring
Super
1.
2.
3.
7. Click OK.

Modifying an Attribute by Using Oracle Directory Manager

To modify an attribute by using Oracle Directory Manager:

1. Inthe navigator pane, select Schema Management.

2. Inthe right pane, select the Attributes tab, then select an editable attribute in the

list.

3. Click Edit. The Attribute dialog box displays two tab pages—General and
Advanced—uwith fields in which you enter values either by typing or selecting
from menus.

4. Select the General tab and enter values in each of the fields as described in the
following table.

Field

Description

Name

Type the name for this attribute.

Object ID

Type the Object ID for this attribute. The Object ID is a standardized
numerical sequence based on IETF standards. It must be unique. Normally
this is derived from the identifier assigned by registration agencies, such as
ANSI or ISO.

For an explanation of the standard identifiers, see the current LDAP
standards available through the IETF Web site.
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Field

Description

Description

This optional field is for your information only.

Syntax

Type the standardized rules for data entry applicable to this attribute type.

Size

Type the maximum size allowed for this object.

Single Value

Select this check box to indicate that this attribute type contains a
maximum of one value.

5. Select the Advanced tab and enter values in each of the fields as described in
the following table.

Field

Description

Indexed

Select to add this attribute to the index, thereby making it available for use in
a search. Only those attributes that have an equality matching rule can be
indexed.

Usage

Specify standards for how the attribute can be used. Options are:

userApplications

Attributes whose values must be entered by the user, for example,
telephoneNumber

directoryOperation

Attributes whose values are entered by the directory server, for example,
creatorName or timeStamp

distributedOperation
dSAOperation

Attributes used for the internal operation of the server, for example,
orclUpdateSchedule

Ordering

Specify standards for how precedence is established for values

Equality

Specify standards for how equality is determined in compare and search
operations

Substring

Specify regular expression matching
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Field Description
Super Add the super attribute for this attribute. To do this:
1. Click the Add button next to this field. The Super Attribute Selector
appears.

2. Select the super attribute and click Select.
3. Repeat as needed.

To delete a super attribute from the Super field, select it, then click Delete.

6. Click OK.

Deleting an Attribute by Using Oracle Directory Manager

Note: You can delete only user-defined attributes. Do not delete
attributes from the base schema.

To delete an attribute:
1. Inthe navigator pane, select Schema Management.

2. Intheright pane, select the Attributes tab, then select an editable attribute in the
list.

3. Click Delete.

Indexing an Attribute by Using Oracle Directory Manager

Oracle Internet Directory uses indexes to make attributes available for searches.
When Oracle Internet Directory is installed, certain attributes are already indexed. If
you want to use additional attributes in search filters, you must index them.
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Note: You can use Oracle Directory Manager to index an attribute
only at the time when you create it. You cannot use Oracle
Directory Manager to index an already existing attribute. To index
an already existing attribute, use the Catalog Management tool as
described in "Indexing an Attribute by Using Command-Line
Tools" on page 6-30.

You can index only those attributes that have:
« Anequality matching rule

« Matching rules supported by Oracle Internet Directory as listed
in "Matching Rules" on page C-9

=« Less than 28 characters in their names

Viewing Indexed Attributes by Using Oracle Directory Manager
To view indexed attributes:

1. Inthe navigator pane, select Schema Management.

2. Inthe right pane, select the Attributes tab. The Attributes tab displays all of the
attributes in the schema. A selected check box in the Indexed column indicates
an indexed attribute.

Adding an Index to an Attribute by Using Oracle Directory Manager

When you create an attribute as described in "Adding an Attribute by Using Oracle
Directory Manager" on page 6-21, you use the New Attribute Type dialog box. On
the Advanced tab page of that dialog box, you select the Indexed check box.

Dropping an Index from an Attribute by Using Oracle Directory Manager
To drop an index from an attribute:

1. Inthe navigator pane, select Schema Management.
2. Inthe right pane, select the Attributes tab.

3. Select the indexed attribute. Note that this must be an attribute that is editable
as indicated by the icon to the left of the attribute name.

4. Click Drop Index.
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Managing Attributes by Using Command-Line Tools

This section discusses adding, modifying, and indexing attributes by using
command-line tools. This section contains these topics:

« Adding and Modifying Attributes by Using Idapmodify
« Deleting Attributes by Using ldapmodify

» Indexing an Attribute by Using Command-Line Tools

Adding and Modifying Attributes by Using Idapmodify

To add a new attribute to the schema by using ldapmodify, type a command similar
to the following at the system prompt:

Idapmodify -h host p pot £ [df flename

The LDIF file contains data similar to this:

dn: cn=subschemasubentry

changetype: modify

add: attributetypes

attributetypes: ( 1.2.3.4.5 NAME 'myattr’ SYNTAX
'1.36.1.4.1.1466.115.121.1.38")

You can find a given syntax Object ID by using either Oracle Directory Manager or
the Idapsearch command line tool.

See Also:

« "ldapmodify Syntax" on page A-28 for a detailed explanation of
Idapmodify and its options

«  "Viewing Syntaxes" on page 6-32 for instructions on how to
view syntaxes by using either Oracle Directory Manager or
Idapsearch

Deleting Attributes by Using Idapmodify

Note: You can delete only user-defined attributes. Do not delete
attributes from the base schema.
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To delete an attribute by using ldapmodify, type a command similar to the
following at the system prompt:

Idapmodify -h host p pot £ Idf flename

The LDIF file contains data similar to this:

dn: cn=subschemasubentry

changetype: modify

delete: attributetypes

attributetypes: (1.2.3.4.5 NAME 'myattr' SYNTAX
'1.36.14.1.1466.115.121.1.38')

You can find a given syntax Object ID by using either Oracle Directory Manager or
the Idapsearch command line tool.

See Also:

« "ldapmodify Syntax" on page A-28 for a detailed explanation of
Idapmodify and its options

« "Viewing Syntaxes" on page 6-32 for instructions on how to
view syntaxes by using either Oracle Directory Manager or
Idapsearch

Indexing an Attribute by Using Command-Line Tools

Oracle Internet Directory uses indexes to make attributes available for searches.
When Oracle Internet Directory is installed, the entry cn=catalogs lists available
attributes that can be used in a search.

If you want to use additional attributes in search filters, you must add them to the
catalog entry. You can index only those attributes that have:

« An equality matching rule

« Matching rules supported by Oracle Internet Directory as listed in "Matching
Rules" on page C-9

« No more than 28 characters in their names

You can index a new attribute—that is, one for which no data exists in the

directory—by using Idapmodify. You can index an attribute for which data already

exists in the directory by using the Catalog Management tool. You can drop an

index from an attribute by using Ildapmodify, but Oracle Corporation recommends
that you use the Catalog Management tool.
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Indexing an Attribute for Which ~ No Data Exists by Using ldapmodify

Once you have defined a new attribute in the schema, you can add it to the catalog
entry by using ldapmodify.

To add an attribute for which no directory data exists by using ldapmodify, import
an LDIF file by using Idapmodify. For example, to add a new attribute foo that has
already been defined in the schema, import the following LDIF file by using
Idapmodify:

dn: cn=catalogs

changetype: modify

add: orclindexedattribute

orclindexedattribute: foo

You should not use this method to index an attribute for which data exists in the
directory. To index such an attribute, use the Catalog Management tool.

Dropping an Index from an Attribute by Using Idapmodify

To drop an index from an attribute by using ldapmodify, specify delete in the
LDIF file. For example:

dn: cn=catalogs

changetype: modify

delete: orclindexedattribute

orclindexedattribute: foo

See Also:  "ldapmodify Syntax" on page A-28

Indexing an Attribute for Which Data Exists by Using the Catalog Management
Tool

Use the Catalog Management tool to index an attribute for which data already
exists and to drop an index from an attribute.

See Also: "The Catalog Management Tool" on page A-25

Note: Be careful not to use the catalog.sh -delete  option to
remove indexes on attributes unless you are absolutely sure that the
indexes were not created by the base schema that was installed
with Oracle Internet Directory. Removing indexes from base
schema attributes can adversely impact the operation of Oracle
Internet Directory.
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Viewing Matching Rules
This section contains these topics:
« Viewing Matching Rules by Using Oracle Directory Manager
« Viewing Matching Rules by Using Idapsearch

Note: Matching rules cannot be modified.

Viewing Matching Rules by Using Oracle Directory Manager

1. Inthe navigator pane, expand Oracle Internet Directory Servers > directory
server instance, then select Schema Management.

2. Inthe right pane, select the Matching Rules tab. The fields in this tab page are
shown as column heads. They are:

Column Head Meaning

Name Name of the attribute matching rule

Object ID Unique identifier of this matching rule
Description Words describing the matching rule (optional)
Syntax Syntax used with this matching rule

Viewing Matching Rules by Using Idapsearch

Use Idapsearch on the subentry cn=subSchemaSubentry

See Also:  "ldapsearch Syntax" on page A-20

Viewing Syntaxes
This section contains these topics:
« Viewing Syntaxes by Using Oracle Directory Manager

« Viewing Syntaxes by Using by Using Idapsearch

Note: Syntaxes cannot be modified.
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Viewing Syntaxes by Using Oracle Directory Manager
To view syntaxes by using Oracle Directory Manager:

1. Inthe navigator pane, select Schema Management.

2. Inthe right pane, select the Syntaxes tab. The fields in this tab page are shown
as column heads. They are:

« Description—Name of the attribute syntax

«  Object ID—Unique identifier of this syntax

Viewing Syntaxes by Using by Using Idapsearch

Use Idapsearch on the subentry cn=subSchemaSubentry

See Also:  "ldapsearch Syntax" on page A-20
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Managing Directory Entries

This chapter explains how to view, add, modify, and delete entries.
This chapter contains these topics:
« Managing Entries by Using Oracle Directory Manager
« Managing Entries by Using Command-Line Tools
« Managing Entries by Using Bulk Tools
« Managing Knowledge References and Referrals
See Also:  Chapter 2, "Concepts and Architecture” for an overview

of directory entries, directory information trees, distinguished
names, and relative distinguished names
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Managing Entries by Using Oracle Directory Manager

This section contains these topics:

Searching for Entries by Using Oracle Directory Manager

Viewing Attributes for a Specific Entry by Using Oracle Directory Manager
Adding Entries by Using Oracle Directory Manager

Modifying Entries by Using Oracle Directory Manager

Managing Entries with Attribute Options by Using Oracle Directory Manager

Searching for Entries by Using Oracle Directory Manager

You can display all entries by using the navigator pane, or search for one or more
specific entries by using the Oracle Directory Manager search feature.

To display an entry, in the navigator pane, expand Oracle Internet Directory Servers
> directory server instance > Entry Management to display its subtree.

The root of the tree is listed first, then the second level, and so forth, moving from
left to right. The subtree lists the RDN of each entry in hierarchical order. To see the
lower level entries within any subtree, click the plus sign (+) to the left of the parent
entry.

To search for a directory entry:

1.

In the navigator pane, expand Oracle Internet Directory Servers > directory
server instance, and select Entry Management. The Search fields appear in the
right pane.

In the Root of the Search field, enter the DN of the root of your search.

For example, suppose you want to search for an employee who works in the
Manufacturing division in the IMC organization in the Americas. The DN of the
root of your search would be:

ou=Manufacturing,ou=Americas,0=IMC,c=US

You would therefore type that DN in the Root of the Search text box.
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You can also select the root of your search by browsing the directory
information tree (DIT). To do this:

a. Click Browse to the right of the Root of the Search field. The Select
Distinguished Name (DN) Path: Tree View dialog box appears.

b. Click the plus sign (+) next to tree view to display its entries.

c. Continue navigating to the entry that represents the level you want for the
root of your search.

d. Select that entry, then click OK. The DN for the root of your search appears
in the Root of the Search text box in the right pane.

In the Max Results (entries) box, type the maximum number of entries you
want your search to retrieve. The default is 200. The directory server retrieves
the value you set, up to 1000.

In the Max Search Time (seconds) box, type the maximum number of seconds
for the duration of your search. The value you enter here must be at least that of
the default, namely, 25. The directory server searches for the amount of time
you specify, up to one hour.

In the Search Depth list, select the level in the DIT to which you want to search.
The options are:

« Base: Retrieves a particular directory entry. Along with this search depth,
you use the Search criteria bar to select the attribute objectClass  and the
filter Present

« One Level: Limits your search to all entries beginning one level down from
the root of your search

= Subtree: Searches entries within the entire subtree, including the root of
your search

In the Search Criteria box, use the lists and text fields on the search criteria bar
to focus your search.

a. From the list at the left end of the search criteria bar, select an attribute of
the entry for which you want to search. Because not all attributes are used
in every entry, be sure that the attribute you specify actually corresponds to
one in the entry for which you are looking. Otherwise, the search will fail.
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b. From the list in the middle of the search criteria bar, select a filter. Options

are:

Filter

Description

Begins With

Searches by using only the first few characters of the attribute’s value.
For example, cn Begins With Fran  retrieves all entries in which the
first few letters of the cn attribute are Fran . These would include
Frank, Fran, Frances, Franklin, and so on

Ends With

Searches for an entry by using only the last few characters of the
specified attribute’s value. For example, cn Ends With son retrieves
Baldisson, Jacobson, Johnson, and so on.

Contains

Searches for an entry in which the attribute you specified includes, but
is not necessarily limited to, the value you enter. For example, cn
Contains Wins retrieves all entries in which the cn attribute contains
the letters wins . These would include Winslow, Czerwinski, Winship,
and so on.

Exact Match

Searches for an entry whose specified attribute is the same as the value
you enter. For example, cn Exactly Matches Franklin

Baldwins retrieves all entries in which the cn attribute has the value
Franklin Baldwins

Greater or Equal

Searches for an entry in which the specified attribute is numerically or
alphabetically greater than or equal to the value you enter. For example,
cn Greater or Equal Frank retrieves all entries with cn
attributes that range from the first Frank to the end of the alphabet.

Less or Equal

Searches for entries in which the specified attribute is numerically or
alphabetically less than or equal to the value you enter. For example, cn
Less or Equal Frank retrieves all cn attributes from the first Frank
to the beginning of the alphabet.

Present

Determines if an entry with the specified attribute is present at that
level of the tree. You do not need to enter a value to use this
relationship. The phrase cn Present  retrieves all entries with the cn
attribute at that level of the tree.

c. Inthe text box at the right end of the search criteria bar, type the value for
the attribute you just selected. For example, if the attribute you selected was
cn, you could type the particular common name you want to find.
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7. To further refine your search, use the buttons in the Search Criteria box to
enhance the search criteria bar.

Button

Description

New

Creates a new search criteria bar in the Search Criteria field. This button is
enabled only when the Search Criteria field is empty.

And

Creates another search criteria bar in the Search Criteria field. Matches all
entries with one specified attribute with those that also have another specified
attribute. For example, cn=Baldwins And title=Laborer retrieves all
Baldwins who are also laborers.

Or

Creates another search criteria bar in the Search Criteria field. Matches all
entries with either one specified attribute or another. For example,

titte=Laborer Or title=Foreman retrieves all employees who are either
laborers or foremen.

Not

Negates the criterion in the selected search criteria bar and retrieves all entries
that do not have the specified criterion. For example, cn=Frank And Not
titte=Laborer retrieves all persons named Frank who are not laborers.

Delete

Deletes a selected search criteria bar

Advanced

Adds a search criteria bar when including attribute options in the search. Use
this syntax: attibute  ; attribute_option filter attribute_option_value

For example, cn;lang_sp=J* retrieves all attribute option values for cn;lang_
Sp= that begin with the letter J.

Note: Before an attribute option can be used in searches, the parent attribute of
that attribute option must be indexed. For example, in the case of the attribute

option carLicense;lang_sp , the carLicense attribute must be indexed
before the carLicense;lang_sp attribute option can be used in searches.
See Also:

« "Indexing an Attribute by Using Oracle Directory Manager" on page 6-27
« "Indexing an Attribute by Using Command-Line Tools" on page 6-30

8. Click Search. The results of your search appear in the Distinguished Name box.

See Also: "Configuring Searches" on page 5-22 for instructions on
setting the number of entries to display in searches, and to set the
time limit for searches
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Viewing Attributes for a Specific Entry by Using Oracle Directory Manager

Once you have displayed the results of your search, click the entry whose attributes
you want to view. An Entry dialog box displays the attributes for that entry.

Some attributes can also be DNs. For example, one attribute for a given employee
might be that employee’s manager who, in turn, has a DN. In this case, when you
display the Entry dialog box for the employee, you would see a Browse button next
to the Manager text box. To find information about that manager, click Browse to
display the Directory: Entry Management dialog box, then follow the steps
mentioned in "Searching for Entries by Using Oracle Directory Manager" on

page 7-2.

See Also:  "Viewing All Directory Attributes by Using Oracle
Directory Manager" on page 6-17 for instructions about how to
view all attributes in the directory

Adding Entries by Using Oracle Directory Manager

This section tells you how to add entries for individuals and groups.

Note: When you add or modify an entry, the Oracle directory
server does not verify the syntax of the attribute values in the entry.

Adding a New Entry by Using Oracle Directory Manager

To add or delete entries with Oracle Directory Manager, you must have write access
to the parent entry and you must know the DN for the new entry.

To add a new entry:

1. Expand Oracle Internet Directory Servers > directory_server_instance, then select
Entry Management.

2. On the toolbar, click Create. The New Entry dialog box appears.

3. Inthe Distinguished Name field, type the full DN. You may also click Browse to
locate and select the DN of the parent for the entry you want to add. The entry
you select appears in the Distinguished Name field. To the left of that parent
DN, type the RDN for your new entry, followed by a comma.

4. To specify the object classes for the new entry, next to the Object Classes box,
click Add. The Super Class Selector dialog box appears.
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5. Inthe Super Class Selector dialog box, select an object class, then click Select. As
you select from the object class list, mandatory and optional attributes populate
the windows in the tab pages in the lower half of the New Entry dialog box.
You must enter values into the mandatory attributes fields. You are not required
to enter values into the optional attributes fields.

6. When you have selected the object classes and provided values for the
appropriate attributes, click OK.

Adding an Entry by Copying an Existing Entry in Oracle Directory Manager

You can use Oracle Directory Manager to create a new entry by copying from an
existing entry and changing its DN. When you do this, you should also change the
attributes, such as name and address, so that they correspond to the new DN. To
add an entry, you must have write access to its parent.

Tip:  You can find a template for the new DN by looking up other
similar entries in the search pane.

To add an entry by copying an existing entry:

1. Inthe navigator pane, expand Oracle Internet Directory Servers > directory
server_instance, then select Entry Management. in the right pane, the Search
interface appears. Use it to search for an entry that you want to use as a
template.

2. From the entries retrieved, double-click one that you want to use as your
template. The Entry dialog box for that entry appears.

3. Inthe Entry dialog box, click Create Like. A New Entry: Create Like dialog box
appears.

4. Change critical fields to tailor this entry to the one that you want to create. You
must always change the DN and the common name in this operation, or the
pane will not save your new entry data. For example, if you create an entry for
Henri Latrobe by using the entry for Henri Latour as the template, then you
have to change cn=Henri Latour in the DN to cn=Henri Latrobe . You
also must change any other attributes that must be unique, such as employee
number and telephone number.

5. Click OK to save your changes.

See Also:  The online help for this dialog box for details about
adding information into fields
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Example: Adding a User Entry by Using Oracle Directory Manager
In this example, we create a user named Anne Smith and assign her a password.

1. Login as the administrator.

2. Expand Oracle Internet Directory Services > directory_server_instance, and
select Entry Management.

3. On the toolbar, click the Create button. The New Entry dialog box appears.

4. In the Distinguished Name field, type the full DN. You may also click the
Browse button to locate the DN of the parent for this entry, then type the RDN,
namely, cn=Anne Smith , followed by a comma, to the left of that parent DN.

5. To the right of the Object Classes box, Click Add. The Super Class Selector
dialog box appears.

6. Inthe Super Class Selector dialog box, select the person object class, then click
Select. This returns you to the New Entry dialog box.

7. Inthe New Entry dialog box, click the Optional Properties tab, and scroll to the
userPassword window.

8. Type the password for Anne Smith.

Adding Group Entries by Using Oracle Directory Manager

A group entry is one that contains a list of entries, for example, an e-mail list. You
associate it with either the groupOfNames or groupOfUniqueNames object class,
which has the object class orclPrivilegeGroup as a subclass.

You determine membership in the group by adding DNs to the multivalued
attribute member if the entry belongs to the groupOfNames object class, or
unigueMember if the entry belongs to the groupOfUniqueNames object class.

To add a group entry:

1. Expand Oracle Internet Directory Servers > directory_server_instance, then select
Entry Management.

2. On the toolbar, click Create. The New Entry dialog box appears.

3. Inthe Distinguished Name field, type the full DN. You may also use the Browse
button to locate the DN of the parent for the entry you want to add, then type
the RDN for the new entry, followed by a comma, to the left of that parent DN.

4. To specify the object classes you want to use for the new entry, to the right of
the Object Classes box, click Add. The Super Class Selector dialog box appears.
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5. Inthe Super Class Selector dialog box, select the top object class, then click the
Select button. The top object class appears in the Object Classes box of the New
Entry dialog box.

6. Inthe same way:
a. To the right of the Object Classes box, click Add.

b. From the Super Class Selector dialog box, select the groupOfNames or
groupOfUniqueNames obiject class.

c. Click Select. The object class you selected appears in the Object Classes
window of the New Entry dialog box.

7. Enter the mandatory and optional attributes for your group entry.

If you selected the groupOfNames object class, a Browse button appears next to
some of the fields, for example, the member field on the Mandatory Properties
tab page. To enter a mandatory property by browsing:

a. Click Browse. The Directory: Entry Management dialog box appears.

b. Use this dialog box to search for a particular entry you want to add to the
list.

c. Inthe Distinguished Name window of the Directory: Entry Management
dialog box, select the entry, then click OK. This returns you to the New
Entry dialog box. The entry you just selected is added to the list in the
members window.

8. Click OK.

See Also:

« "Searching for Entries by Using Oracle Directory Manager" on
page 7-2 for instructions on using the search pane

= "Access Control Groups" on page 12-3 for instructions on
setting access control policies for group entries

« Globalization Support on page 2-13 and Chapter 12, "Directory
Access Control" for information about access privileges
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Modifying Entries by Using Oracle Directory Manager

Oracle Directory Manager is governed by standard LDAP conventions, including
the following:

=« Once you have assigned object classes to an entry and populated its attributes
with data, you cannot change those object classes that are used by that entry.

For example, if you configure an entry to use object classes Person and
Organizational Role , you cannot later add another object class to this
entry.

« You cannot add mandatory attributes to an object class already in use by some
entries. You may add optional attributes to object classes that are already in use
by entries. If you add optional attributes to an object class already in use by
some entries, no special rules apply—they are added as empty attributes to
those entries.

Note: When you add or modify an entry, the Oracle directory
server does not verify the syntax of the attribute values in the entry.

To modify an entry:

1. Perform a search for the entry you want to modify as described in "Searching
for Entries by Using Oracle Directory Manager" on page 7-2.

2. In the Distinguished Name box of the right pane, select the entry you want to

modify.
3. Click Edit. The Entry dialog box appears.
4. Click OK.

Example: Modifying a User Entry by Using Oracle Directory Manager

In this example, we modify the password for the entry we created for Anne Smith
in the section "Example: Adding a User Entry by Using Oracle Directory Manager"
on page 7-8.

1. Perform a search for the Anne Smith entry.

2. Inthe right pane, in the Distinguished Name box, select the entry for Anne
Smith.

3. Click Edit.
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4.

5.

In the Entry dialog box, scroll to the userPassword window and modify the
value.

Click OK.

Managing Entries with Attribute Options by Using Oracle Directory Manager

This section tells you how to add, modify, and delete attribute options.

See Also:  "Searching for Entries by Using Oracle Directory
Manager" on page 7-2 for instructions on searching for entries with
attribute options

Adding an Attribute Option to an Existing Entry by Using Oracle Directory
Manager

Note: In Oracle Internet Directory Release 9.2, Oracle Directory
Manager does not allow you to add an attribute option to an entry
when you create the entry. You can use Oracle Directory Manager
to add attribute options only to already existing entries.

To add an attribute option to an existing entry:

1.

Expand Oracle Internet Directory Servers > directory server instance > Entry
Management, then select the entry to which you want to add an attribute
option. The corresponding tab pages appear in the right pane.

In the right pane, in the Properties tab page, in the View Properties field, select
Advanced. The Properties tab page changes accordingly.

In the Attribute field, select the attribute to which you want to add the option,
for example, ou.

In the Attribute Options field, enter the attribute option, for example, lang-en

In the Attribute Value field, enter the value of the attribute option you just
specified, for example, Server Technologies . To add more than one
attribute value for the specified attribute option, separate the values by using a
semicolon.

Click Apply.
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Modifying an Attribute Option by Using Oracle Directory Manager
To modify an attribute option:

1.

Expand Oracle Internet Directory Servers > directory server instance > Entry
Management, then select the entry from which you want to delete an attribute
option. The corresponding tab pages appear in the right pane.

In the Properties tab page, in the View Properties field, select either Only
Non-null Values or All.

Scroll to the field containing the attribute option you want to modify.
Modify the value in the field.
Click Apply.

Deleting an Attribute Option by Using Oracle Directory Manager
To delete an attribute option:

1.

o

Expand Oracle Internet Directory Servers > directory server instance > Entry
Management, then select the entry from which you want to delete an attribute
option. The corresponding tab pages appear in the right pane.

In the Properties tab page, in the View Properties field, select either Only
Non-null Values or All.

Scroll to the field containing the attribute option you want to delete.
Delete the value in the field.
Click Apply.
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Managing Entries by Using Command-Line Tools

This section points you to the command-line tools you can use in managing entries.
It also provides several examples of entry management by using command-line
tools. It contains these topics:

» Command-Line Tools for Managing Entries

« Example: Adding a User Entry by Using ldapadd

« Example: Adding an Attribute Option by Using Idapmodify

« Example: Modifying a User Entry by Using Idapmodify

« Managing Entries with Attribute Options by Using Command-Line Tools

Command-Line Tools for Managing Entries

The following table lists each of the command-line tools, and tells you where to find
syntax and usage notes for each one.

Tool Task(s) Syntax and Usage Notes
Idapsearch Search for directory entries. "ldapsearch Syntax" on page A-20
Idapbind Authenticate a user or client to a directory server. "ldapbind Syntax" on page A-15

Verify that you can connect a client to a server.

Idapadd Add entries one at a time. "ldapadd Syntax" on page A-11
Add new configuration set entries.
Configure a server with an input file.

ldapaddmt Add several entries concurrently by using this "ldapaddmt Syntax" on page A-13
shared server tool.

Idapmodify Create, update, and delete attribute data for an "ldapmodify Syntax" on page A-28
entry.

Modify configuration set entries.
Modify DN or RDN of an entry.

Idapmodifymt Modify several entries concurrently by using this "ldapmodifymt Syntax" on page A-33
shared server tool.

Idapdelete Delete entries. "ldapdelete Syntax" on page A-16

Idapcompare  Compare attribute values you specify with those ina "ldapcompare Syntax" on page A-26
directory entry.

Managing Directory Entries  7-13



Managing Entries by Using Command-Line Tools

Tool Task(s) Syntax and Usage Notes

Idapmoddn Modify the DN or RDN of an entry. "ldapmoddn Syntax" on page A-18
Rename an entry or a subtree.

Move an entry or a subtree under a new parent.

Example: Adding a User Entry by Using Idapadd

The following example shows an LDIF file, named entry.Idif , for the user entry
for an employee named John:

dn: cn=john, c=us
objectclass: top
objectclass: person
objectclass: organizationalPerson
objectclass: inetOrgPerson
cn:john

cnjlangHr:Jean
cnjlang-en-us:.John

sn: Doe

jpegPhoto: /photofohnjpg
userpassword: welcome

This file contains the cn, sn, jpegPhoto , and userpassword attributes.

For the cn attribute, it specifies two options: cn;lang-fr ~ , and cn;lang-en-us
These options return the common name in either French or American English.

For the jpegPhoto  attribute, it specifies the path and file name of the
corresponding JPEG image you want to include as an entry attribute.

Note: When you add or modify an entry, the Oracle directory
server does not verify the syntax of the attribute values in the entry.
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Example: Modifying a User Entry by Using Idapmodify

The following example changes the password for a user named Audrey from
welcome to audreyspassword . As in the previous example, the data for this user
entry is in the entry.Idif file. This file contains the following:

dn: cn=audrey,c=us

changetype: modify

replace: userpassword

userpassword: audreyspassword

Issue this command to modify the file:

Idapmodify p 389 -v -fentry.Idif

where -v specifies verbose mode.

Note: When you add or modify an entry, the Oracle directory
server does not verify the syntax of the attribute values in the entry.

Managing Entries with Attribute Options by Using Command-Line Tools

This section provides examples of how to add and delete attribute options, and how
to search for entries with attribute options.

Example: Adding an Attribute Option by Using Idapmodify

Suppose that you were adding the Spanish equivalent of an entry for John, and that
the data for this user entry is in the entry.Idif file. This file contains the
following:

dn: cn=john,c=us

changeType: modify

add: cnjlang-sp

cnjlang-sp: Juan

Issue this command to modify the file:

Idapmodify 40 389 -v -f entry.Idif

Managing Directory Entries  7-15



Managing Entries by Using Bulk Tools

Example: Deleting an Attribute Option by Using Idapmodify

The following example deletes the cn;lang-fr attribute option from the entry for
John. As in the previous example, assume that the data for this user entry is in the
entry.ldif file. This file contains the following:

dn: cn=john, c=us

changetype: modify

delete: cnjlangHr

cnjangHr: Jean

Issue this command to modify the file:

Idapmodify 40 389 -v -f entry.Idif

Example: Searching for Entries with Attribute Options by Using Idapsearch

The following example retrieves entries with common name (cn) attributes that
have an option specifying a language code attribute option. This particular example
retrieves entries in which the common names are in French and begin with the letter
R.

ldapsearch -p 389 -h myhost -b "c=US" -s sub "cn;lang-r=R**

Suppose that, in the entry for John, no value is set for the cn;lang-it language
code attribute option. In this case, the following example fails:

Idapsearch -p 389 -h myhost -b "c=us" -s sub "cn;lang-it=Giovanni

See Also: "Attribute Options" on page 2-7

Managing Entries by Using Bulk Tools

This section lists and describes some of the more common tasks you perform with
bulk tools.

This section contains these topics:

« Importing an LDIF File by Using bulkload
«  Converting Directory Data to LDIF

« Modifying a Large Number of Entries

« Deleting a Large Number of Entries
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Note: If you do not use the bulkload utility to populate the
directory, then you must run the oidstats.sh tool to avoid significant
search performance degradation.

See Also:
« "The OID Database Statistics Collection Tool" on page A-56 for
a description and syntax for the oidstats.sh tool

« "Using Command-Line Tools" on page 4-12 for an overview of
these tools

Importing an LDIF File by Using bulkload

To import an LDIF file, you use the bulkload utility. This section discusses the tasks
to process an LDIF file through bulkload.

Note: The bulkload utility expects an empty directory and will
either fail or overwrite if there are existing entries.

Before performing a bulk load, stop the Oracle Internet Directory
processes. See Chapter 3, "Preliminary Tasks and Information” for
instructions on stopping directory server instances.

Note: To run shell script tools on the Windows operating system,
you need one of the following UNIX emulation utilities:

« Cygwin 1.0. Visit: http://sources.redhat.com/cygwin/

« MKS Toolkit 5.1 or 6.0. Visit:
http://www.datafocus.com/products/

This section contains these topics:

Task 1: Back Up the Oracle Server
Task 2: Find Out the Oracle Internet Directory Password
Task 3: Check Input for Schema and Data Consistency Violations

Task 4: Generate the Input Files for SQL*Loader
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« Task 5: Load the Input Files
« If Bulk Loading Fails

Task 1: Back Up the Oracle Server

Before you import the file, back up the Oracle database server as a safety
precaution.

See Also:  Oracle9i User-Managed Backup and Recovery Guide in the
Oracle9i Database Server Documentation Library

Task 2: Find Out the Oracle Internet Directory Password

To use bulkload and the other shell script tools that have commands that end
with.sh , you must provide the Oracle Internet Directory password. The default
password is ods, although the system administrator can change it by using the OID
Database Password Utility.

See Also:  "The OID Database Password Utility" on page A-56

Task 3: Check Input for Schema and Data Consistency Violations

On UNIX, the bulkload.sh  file usually resides in
$ORACLE_HOMHap/bin . On Windows NT, this file usually resides in
ORACLE_HOME#ap\bin

Check the input file by typing:

bulkload.sh -connect net_service_name -check path_to_ldiflename
All schema violations are reported in
$ORACLE_HOMHap/log/schemacheck.log

If any violations are detected in the input file, use an ASCII text file editor to fix or
remove them. If there are any duplicate entries, their DNs are logged in $ORACLE _
HOMHAdap/log/duplicate.log

Task 4: Generate the Input Files for SQL*Loader

After you have fixed any errors in the input file, rerun bulkload with the
-generate  option as shown in the following example. During this step, LDIF data
is converted to SQL*Loader specific format.

bulkload.sh -connect net_senice name  -generate ldif-flename

7-18 Oracle Internet Directory Administrator’s Guide



Managing Entries by Using Bulk Tools

All loading errors are reported in
$ORACLE_HOMHapl/log

When this command completes successfully, it generates *.dat files in the
$ORACLE_HOME/Idap/load directory to be used by SQL*Loader in -load mode.
Do not modify these files.

Task 5: Load the Input Files

After you have generated the input files, rerun bulkload with the -load option.
During this step, the *.dat files, which are in Oracle SQL*Loader specific format,
are loaded into the database and the attribute indexes are created. The syntax is:

bulkload.sh -connect net_service_name -oad

If Bulk Loading Fails

All loading errors are reported in the $ORACLE_HOMHap/log/directory
with the file extension .bad .

If bulk loading fails, the database could be left in an inconsistent state. It may be
necessary to restore the database to its state prior to the bulk loading operation.

Converting Directory Data to LDIF
Converting directory data to LDIF by using LDIF Writer makes the data available

for loading into a new node in a replicated directory or into another node for
backup storage.
See Also:  "ldifwrite Syntax" on page A-40
Modifying a Large Number of Entries

The bulkmodify utility enables you to modify a large number of existing entries
efficiently.

See Also:  "bulkmodify Syntax" on page A-38

Deleting a Large Number of Entries
The bulkdelete utility enables you to delete an entire subtree efficiently.

See Also:  "bulkdelete Syntax" on page A-35
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Managing Knowledge References and Referrals

A knowledge reference, also called a referral, is represented in the directory as a
particular type of entry. When you create a knowledge reference entry, you
associate it with the referral object class the and extensibleObject object
class. Typically, you create knowledge reference entries at the place in the DIT
where you want to establish the partition.

A knowledge reference provides users with a referral containing an LDAP URL.
You enter these URLSs as values for the ref attribute. There can be multiple ref
attributes specified for any knowledge reference entry. Similarly, there can be
multiple knowledge reference entries in the DIT.

See Also: "Partitioning" on page 2-24 for an overview of
knowledge references and a description of smart knowledge
references and default knowledge references

This section contains these topics:

« Configuring Smart Referrals

« Configuring Default Referrals

Configuring Smart Referrals

A search result can contain regular entries along with knowledge references. When
a user performs a search operation, Oracle Internet Directory looks for the
knowledge reference entry within the specified scope of the search. If it finds the
knowledge reference, then Oracle Internet Directory returns a referral to the client.

If a user performs an add, delete, or modify operation on an entry located below the
knowledge reference entry, then Oracle Internet Directory returns the referral.

For example, suppose you want to partition the DIT based on the geographical
location of the directory servers. In this example, assume that:

« The c=us naming context is held locally on Server A and Server B in the United
States.

« The c=uk naming context is held locally on Server C and Server D in the United
Kingdom.
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In this case, you would configure knowledge references between these two naming
contexts as follows:

1. On Server A in the United States, configure a knowledge reference for the c=uk
object on Server C and Server D:

dn: c=uk

c:uk

ref. Idap:/host C:389/c=uk

ref. Idap:/host D:686/c=uk
objectclass: top

objectclass: referral
objectClass: extensibleObject

2. Configure a similar knowledge reference on Server C in the United Kingdom
for the c=us object on Server A and Server B:

dn: c=us

c.us

ref. Idap:/host A:4000/c=us
ref: Idap:/host B:5000/c=us
objectclass: top

objectclass: referral
objectClass: extensibleObject

Results:
« Aclient querying Server A with base o=foo,c=uk receives a referral.
« Aclient querying Server C with base o=foo,c=us receives a referral.

« Anadd operation of o=foo,c=uk on either Server A or Server B fails. Instead,
Oracle Internet Directory returns a referral.

Configuring Default Referrals

Oracle Internet Directory uses the namingcontext  attribute in the DSE to
determine all the naming contexts held locally by the server. Be sure that the
namingContext attribute correctly reflects the naming context information.

You specify default referrals by entering a value for the ref attribute in the DSE
entry. If the ref attribute is not in the DSE entry, then no default referral is
returned.

When configuring a default referral, do not specify the DN in t